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Introduction

This country report on Austria represents one of the 12 country reports that have been
compiled as part of the FORESEC project’s State of the Art Scan on European security (see
further about the project at www.foresec.eu). The scan provides an overview of the security
field in the 12 countries chosen. The countries have been selected to give a good overview
of the different cultures, geographical locations, national strategies and societal challenges
that face European security and shape the priorities and interest at the European level.!
Section 1 of the report discusses the concept of security in Austria, sections 2 looks at the
current security related activities including organisations, strategies and doctrines, role of the
private sector, key technologies and current research programs and projects. Section 3
discusses the public opinion in Austria vis-a-vis security threats and technologies. Section 4
gives an overview of current national and international foresight activities and section 5
highlights issues where European level collaboration is seen to have the most added value.
Further details concerning each section are provided in the Appendix.

1. Concept of Security

Traditionally, Austria has always stressed its neutrality, e.g. during the Cold War, and at the
same time its embeddedness in the network of the OSCE, the United Nations and was also
on good terms with NATO and the Partnership for Peace (PfP). Austria is also involved in the
European Partnership Council (EAPC), PfP’s political consultation forum. Most of all, when
security matters are concerned, Austria is deeply embedded into the framework of the EU.
The disastrous experiences of WWII and relative stability that came with Austria’s neutrality
in the post-war era have shaped the commitment of the Austrian people and their country to
a policy of peace and actively perusing strategies to avoid outbreaks of violent conflicts. This
position has enhanced Austria’s perception as a country best characterized by continuity and
stability where no urgent security matters are on the agenda.

Still, the perception of risks in Austria has experienced some changed as in probably every
European country triggered by the attacks of September 11, 2001, followed by the bombings
in London and Madrid the following years. Even though Austria has always been considered
a safe and secure country after the cold war, the dangers proposed by terrorist attacks came
suddenly to rise, even though this remote experience has not led to significant consequences
of Austrian inner security policy or every day practice of authorities and citizens.

Besides, the terrorist attacks have not been the only risks threatening the high standards of
living in Austria and other EU countries. Hence unknown dimensions of natural disasters
have shaken the risk perceptions of Austrians as well. Floods, pandemics, as well as risks
posed by modern technologies (biotechnology, nuclear energy) and increase in
environmental pollution have contributed to the perception that activities to keep Austria a
save place for the people and nature might need to be increased. New forms of crime (e.g.
through the internet), economic and social instability etc. were identified as additional
developments that have to be encountered by state action as well as by civilian activities.

Based on 30 workshops with more than 150 Austrian safety/security experts in total, Bieber
et al. (2005) derived eleven security/safety research categories bundled into four
security/safety areas. These represent the opinion of a wide variety of stakeholders and
therefore can be seen as representative for the concept of security as commonly understood
in Austria. One fundamental finding is to see that there is no or only a weak distinction
between the terms safety — security.

! The FORESEC state of the art scan covers Austria, Bulgaria, Estonia, Finland, France, Germany,
Italy, Poland, Slovenia, Spain, Sweden and United Kingdom
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i. Fundamentals of safety/security research

1. Theoretical aspects of security/safety research (e.g. evaluation criteria for
security concepts, cost-benefit analysis, centralized vs. decentralized security
concepts)

2. Empirical questions of security/safety research(e.g. acceptance, ethics;
sustainability, preservation of cultural heritage)

3. Safety/security research for Austria related to the state of the nation (e.g. threat
scenarios, socio-economic trend analysis, dual-use research focus;
cryptography)

ii. Safety/security research in the context of risk analysis

4. Risk from terrorism and war (e.g. CBRN terrorism, impact of conflicts/wars on
Austria, Balkan, reasons for extremism; legal frameworks, migration, decision
support — models)

5. Human risks and trust building (e.g. ideologies, human factors, religion)

6. Safety/security research of social developments, uncertainty feeling (e.g.
unemployment, democracy, migration, control)

7. Safety/security research of the scientific and technical progress (mobility /
traffic, biotechnology, safety of processes / technologies)

iii. Safety/security research of hazard defence

8. Safety/security building structures (competences, education, communication,
IT security, privacy, human rights...)

9. Hazard defence (natural disasters, prevention and preparedness,

10. Domains of particular protection requirements (protection and threat of people,
economy, cities; supply with basic goods; infrastructure; energy; IT-systems)

iv. Safety/security research of catastrophe and crisis management

11. Catastrophes and crisis — action readiness and crisis management (tools for
crisis intervention and disaster relief; civil protection, organisations, media and
communication, international security issues)

In contrast, the current EUROBAROMETER 67 (Hausensteiner-Obermayr 2007) poll gives a
good picture about the public opinion. Fig. 1, illustrates a ranked list of topics, which Austrian
citizens name as important to be addressed in the near future. Similar to the expert opinion,
classical external security-related topics (like defence, terrorism) are only of minor interest
(only 2-4% name these issues). On the other hand, 22% of citizens feel crime to be an
important topic, which can be seen as an indicator for the general security feeling,
nevertheless, issues of social security like unemployment or immigration are more dominant
or at least as important. In comparison with former years (e.g. spring 2004) the importance of
crime (26 %) decreased by 4 %.
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Fig. 1: EUROBAROMETER question 27: Which are the two most important topics Austria
has to address? (Hausensteiner-Obermayr 2007)

As we can see from the brief introduction on Austria’s concept of security above the
collective perception of Austria’s security situation has been uncontested in the post-war era.
The domestic and foreign situation has overall been stable. On the individual level Austrian’s
feel threatened by developments that affect the neighbouring countries much more than
Austria.

2. Current security related activities

2.1 Organisations

The following section gives a short overview on Austrian organizations that are related to
security issues. It comes as no surprise that we will start in a ‘hierarchical’ order with
government organisations such as the armed forces and with ministries at national level. As
Austria is a federal state, at the level of provinces there are some important responsibilities
as well. However, we will not have the space here to elaborate on that. Besides government
related organisations there are also research organisations which will be introduced in this
chapter.

The Austrian army is based on the principles on a militia system. In times of peace, it
comprises professional soldiers, further employees and conscripts. The task force
organisation also includes militia soldiers. The Armed Forces are divided into the air force,
land based and special forces. The Ministry of Defence, responsible for this organisation,
gets regular funding from the Austrian National Budget. For the year 2007 this funding
amounted to 2.25 Mill. Euro. (approx. 0.84% of GDP) (BMF 2007, p. 10).

After a major reorganization during the last years the prospected new structure will be finally
implemented in 2010. Then, the Armed Forces Command together with Mission Support
Command is expected to consist of 45,000 troops (21,000 officials + 24,000 militia soldiers).
In addition to these, employees of the Central Command (Ministry of Defence), of further
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offices, academies and schools contribute to total troop strength of 55,000, including a pool
of experts drawn from militia.

The primary objective of the AAF is the armed defence of Austria. Other tasks include
defending constitutional institutions, preserving law and order and providing humanitarian aid
in case of natural catastrophes by rendering assistance to civilian organisations in disasters
of exceptional magnitude. Because of Austria's membership in the UN, the EU and
Partnership for Peace (PfP), AAF cooperates on international basis and foreign assignments
have notably increased in importance.

Responsibilities of the Ministry of Life: The term ‘Ministry of Life’ corresponds with the
Federal Ministry of Agriculture, Forestry, Environment and Water Management (BMLFUW).
This name already indicates the responsibilities of the ministry. The general and specific
tasks of the BMLFUW are defined in the Federal Ministries Act (Bundesministeriengesetz—
BMG). The Rules of Procedure of the Ministry of Life inform about the different tasks of the
Departments and their Divisions.

The specific responsibilities of the Federal Ministry of Agriculture, Forestry, Environment and
Water Management are:

1. Matters of agricultural policy and of agricultural law, nutrition with the exception of
food control. These matters involve in particular
e agricultural research, testing, inspection and control;

2. Matters of forest policy and forest law, in particular
o forest research, testing, inspection and control; - torrent and avalanche control.

3. Common market organisation with respect to agricultural, nutritional and forest
products as well as seeds and plants, feeding stuff, fertilisers and plant protection
products including their approval, and plant protection tools, with the exception of
price control, price monitoring and matters related to wilful price inflation.

This involves in particular

e Control of imports and exports (of goods that are subject to primary domestic
agricultural production, as well as of meat and meat products, flour and semolina,
milk powder, butter, cheese, and other products of the milk industry, wines, feed
preparations)

e Matters of water law and water management with the exception of the hydraulic
engineering affairs of the waterways as well as the water supply and sewage
systems. These matters include in particular

e research, testing, inspection and control in the field of water management;

e Protection of Austrian interests in other countries concerning the water-related
legal affairs and water management affairs with regard to all transboundary
waters and the hydraulic engineering affairs relating to transboundary waters, to
the extent that they do not concern the navigable parts of the Danube and March
rivers and the Thaya river stretch from the national border at Bernhardsthal to the
estuary of the March river.

General affairs of environmental protection.

General affairs concerning the protection of ionising radiation.

General affairs regarding nuclear coordination.

Matters concerning the trade in toxic substances.
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The Federal Chancellery has responsibilities for special matters such as European policy,
security policy, the civil service, bioethics, data protection, media affairs — excluding criminal
media law — and matters pertaining to ethnic groups. Of special interest for the mission with
respect to this report is Division V: The Constitutional Service. The responsibilities of
Division V include:

o Constitutional legislation, fundamental rights and freedoms

o Matters relating to the laender (provinces), Federal Ministries Act, administrative
procedures, general legislative standards,

o Matters of data protection, executive offices of the Data Protection Council and the
Data Protection Commission, general legal affairs of electronic data processing, legal
issues of administrative reform

o Matters of media law, coordination of matters relating to the information society,
Advisory Board for the Internet and the New Media, executive office of the Federal
Communication Senate, European Audio-Visual Information Centre, funding of
political parties, funding of the training academies of the political parties

e International affairs, human rights including complaints for violation of human rights

o Official promulgations, Federal Law Gazette, legal informatics, Law Information
System (RIS)

o Legal services for third parties: comments on legislative texts, constitutional law
advice for all Federal ministries in matters of constitutional law

o Matters relating to ethnic groups

o Legal matters of European integration, treaty violation procedures, proceedings
before the European Court of Justice, international economic law

Since data protection is a matter of increasing concerns to the citizens and the media as
well as to privacy advocates who claim more and more publicity, we will outline the legal
organization and execution of data protection in Austria in the next paragraph.

The right to data protection, secrecy of personal data and the protection of privacy has been
in existence in Austria for over twenty years. Section 17 para. 1 DSG 2000 imposes an
obligation to notify to the Data Protection Commission [Datenschutzkommission] for the
purpose of registration in the Data Processing Register [Datenverarbeitungsregister]. The
duty to notify also applies to all circumstances that subsequently lead to the incorrectness or
incompleteness of a former notification.

The Austrian Ministry of the Interior (Bundesministerium fur Inneres) has to fulfil a
broad spectrum of safety and security issues and it is not possible to explain in more details
what these tasks comprise. We will, therefore, give a rough overview on the task and
structure and present a few facts on issues such as civil defence, and the management of
disasters and protection. Section |l of the Ministry is responsible for public safety and
security. Among the tasks are:

o Alpine safety (prevention of avalanches, rescue of people buried by an avalanche
etc.)

o Foreign assignments of the Austrian civilian police

o Federal Police (which is under the constituency of the Ministry) and the Federal Office
of Criminal Investigation (Bundeskriminalamt), special forces for civilian protection
(hostage or amok situations, boarder security, escalades of aircrafts, etc.)

e Data protection

e clearing of mines, diffusion of bombs and other ammunition from WWI, WWII, as well
as modern explosives

e boarder control and security, migration issues, alien’s police
e civil protection, catastrophe and disaster management
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Civil security and defence, disaster protection management

Given the change of paradigms with regard to security policy in Europe, it is also the image
of civil defence that has strongly changed in practice during the past years. The possibility of
wars between states in Western Europe can be excluded for the foreseeable future.
Accordingly, it is also the protection against the effects of war actions within the framework of
civil defence that have, to a large extent, become less significant.

Civil defence is the generic term for a large number of measures taken for the protection of
the population against dangers caused by nature or civilization, as well as for the provision of
help in the respective crises. Civil defence must therefore be understood as a pluralistic
system of catastrophe prevention and help provision, which falls within the responsibility of
the Federal Government, its “Lander”, districts, municipalities, action organisations and
citizens. Risks include natural disaster, nuclear, chemical, biological accidents, fires etc. Civil
defence includes activities for managing catastrophes and crisis situations of the most
different kinds:

e Measures of self-protection,

e Measures of everyday warding-off dangers,

e Measures for the protection against natural disasters and technical accidents,

e as well as providing for the protection against possible effects of international

terrorism.

The implementation of the objectives of civil defence is mainly effected on the following two
levels:

o Disaster relief of the Federal Provinces

o National Crisis and Disaster Protection Management (SKKM)
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The Austrian police forces are governed under the jurisdiction of the Ministry of Interior. A
strict hierarchy structures the organisation of the Austrian police forces in the security
departments (Sicherheitsdirektionen), the county agencies (Bezirksverwaltungsbehdrden),
the national police departments (Bundespolizeidirektionen), and the security agencies in the
federal “Lander” (provinces).

Organizational chart of the Federal Police

FEDERAL MINISTRY OF THE INTERIOR

Section | Section Il, GD Section I Section IV

9 PROVINCE POLICE COMMANDS

83 DISTRICT POLICE COMMANDS ZT CITY POLICE COMMANDS

I I
LU LK

Austrian police force has experienced a major reorganisation over the last three to four
years. “In order to better meet the many challenges of the 21 century and, especially, to
improve the organisational background in terms of clearer structures and better working
conditions” the Austrian government decided in 2004 “to adjust the structures of Austrian law
enforcement bodies to the requirements of a modern police force.”? What was very
fragmented during the preceding years, divided in different constituencies, e.g. the division
between gendarmerie and police, got integrated in the new “Federal Police”. In December
2004, the Austrian parliament passed a resolution call for a merger of all law enforcement
bodies in a “Federal Police” organization.

The credo of the new Federal Police goes as follows: “a modern appearance with competent
staff members, being communicative and transparent in their actions, cautious in the
exercise of their rights and powers, consistent in their humanitarian basic attitude, but also in
their approach to the endangerment to citizens, and firmly rooted in the principles of human
dignity and democracy.”

The Austrian police force point out that their new structure makes flat hierarchies possible,
removing two-pronged responsibilities, and streamlining workflows. Further, by strengthening

% Bundesministerium fiir Inneres (2005): Austria’s new police force. Abteilung I/5 —
Offentlichkeitsarbeit. Vienna.
® Bundesministerium fur Inneres (2005): Austria’s new police force. Abteilung I/5 —
Offentlichkeitsarbeit. Vienna.
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the criminal investigation tasks in the police stations, they hold it possible to jointly cope with
the challenges with which a modern police organisation is faced today and in the near future.

After the reform of 2004/2005, police stations and gendarmerie posts will now be designated
as “police stations“. More than 1000 police stations are available to provide services such as
public security, traffic control, criminal investigation and prevention on a local level, and to
serve as a first contact point for citizens.

Austrian police forces are organized the same way at national scale, not according to a
military pattern but as a civilian security authority. The structure of the Austrian police forces
is regulated by the federal security police law (Sicherheitspolizeigesetz (810)). In each of the
9 provinces there exists a province police command which is commanding the district and
city commands as well as the local police stations of those organisational units. The City of
Vienna has a special organisation because it is headed by a superintendent
(Polizeiprasident).

Since all matters concerning the inner security and police fall under the jurisdiction of the
Minister of Interior in the end he holds the power to change the traditional hierarchy and
delegate tasks to the province police commands or to the district or city commands if
necessary and reasonable. Security authority concerning matters of interior security contains
the following administrative bodies:

9 provincial police commands (Landespolizeikommanden)

9 provincial offices of criminal investigation (Landeskriminalamter)

9 provincial motor vehicle & traffic departments (Landesverkehrsabteilungen)

35 highway control commands (Autobahnpolizeiinspektionen)

83 district police commands (Bezirkspolizeikommanden)

27 city police commands (Stadtpolizeikommanden)

903 police stations (Polizeiinspektionen)

15 traffic control stations (Verkehrsinspektionen)

60 boarder police stations (Grenzpolizeiinspektionen)

The Austrian Red Cross (ARC) is structured in a federal way covering all Austrian regions
with its nine regional branches (one per province), some 150 districts (regional subdivisions)
and more than 1,000 local branches. The nine regional branches are members of and form
the national Red Cross society. Nationwide, there are 5,217 employees and about 58,600
active volunteers. Equipment available for crisis intervention includes 2,100 crafts (thereof
200 special crafts) and 300 trailers for large scale operations; furthermore equipments as
water treatment units, field kitchens, accommodation facilities, all are nation wide available to
be organized by 427 round the clock staffed stations. The budget 2005 amounted to 452,000
Euro, mainly spent on ambulance services (260,000 €); 22,000 € were spent on disaster
relief (Rotes Kreuz (2007)).

Security/safety relevant activities of ARC include the nationwide ambulance services,
preparedness and disaster relief; tracing service, psychological aftercare. Moreover, ARC
provides health & community-programs, training service for the public (first aid), and blood
donation programs. With respect to equipment, ARC has almost reached its goal of
implementing a nation-wide system of mobile emergency units - ninety-six vehicles are
already available twenty-four hours a day. The Red Cross rescue and ambulance service not
only arranges the majority of all transports within Austria, but also provides medical teams in
the emergency helicopters, and staffs the 429 networked Red Cross branches, guaranteeing
response within 15 minutes after an alarm. As an emergency medical organization ARC
plays an important role in the First Responder system. Main tasks in case of crisis events
are: triage of victims; pre-clinical treatment of patients; assignment of victims to clinical
treatment; provision of transport to hospitals; psychological care for victims and responders;
if necessary installation and operation of auxiliary medical facilities; self-protection; providing
information to the public. Many people are rescued by Red Cross search dogs. Whether in
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Austria or abroad, whether buried under an avalanche, wet land slides or debris, victims
often owe their lives to a dog's excellent training and sense of smell.

In the first responder systems ARC cooperates very closely with fire brigades and police.
International relief and development programmes are carried out worldwide, either on a
bilateral basis or via the International Federation of Red Cross Organisations. Many ARC
activities are carried out at international level, especially the tracing service and disaster
relief services which aim to provide assistance at any time in both national and international
emergencies. A service of particular importance is the ERU (emergency rescue unit),
specializing in water, sanitation and telecommunications. Each unit has specially trained
experts and is available on the spot within 72 hours. One focus of the ARC's international
activities is directed towards eastern and southern European countries, due in part to the
geographical proximity of these countries.

Austrian fire brigades are organized as a voluntary system. The Austrian Federal Fire
Brigade Association is a coordinating body to provide organizational structures, training,
technical equipment, regulations for preventive fire protection, acquisition of equipment. Due
to legislation fire brigades fall into the responsibility of federal provinces, on the level of
municipalities. In total 4,555 voluntary fire brigades with 281,912 volunteer fire fighters are
available all over Austria. Another 18,600 cadets (10 to 16 years) are getting training to
become fire fighters. Additionally, there are 313 works fire brigades (10,027 staff members)
in Austria, mainly in association with large chemical industrial facilities. In Austria there exist
6 professional fire brigades with 2,358 professional fire fighters; these are located in the
capital Vienna and other large Austrian cities.

In principal the municipalities cover financial funding of local fire brigades. Via the
“Katastrophenfondsgesetz” (Law on disaster relief fund) the Republic of Austria has to grant
the financial basis for the maintenance and development of the Disaster Relief Services
throughout Austria. Moreover the Federal Government funds acquisition of equipment on
regional basis to maintain technical standards. Due to the decentralized structure and
funding responsibility no nation-wide financial figures are available.

Main tasks of Fire Brigades include:

o Preventive and defensive fire protection

e (Technical) Assistance in the aftermath of accidents and other emergency situations
with humans or animals involved

e Assistance in all other disasters or emergencies (natural catastrophes, technical
accidents, environmental hazards a.s.0.)

o First response for accidents / incidents with hazardous materials (HAZMAT)
o all other kinds of cooperation in the field of civil protection.

Additionally, for emergency preparedness, fire brigades organize the so-called Disaster
Relief Service, which operates super-regional and consists of a number of local fire brigades
in a given region. These units receive special training and equipment to maintain the
capability of efficient emergency response.

Fire Brigades are typical first responders and cooperate with police and medical services to
cover emergency operations. In large-scale disasters, cooperation with the armed troops is
foreseen.
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Federal Agency for State Protection and Counter Terrorism (Bundesamt fur
Verfassungsschutz und Terrorismusbekampfung - BVT) is a department of the Ministry of
Interior, general directorate for Public Security. BVT is an intelligence service unit,
responsible for the cooperation with foreign security bodies to exchange security-relevant
information. It is organized in nine federal provincial bodies and a central coordinating one in
Vienna. Still, the main task of BVT is focused to counter-terrorism actions incl. proliferation
and organized crime emphasizing international cooperation and networking with relevant
international bodies. BVT analyses and collects information to cover following tasks / topics
(BVT 2007): state protection, privacy issues, nation-wide coordination and leading of
observations (information collection) and investigations on extremist/terrorist actions,
proliferation and weapon trading, counterespionage with respect to threats to inner = national
security. Moreover, BVT provides protective services for people and infrastructures, carries
out threat and strategic analyses, and continuously evaluates security doctrines against
current threat scenarios. It aims at development of preventive measures to improve
protection of people and installations. Especially, in case of large-scale events (e.g. EU
presidency) BVT is the leading organization (“Threat Response Center’) to develop and
coordinate appropriate security concepts.

According to the mission a close cooperation with international intelligence services and
other security bodies is implemented. Moreover, a close cooperation with EUROPOL and
INTERPOL is maintained.

Austrian Institute for International Affairs (Osterreichisches Institut fir internationale
Politik, OIIP) is an independent, none-profit research center. The OIIP states that it was the
first institute in Austria to focus on globalization, European integration, comprehensive
security, and the comparative study of international affairs. Established in 1978 by the then
chancellor Bruno Kreisky, the institute has advised on public policy, conducted primary
scientific research, supported the international academic exchange, and played a key role in
hosting international conferences and as a venue for second track-diplomacy. Activities of
members of the institute include scientific publications, government consultations, and
feature in the national media. The institute maintains a number of publications, and works
closely with other national and international research institutions.

Primary financing is provided by the Federal Ministry for Education, Science and Culture,
with other partners and sponsors including Federal Chancellery, the Federal Ministry of
Foreign Affairs, the European Commission, the Austrian National Bank, the City of Vienna
and the Ministry of Defence. Budget for 2004: ca. 1.1 Mill. € total. Cooperation partners
include Diplomatische Akademie Wien, Griine Bildungswerkstat, Institut fir den Donauraum
und Mitteleuropa, Renner Institut, Rumanische Botschaft in Wien, U.S. Embassy Vienna.
OIlIP has a small staff core team of 5 researchers andn10 affiliated researchers.

The OIIP expertise includes Austrian foreign policy, national and international security policy,
regional studies (central, eastern, south-eastern Europe; central Asia, the European Union
and the Middle East), conflict prevention and resolution, and international relations theory.
The supervisory board reflects the heritage of the OIIP and its important role in providing
advice on public policy. Past and present board members include national politicians as well
as the leading figures of various ministries, public bodies, and important private institutions.

Director of the OIIP is Prof. Otmar Hoell, president of the board is former Austrian chancellor
Dr. Franz Vranitzky. The OIIP represents Austria in a number of international associations,
and enjoys bilateral contacts with over three-dozen international research institutes. OlIP has
links with other research institutes specializing in international politics and international
relations throughout the world. It acts as an intermediary for members of the public interested
in political processes. It is able to network at the national and international level thanks to its
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transparent method of working, ongoing reporting on topical issues and the state of the
research being carried out.*

Institute of Risk Research, University of Vienna is committed to research on nuclear risks,
radioactive waste management, human ecology, management of nuclear catastrophes. It
comprises the head of the Institute (Prof. Dr. Wolfgang Kromp, materials physics), 9 staff
members (physics, computer sciences, statistics), and 7 consultants/lecturers (nuclear
safety, catastrophe management, radioactivity, measurements, biogas, radioactive waste,
energy supply, seismic risk, geo-hazard, biomass, pyrolysis).

The Institute of Risk Research of the University of Vienna is using interdisciplinary or trans-
disciplinary approaches to dealing with risk topics regarding dangers but also just to give an
example of economical questions.

Due to the multitude of risk topics and the limited size of the institute it is evident, that only
selected risk aspects can be covered. The Risk Research Institute has its origins in a project
of the Academic Senate called "Nuclear safety". Therefore safety aspects of different nuclear
facilities have always played and still do play a major role in the spectrum of our activities. In
the past years nuclear safety was supplemented by additional topics like socioeconomic
research (accompanying technical research) on nuclear fusion, technology-assessment,
Non-Nuclear Energy-Systems, (without claim for completeness).

Civil security in Austria is organized on many levels, national, federal, local etc. and vested in
organisations of several sectors: e.g. government, research, civil protection. Defence and
civil protection are based on systems that try to involve civil and voluntary activities, thereby
reflecting the Austrian post-war tradition. Since no immediate or single major threat is
perceived in Austria there is no organisation that needs to be committed to the containment
of such threats.

2.2 Strategies and doctrines

In this chapter we will introduce two major security doctrines that are reflecting Austria’s
present perception of security and threat: The national security and defence doctrine and the
radiation protection doctrine.

The Security and Defence Doctrine

The Security and Defence Doctrine is a resolution by the Austrian parliament. It particularly
addresses those aspects of comprehensive security which relate to the protection of the
system of government as a whole and to the protection of its citizens against large-scale
threats. It is the official guideline for Austria’s security policy. The “Doctrine” is based on the
Charter of the United Nations as well as the European Convention on Human Rights and the
European Charter of Fundamental Rights. Austria’s security policy is deeply embedded in the
framework of the EU. In the “Doctrine” it is made clear that security does not rely on the
responsibilities of the state but has to involve the entire population.

Even though no risk of war arises from the stable Western European states, it cannot be
ruled out that in unstable regions of Europe the danger of conflicts are fought out by force of

arms. “... threats through the spillover of armed conflicts from the regions boardering on

* OlIP is an active member of: European Consortium for Political Research (ECPR), International
Studies Association (ISA), Trans European Policy Studies Association (TEPSA), Euro-Mediterranean
Study Commission (EuroMESCO), Assembly of Directors of european “International Relations-
Institutes”
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Europe cannot be excluded either” (p. 3). Potential threats that Austria has to be prepared for
are:

o proliferation of weapons of mass destruction,

o terrorism controlled by governments or certain interest groups

e organized crime

o destabilizing developments in armaments

e ethnic conflicts

e phenomena of political fragmentation

o totalitarian ideologies and fundamentalist religions

e demographic trends and migration

e problems of energy and resources

e problems of food supply

e environmental hazards

e epidemics

e accidents in nuclear power plants.
A comprehensive security would include basic strategies such as: promotion, safeguarding
and restoration of peace and stability as well as individual and/or collective self-defence
under the following fundamental principle: “as much co-operative promotion of peace as

possible and only as much force as necessary. Use of military force would remain the very
last resort and be applied only in accordance with the principles of the United Nations” (p. 3).

Austria’s present security situation is characterized by internal stability based on the rule of
law, democracy, and economic prosperity, embeddedness in the solidarity community of the
EU, good relations with neighbouring countries, enlargement process of the EU and NATO. It
is explicitly stated in the “Doctrine” that “The danger of domestically motivated political
terrorism is non-existent in Austria at present” (p. 4)

The above mentioned risks are related to international relevant factors such as trans-border
configurations, international terrorism, trafficking in arms, drugs and human beings, migration
flows caused by natural disasters, economic and financial crises. The government wants to
encounter these risks by preventive on-the-scene measures, such as “comprehensive
political and economic support programs, assistance in building democratic structures based
on the rule of law and an international military presence on the spot.”

Some of “Doctrine’s” general recommendations include:

e comprehensive information of the Austrian people about the security situation in
Austria and abroad

o effective parliamentary control to protect the citizen’s privacy

e an integrated and co-ordinated training programme to improve interoperability
between national and international relief and operative organizations

e expansion of research on security policy to obtain a comprehensive picture of security
and defence matters
Recommendations for Austria’s internal security include:

e tasks in conformity with the principles of freedom, democracy, respect of human
rights, statutory division of powers

e guaranteeing the functioning of public services
o fight against internal terrorism
e combating organized crime

e enhancing international co-operation with emphasis on prevention of people
smuggling, traffic in human beings and illegal migration

e enhancing exchange of information on migration at EU level
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e improving public information on self-protection measures, and optimizing warning
systems

Next to the Federal Chancellery (Bundeskanzleramt), Stakeholders and designers of the
“Doctrine” comprise the National Security Council (Nationaler Sicherheitsrat) which consists
of the Chancellor who holds the chair (Bundeskanzler), Vice Chancellor (Vizekanzler),
Foreign Minister (Bundesminister fir auswartige Angelegenheiten), Defence Minister
(Bundesminister fur Landesverteidigung), Minister of the Interior (Bundesminister fur
Inneres), Minister of Justice (Bundesminister fir Justiz), Representatives of the political
parties that are members of the committee of the National security council as well as several
advisor of political-administrative bodies. The doctrine was approved by the Federal
Government on 23 January 2001 and forwarded to the National Assembly for deliberation.

Radiation Protection — Intervention ordinance

The Radiation Protection ordinance falls into the jurisdiction of the Federal Minister for
Agriculture, Forestry, Environment and Water on the Intervention in case of radiological
emergency situations and long-lasting radiation exposure.

The Bundesministerium fir Landwirtschaft, Forsten, Umwelt und Wasser - BMLFUW
(Federal Ministry for Agriculture, Forestry, Environment and Water; also ‘Ministry of Life’) has
developed this strategy to implement European Guidelines 96/29/EURATOM
(Implementation of safety norms for occupational health protection and health protection of
the citizens against hazards from ionizing radiation) and European Guideline
89/618/EURATOM in Austrian national law. In case of emergency countermeasures are co-
ordinated with the Federal Ministry for Health, Family and Youth.

This guideline on “Intervention actions in case of radiological emergency situations and long-
lasting radiation exposure“ contains rules for protection measures to be implemented in
emergency situations like nuclear power accidents, transport accidents with radioactive
material, and terrorist acts with radioactive material (“dirty bomb scenarios). The measures
address both health protection of the general public and intervention personnel.

Main actions defined in this guideline include the following:

o the definition of “Intervention-values®, i.e. measurement or calculated values, when
exceeded, trigger special intervention actions to be implemented (stay in enclosed
environment of buildings, application of iodine-prophylaxis, evacuation, agricultural
countermeasures to limit contamination of food-stuffs etc.). Also, guidelines for the
selection and adaptation of appropriate intervention measures are given for different
phases of events (early warning phase — see early warning system technology in
Chapter “Key technologies®; contamination phase, intermediate/late phase)

e rules for the definition of intervention plans on the level of federal provinces and
national level

o rules for the definition and performance of training schemes, equipment and physical
and medical monitoring of so-called “intervention personnel’, who in case of
emergency have to perform protection measures to limit the outcome of the disaster
by appropriate countermeasures.

e set dose limits valid for intervention personnel (highest limit is 250 Millisievert only
applicable for life-saving operations)

o rules about the appropriate information (content and pathways) of the general public
in case of emergency as well as information to other stakeholders (e.g. neighbouring
countries in large-scale events originating in Austria, the armed forces in case of
requests for assistance operations)

By law, radiation protection is in the responsibility of the federal provinces, so they have to
implement the given guidelines. In cases of supra-regional emergencies (i.e. more federal
provinces are affected by a given event) the national crisis coordination centre, located in the
BMLFUW takes over the coordination of the decision making process. Key organizations
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involved are the first responder organizations like fire brigade and medical services, who will
be involved especially in the early phase of incidents (where often the full extent and
involvement of radioactive material is still not known!). In large-scale contamination
situations, very soon the voluntary staff of fire brigades will be overwhelmed (both in terms of
man-power with trained personnel and technical equipment), therefore, in many cases the
special forces of the Austrian Army (CBRN-defence special troops) will be called for
assistance to cope such situations in the later phases of an event (e.g. decontamination
actions).

The strategy has been published very recently, in June 2007. It is based on previous
documents (e.g. radiation protection regulations from 1969, with revision in 2006;
“Framework-recommendations for the definition and performance of measures for protection
of the public against ionizing radiation in cases of large-scale radioactive contamination” from
1991 (issued by Federal Ministry for Health, sports and consumer protection); “Overview
about measures to reduce radiation exposure in the aftermath of events with non-marginal
radiological impact” (issued by the German Federal Ministry for Environment, nature
protection and reactor safety 1999).

As we can see from these official doctrines, threats or risks are generally perceived as
something that is coming from outside of Austria. Though no immediate treats are noticeable,
the doctrines show a strong commitment of the awareness of possible incidents. Next this
impression, in its Security and Defence Doctrine Austria shows a strong commitment to the
nestedness of European and international institutions that are perceived as guarantors not
only of national but of international peace.

2.3 Private Sector

Until recently it was not known how big the private sector for security research and products
in Austria actually was, since the defence industry is only of marginal relevance. This is why
the Ministry of Transport, Infrastructure and Technology commissioned a study to assess the
potential of the Austrian Research Sector. This study identified some 100 companies in
Austria as being directly related to the security sector. Their total estimated turnover for 2006
is 2.3 bill. €, employing some 38,000 people. These numbers are not exclusively related to
security, however, because many companies are also active on other sectors. In most cases
it is not possible to distinguish the activities between the different sectors. It is estimated that
800 mill. € are directly related to security 7,500 people (Austria Innovativ 2008a).

Classified according to number of employees, AGES (Austrian Agency for Health and
Nutrition) is the biggest player. The core business of this company is the testing of food,
research for and prevention of infectious diseases. The second biggest company is 100%
state owned: Austriacontrol is in charge of air traffic control. This is followed by Vienna
International Airport Security Services (VIAS), owned by the Vienna airport company.
VIAS is checking and monitoring passengers and luggage in the aerospace sector. Ranking
at 4™ position is G4S Security Services (100% owned by the Danish), and Securitas (100%
owned by the Swedish). As their names imply the two last companies are specialised in
security services. The first three ones are also service companies. All five account for 3,900
employees, more than half of the employees in the Austrian security sector.

Classified according to turnover, only one company of the service sector ranks on top: AGES
again. The other companies belong to the manufacturing sector. Rosenbauer is leading the
ranking. Their key security technology application is in fire safety and defence. Rosenbauer
is an international group with a strong sales and distribution organization for mobile fire
protections and civil defence solutions. With a worldwide sales and customer service
network, Rosenbauer has a permanent presence in more than 100 countries. They supply
their products to all target groups, ranging from professional and volunteer fire brigades to
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industrial and airport fire brigades. Their customers comprise public and private
organisations. Rosenbauer is know for their activities in the fields of municipal fire fighting
vehicles and aerials built to both European and US standards (NFPA), extensive series of
aircraft rescue and fire fighting vehicles (ARFF) and industrial fire fighting vehicles, advanced
fire fighting components and fire & safety equipment.

Another top ranking company is Austria Card, a subsidiary of the Austrian National Bank.
The company is producing smartcards for online banking, telecommunication and
identification. Another big player in the filed is First Data Austria, also specialized on
smartcards for electronic banking. In the ranking this company is followed by PKE
Electronics, a service company and market leader for high-power and low-power current
and telecommunications.

Total turnover of these five companies accounted for 44% of turnover of Austrian companies
of the security sector. Even though there are some important manufacturing and research
companies active in the Austrian security sector, the largest share is contributed by the
service companies. The top 15 service companies of the Austrian security sector account for
63% of this sector. The structure of the Austrian security sector according to turnover is:
23.7% air traffic control, 15.4% finance sector, 12.8% rescue and fire brigades, 8.6% security
services, 3.9% surveillance, 3.8% health and food hygiene, and the rested is contributed be
some 87 suppliers.

Hardly any of the companies mentioned so far — with the exception of Rosenbauer — is active
in security research. To complete the picture of the private Austrian security sector we will
introduce a few Austrian companies that engaged in the security sector as well as in the
security research sector as an industry partner. All these companies are presently involved in
Austria’s security research programme KIRAS (see below).

In the aerospace sector Diamond Aircraft Industries is a prominent example. Diamond
Aircraft is a worldwide operating composite aircraft manufacturer with offices in major centres
across North America, Europe, Asia and Australia. There are two production facilities: one
located in Wiener Neustadt, Austria, where head office, research and development
operations are conducted, and one in London, Ontario, Canada. At both facilities innovative
aircraft solutions, of the highest level and quality are produced for flight schools and private
operators. The company offers technologies for flight and air space surveillance applications
to public and private customers. In the IT sector there are Creative BITS Mihalits und Roth
OEG, Ziehesberger Elektronik and Center Communication Systems GmbH. Creative BITS
Mihalits und Roth OEG’s expertise is in data processing, project- and process
management, software development, software maintenance and IT quality management.
They offer applications for the simulation of NBC catastrophes. Ziehesberger Elektronik is
specialized on individual software and hardware development for embedded systems. Their
main activities include hardware development for NBC incidents. Center Communication
Systems is the Austrian market leader in the area of communication systems for response
organizations, public transportation and industry. Their main activities include video
surveillance.

At the nexus of health research and security research CEMIT is a prominent player. CEMIT
develops diagnostic tools, therapeutic interventions, medical information systems and
preventive treatment. Their main activities comprise toxin and DNA analysis for nutrition.

Vienna Consulting Engineers (VCE) is active in the transportation sector including bridges,
tunnels and railways, the building and industrial sector (general design and management as
well as specialized technological expertise) and the development sector (from research and
development to feasibility and environmental studies, financial engineering, to development
aid). Main activities comprise video surveillance.
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Even though the security industry sector in Austria is rather small we find a broad spectrum
of companies engaged: traditional defence companies committed to transport as well as
companies that produce civilian applications as well, e.g. software, electronics, IT and
biomedical applications. We have left global companies like Siemens left out here because
we intended to show that SME, which are more representative for the Austrian industry
sector, are more representative even though they generate comparatively little turnover.
Those companies active in security research, however, are generally not the ones we find
ranking at the top when we look at turnover or number of employers. For those categories,
the service sector is the most prominent one in Austria’s security activities. But the service
sector is not very research intensive.

2.4 Key technologies

We consider key technologies those that are used to ensure the overall civil security or parts
of it. As we will see, in Austria these are all IT-based technologies ensuring communication in
the case emergency and protecting vital system functions.

CIRCA

Circa is a public-private initiative of some 30 Austrian actors to protect the domestic internet
structure from cyber attacks. Most participants stem from public administration and private
industry (mostly IT). CIRCA stands for computer incidence response coordination Austria. It
aims at shortening the detection of attacks of all kinds posed to the internet and some
intranets as well. Accordingly, damage is supposed to be prevented which is crucial to
internet and telecom providers as well as to public administration, e.g. the police, fire
brigades, armed forces, civil protection agencies etc. This is said to be a unique public-
private partnership that has not existed before to protect the net infrastructure. It functions on
the basis of a Web of Trust, a closed network of personalized circa users who are identified
via digitalized signatures.

The initiative started in October 2003. It was a response to the concern that was raised on
behalf of the Y2K security debate on IT infrastructures and on behalf of the Love-letter-virus
spreading in 2000. This is an ongoing initiative, further actors may join. Funding is provided
by public-private partnership, initial funding came from the Federal Ministry of Economy and
Labour, (figures are not available).

Main actors are listed in the following table:

Public Examples

Federal agencies BKA — Bereich Info-System/ZSA (Hofrat
Christian Schlegl)

Ministries — national level, Federal Ministry of Economy and Labour

Lander governments

IT security A-SIT (6sterr. Zentrum fir sichere
Informationstechnologie)

Private

IT-security companies Ikarus Software (Joe Pichimayr)

Provider Aconet
nextra

Telcos UTA
Telekom Austria

Banks

Insurance companies

Interest group, association Interessenvereinigung der heimischen

Internet Provider ISPA
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Radiation Early Warning System

The fully automatic system informs of environmental radioactivity measurement data.
According to the Austrian Radiation Protection Law the Federal Ministry of Agriculture,
Forestry, Environment and Water Management operates the Austrian Radiation Early
Warning System supported by the Federal Environmental Agency. The Radiation Early
Warning System monitors the ambient gamma dose rate at 336 locations all over Austria. In
addition, 10 aerosol monitoring stations permit the detection of radio nuclides in the air. This
ensures that in the event of a nuclear incident (e.g. NPP failure) the possible impact on the
population can be estimated by a crisis management group and that the competent authority
can take countermeasures for the protection of the population. Since the beginning of its
operation, the Radiation Early Warning System has never detected radioactive contamination
over a wide area except after the Chernobyl accident in 1986 (Umweltbundesamt 2006).

Interconnection with international data networks made it necessary to protect the system
against unauthorised access from outside. In addition, safety precautions were taken (e.qg.
firewall). Further attention was paid to establish a fail-proof system by using crisis-proof data
lines. The cluster technology ensures untroubled operation in the event of a central host
failure. All important hardware components are fed by uninterruptible power supplies (UPS).
The most important hardware components have been redundantly implemented so that they
can be changed immediately if necessary. In the case of a break-down of the whole Federal
Radiation Warning Centre, a separate back-up centre takes over operation.

The system set-up started in 1976 and was completed in 1983. A major technological update
(electronic data transfer and processing) was implemented in 1997, to visualize incoming
measurement data in a GIS system and import them directly to the decision support system
RODOS. The underlying technology is not very new, but state-of-the-art equipment for low
level detection of radiation in air. The system proved to be efficient for the early warning of
transboundary radioactive contamination in 1986, when the Chernobyl accident brought
contaminated air masses to Austria.

Concerning the funding, there are no figures about development — costs of the system.
Nevertheless, the annual budget for radiation protection (in total 9.7 Mio Euro in 2007;
(BMLFUW 2007, p. 29)) includes a figure for technical equipment, which mainly represents
the radiation early warning system. Here a figure of 255,000 Euro is mentioned as annual
costs (2006 and 2007), forecasted also for 2008.

In the Federal Radiation Warning Centre (located at BMLFUW) the evaluation and further
processing of the data is carried out. Data exchange with neighbouring countries on the
basis of bilateral contracts is implemented. Moreover, forwarding of the data to the Austrian
Broadcasting Company (ORF) ensures immediate and continuous information of the public.
Data are also transferred to the Joint Research Centre — JRC (Ispra, Italy) which collects
ambient radiological data of numerous early warning systems of other European states.

The system was developed in cooperation of different institutions (funded by the Ministry of
Agriculture, Forest, Environment and Water = BMLFUW) and now is managed by the Federal
Environment Agency.

Such kind of technical equipment is commonly used for radiation detection, as necessary in
nuclear power plant installation etc. Nevertheless, due to the specific application and
situation in Austria (no use of nuclear power), not many applications are available (or
necessary) in Austria.

Radiation protection and especially the fear from nuclear power plant accidents is relatively
high in Austria (as compared to other European countries — see public opinion below). This is
illustrated by the fact that according to a referendum in 1984 nuclear power is not used. The
system supports the public security feeling and also provides a good tool for environmental
assessment. Moreover, the system is incorporated in the bilateral contracts with Czech
Republic on the monitoring and information exchange concerning Temelin NPP.
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Digital radio BOS Austria

The radio system presently in use within the Ministry of Interior (MOI, German:
Bundesministerium fur Inneres, BMI, see above) in major parts is still based on analogue
technology. Only for special users a digital radio system (APCO standard) was already
introduced. In the same way other public safety authorities and organizations - BOS (,blue
light” organizations as fire-brigade, rescue organizations) have similar radio networks in use
for their communication. Further development of the present analogue radio system is not
meaningful, because no suitable frequencies are available. Besides, it would be extremely
uneconomic to set substantial investments into an outdated technology, which does not
permit any future-oriented planning.

Within the context of the project "digital radio BOS Austria" and together with the Austrian
provincial authorities in the next few years the MOI intends to change the entire radio
communication for public safety in Austria to a digital trunked radio system with country wide
coverage. The digital radio service will be operated on the BOS frequency band (380 MHz to
400 MHz). This radio service is operated around the clock by a “private“ network provider
according to the tactical, operational and safety-relevant requirements of the different user
organizations.

Reasons for a new united digital trunked radio system are:
e trans-organizational cooperation especially in operational and emergency situations
e improved frequency management and of present radio coverage
¢ increased system security and prevention of illegal monitoring
e new functionalities like in particular single call, short DATA service, data transmission,
network-independent connections
possibility of trans-national radio traffic
e integration of new applications (trend-setting data application, transmission of
operational plans into the radio cars, data base inquiries accomplished direct and from
the vehicle on location)
e creation of interfaces to other communication networks
e combination of several terminal features (radio + mobile telephone + pager function) in
one device; uniform supply with radio terminals

In December 2003 the European-wide invitation for tender procedure was started with the
publication of a search for a prospective network provider. The bidder negotiations were
accomplished within the first half of the year 2004. According to the size of the project an
initial regional “pilot phase” has already been successfully implemented - in Tyrol and Vienna
the digital radio network started in January 2006. Austrian wide operation is planned for the
year 2009.

After full development the operation of the radio service shall be guaranteed for a period of
25 years. Within this time frame possible technological developments will be accommodated
in the form of system expansions. Full implementation of the BOS system for the federal area
of Austria will cost about 133 Mill. Euro, as estimated by the successful consortium Alcatel
and Motorola, which is going to carry out this project (144 NOTRUF NO GMBH 2008).

Within the context of the project "digital radio BOS Austria" and together with the Austrian
provincial authorities in the next few years the MOI intends to change the entire radio
communication for public safety in Austria to a digital trunked radio system with country wide
coverage. In further consequence this new system shall be available to users from all public
safety organisations such as Federal army (e.g. for border security applications), justice and
customs police, the public sectors of the provincial governments (L&nder), ambulance
services, fire-brigades, a.s.o.

An association of the companies Alcatel Austria AG and Motorola GmbH (called TETRON)
was determined as best bidder, and the contract was signed 2004. In further consequence
the company TETRON Sicherheitsnetz Errichtung und Betriebs-GmbH was established.
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Communication systems are crucial technology for security and safety applications and
especially disaster preparedness. Wherever decision making is due secure communication
systems at the site of event and from there to the command centres are needed. Other
countries (like UK) have already implemented a similar system to allow communication
across different organizations on shared radio frequencies.

The BOS Austria system will improve communication of first responder organizations and
MOI during rescue operations thus improving coordination efficiency of actions on site and at
the command level. The implementation is necessary to reach international state-of-the-art.

The technologies identified as key technologies for Austria’s civil security are IT-based early
warning systems and radio information systems for optimized communication among
defence and protection organizations in case of emergency. For other incidents, for example
warning of ionized radiation, Austria is part of the European wide early warning system
ECURIE.

2.5 Current Research programs and projects

KIRAS

The Austrian programme on safety and security is a national programme to support research
and development on this field in Austria. The objective of KIRAS, owned by BMVIT - Austrian
Ministry of Transport, Infrastructure and Technology, is to further safety and security for
Austria and for the citizens living in Austria. It was inspired by the EU activities in the 7"
framework programme. This was motivated by concerns that terrorist attacks as they
occurred in the U.S. in September 2001 could happen in Austria as well and that additional
measures would be needed to prevent such events. In the meantime KIRAS has become
much more focused.

The estimated budget is 110 mill. €. 10 mill. € were allocated for 2005/2006, 15 mill. € were
allocated for 2007. The programme started in 2005 and is supposed to last 9 years (until
2013). Next to the programme owner BMVIT, the other main actor is the funding and
administrative agency: Osterreichische Forschungsforderungsgesellschaft FFG (Austrian
Research Funding Agency).

In more detail, the objectives of KIRAS are the following:
e Increase of security and safety consciousness of the citizens

e generating knowledge that is crucial for effectively coping with security at political
level

e leaping to the next generation of knowledge, process and technology that is relevant
to security

o growth of the domestic security sector in economic terms
o establishing a basis for excellence in the field of security research and expanding it.

KIRAS takes one further approach that can be regarded as an exceptional one as it attempts

do address a broad spectrum of disciplines, not only technical disciplines but also social

science and humanities. This approach is supposed to support the sixth objective of KIRAS:
e consideration of societal aspects that are related to security research in any way.

Last but not least, Kiras as a programme where many Austrians ministries want to have a
say is to create new jobs as well as contribute considerably to the Austrian value chain. The
KIRAS policy makers and program managers stress that their program is not related to
defence research or activity. It is strictly related to civilian aspects. During the first phase that
started in 2005 emphasis was put on the security of critical infrastructures, tackling a
subject that is not only of high importance for Austria but also for the European Union. Later
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phases might shift the focus to other aspects of security. Critical infrastructures comprise
organizations, institutions, networks etc. that are essential for Austria’s well being and a
functioning community life. The damage of these infrastructures would hamper these
essential community functions and would endanger national security at domestic level. The
following sectors qualify for research on critical infrastructures:

e energy (oil and gas production, refineries, fuel preparation and storage, pipelines,
electricity, pipes, networks, supply)

o water (provision of drinking water, control of water quality)

o food (provision of food and food supply)

o health (stationary and ambulant treatment, medication, vaccination, laboratories)
o finance (public and private monetary transaction)

e public security and order, public administration (stability of public security and order,
judicial system, penal system, government functions, armed forces, emergency
management, postal services)

e transport (automobile, railway, airborne, inland water transport, off shore transport)
e aerospace and research
« scientific infrastructure.

The program addresses prevention, coping with crisis situations and clearing and repairing
any damage. It deals not only with primary issues of physical and material nature but also
with social, psychological and economic consequences. This is why the integration of social
research, humanities, etc. is so crucial for KIRAS. The Programme comprises four major
lines:

1. Networking of national actors and organization and probing of new
subjects suitable for security research

2. Co-operative R&D projects in applied research

3. Co-operative development of components and demonstration projects are
supposed to transfer research into products

4. Accompanying measures for supporting programme lines 1 to 3.

Most of the program lines require the integration of public clients (e.g. police, fire fighters,
hospitals, ministries) into the project to ensure that the developments funded by KIRAS will
meet the needs of the end users as well as react to the formulation of their needs.

No results can be reported at the moment. The evaluation of the first phase of the program is
still ongoing. It is conducted by the Austrian Research Centers, systems research in Vienna.

PASR

Participation of Austrian partners in EU-funded security research (PASR2004-2007) was
guite successful; at least five projects were carried out with Austria as a partner. Information
about PASR projects can be found at: http://www.petranet.eu/projects/index.jsp.

IMPACT: Innovative Measures for Protection against CBRN Terrorism.
Coordinator: TNO, Netherlands;
Austrian partner: Austrian Research Centers GmbH
ISOTREX: Integrated system for on-line trace explosives detection in solid and vapour
state.
Coordinator: ENEA, ltaly;
Austrian Partner: Improve Process Analytic and Control (IPAC)
SeNTRE: Security Network for Technological Research in Europe.
Coordinator: ASD Belgium;
Austrian Partner: Austrian Research Centers
STACCATO: Stakeholders platform for supply chain mapping, market conditions, analysis
and technologies opportunities.
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Coordinator: AeroSpace and Defence Industries Association of Europe — ASD.

Austrian Partner: Osterreichisches Forschungs- u. Prifzentrum Arsenal
SUPHICE:  Secure unplanned provisioning of high integrity communications

Coordinator: Thales eSecurity Ltd. United Kingdom);

Austrian Partner: ESL Advanced Information Technology

ERA NET on Security

An ERA net on security is in preparation under Austrian leadership (Austrian Ministry of
Transport, Infrastructure and Technology) in cooperation with Germany, the Netherlands,
Sweden, Great Britain and Hungary. This project called Transnational Security Research
Initiative (TRANSNASEC) is going to be submitted under the 7" Framework Programme,
priority 10 “Security”. The envisaged duration of the project is four years. It aims at liaising
various national security research programs in order to enhance cooperation among
countries, their political administrations, companies and research organisations. It is one of
the Ministry’s objective integrate some aspects that are seen as added value by KIRAS: the
integration of public users and of societal aspects. Close cooperation with ESRIF is foreseen.
(contact information is given in the annex).

3. Public Opinion

Subjective perception of (in-)security

Austrians or people living in Austria do not feel threatened by any particular menace or
development. The overwhelming majority feels very secure (and safe) in Austria (39% “very
secure”, 40% “secure” on a scale from 1 to 5). What opinion polls reveal is that Austrians
have rather diffuse feelings of what might be threatening them. Here, subjective perception
differs from objective data. 46% believe that Austria has become less secure during the last
five years. Only 9% are of the opinion that Austria’s security has improved. The analysis of
the cohort that feels less secure reveals that education is directly linked to the subjective
perception of security. Older people, who usually have less education, and those younger
people with low education standards are more likely to feel insecure. The same is true for
people living in the eastern part of the country where the boarder to the Balkans is closer and
immigration from those countries is regarded with much scepticism. Also more likely to feel
insure are readers of the major Austrian tabloid (“Die Krone”), especially if they do not
consult any other newspaper (Austria Innovativ 2008c).

Crime as major threat

Austrians are concerned most with crime that might come along with foreigners from East-
European countries. This perception might be influenced by some prejudice as statistics do
not support the fear that crime rises with the expansion of Schengen towards the recent
accession countries. This is not to say that migrants of first or second generations are all
regarded as potential criminals. Nonetheless, crime is much more associated with a certain
type of foreigner and insecurity is related to crime in the first place. Of a range of potential
threats Austrians are most afraid of theft and break-ins into their homes (29%). Ranking 2" is
the fear of crime in general (22%); another 19% is afraid of burglary and robbery, followed by
the fear of serious disease and general accidents (11%), car accidents (11%), natural
catastrophes (11%), and nuclear catastrophes in the neighbouring countries (9%) (Austria
Innovativ 2008c¢).

Security priorities

This impression of the major threats is supported by the Eurobarometer 67 of 2007. While
Austrians seem to be very content with their economic situation and show confidence in the
social security system they see crime as one of the four priorities (ranging after
unemployment and inflation) for Austrian politics, immigration being the fourth priority. (In EU
average crime is seen as national priority by 22% of the people whereas 24% of the
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Austrians rank this issue of major importance. Immigration is seen as Austrian priority by
20% of the people, the European average is 15%). The trust in Austrian institutions and the
general feeling of security is supported by the positive perception of supply infrastructure
(health system — 82% in Austria compared to 45% European average, quality of life,
education system, pension system etc.) and by the increase of positive perception of the
Austrian government and parliament) (Hausensteiner-Obermayr 2007). In their subjective
perception Austrians are less concerned with xenophobia, racism, terror attacks, war or
military threats (Austria Innovativ 2008c).

EU as a factor for stability?

The European Union and its advantages, however, are perceived very critical by Austrians,
ranking 2" last just before the Finnish: only 34% of Austrians have a positive image of the
EU. Instead, the EU is associated with more crime by 46% - going up 6% compared to the
last Eurobarometer (European average 17%), but also with peace (35%; European average:
33%). Accordingly, it comes as no surprise that fight against crime is regarded as the second
urgent priority to stabilize Europe for the future by 43%; EU average: 33%), ranging after
protection of the environment (46%; EU average: 34%). Austria is regarded as “much safer’
than other European countries by 27% of the Austrians, and somewhat safer by another
45%.

In Sweden, a country that entered the EU at the same time as Austria (1995) people name
peace a major advantage of the EU (53%). Austrians do not feel more secure due to being a
member of the EU (majority of 51%, though there was a loss of 4%; 41% of Austrian do feel
more secure, gain of 5%, so confidence is on the rise). Figures on the increase of political
stability through EU membership are similar. Political stability is not associated with
membership in the EU in the first place. The Austrians’ opinion on the prognosis to having a
European army in the future is positive: Similar to EU average 54% of Austrians believe that
the EU will once (in 50 years) have armed forces at their own command. The enlargement of
the EU is seen even more critical than the EU itself. 64% of the Austrians are against
enlargement (EU average: 39%). Together with France and Luxemburg, Austria ranks at the
very top of enlargement opposers (Hausensteiner-Obermayr 2007).

Nuclear risks

One major threat that Austrians perceive as very critical is the nuclear power plant at
Temelin, at the Austrian-Czechian boarder. This is a reactor from the socialist regime and
more than 90% of Austrian citizens feel threatened by it according to a recent survey.® This
perception has been constant over the last couple of years. 83% of Austrians think that the
Temelin nuclear plant does not meet safety standards of western European countries
(Austria never had a nuclear power plant in operation for the production of power). Even
more startling is the fact that two thirds of Austrians living close to the Czechian boarder do
not regard security plans of Austrian authorities in case of a nuclear catastrophe as
sufficient.®

Natural risks

Austrian National Forrest conducted a survey among Austrians in 2007 according to which
84% believe that the impact of climate change will increase. Two thirds are afraid of the
melting of the glaciers, 58% are very concerned about extreme thunderstorms in the near
future and 56% believe that floods and the extinction of certain species will affect us in the

° Montag, 7. Mai 2007: Umfrage des OTAAK bestatigt: Grenzblockaden gerechtfertigt
http://www.anti.atom.at/aktuell/news.asp?nr=277

® 13.10.2005 Aktuelle market-Umfrage: Temelin ist DIE Bedrohung fir Oberdsterreicherinnen

http://muetter.n-design.biz/html/index.php?page=News&cat=Archiv&ucat=0Oktober%202005
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near future. 50% believe that climate change poses a threat to human health. Interestingly,
younger people and women are much more concerned with climate change as a threat than
other parts of the population.’

4. Current foresight activities
4.1 National foresight activities

As far as security issues and security research is concerned there was one remarkable
foresight in Austria that was held in 2005. It is called “Security research — Definition and
Options for Austria (Sicherheitsforschung — Begriffsfassung und Vorgangsweise fir
Osterreich)”. This foresight initiative is described below.

In spring 2005 the Austrian Federal Ministry for Transportation, Innovation and Technology
(BMVIT) launched a policy initiative to deliberate a national safety/security research strategy
among different stakeholders in Austria. Main purpose of this initiative was to prepare a
public RTD support programme for safety and security research complimentary to the
European Union’s (EU) preparatory action on security research (PASR). With this initiative,
the ministry was one of the first national players enthusiastic to launch a national security
research strategy and public research support programme.

A policy support project was funded to accompany this process. Two contractors were hired
to build a core working group, a team of the Austrian Academy of Science and two senior
policy advisers of the department of technology policy at the Austrian Research Centres -
ARC. As main methodology a foresight activity was organized and some accompanying
scientific studies launched, e.g. a study to define the terms safety and security from a
linguistic point of view, a study reflecting different risk models in technology development and
a study reflecting the role of security research from an Austrian perspective. A policy analysis
reflecting security research strategies at different policy levels (European and national) and a
mapping of the capacities and capabilities of Austrian researchers and industry in relevant
security research and RTD areas were accomplished. A series of interviews with relevant
researchers in Austria was performed and a social network analysis looking at the position of
Austrian researchers in international safety and security research projects was carried out.
Last but not least the group designed a first concept for a national safety and security
research support programme, including a general programme architecture and an estimation
of appropriate public funding shares for particular security research areas as well as a notion
for an agency for safety and security research coordination in Austria to follow the process
started with this policy support project.

The foresight activity was as such not a security foresight activity but a security research
foresight activity, or rather a combination of both. This means that the main focus of the
foresight was not to ask the experts on key drivers for security changes or changes from a
security perception, instead the major question was: which could be main areas for security
research in Austria? The main objective of this foresight activity was to perform a stakeholder
and expert consultation to prepare the prioritisation of potential research topics for a national
security research support programme. During 20 half-day the experts discussed what the
drivers for change in security and security perception were. The results were the first inputs
for a security foresight. Further, the question was raised, how research and RTD in Austria
could address the security challenges resulting from these changes.

’ Further information: Osterreichische Bundesforste AG, Bernhard Schragl, Tel: 0664/2250137, E-
Mail: bernhard.schragl@bundesforste.at, url:
http://www.bundesforste.at/index.php?id=54&tx_ttnews%5Btt_news%5D=304&tx_ttnews%5BbackPid
%5D=1&cHash=3c69767a29, publication of results: 02.01.2008
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The foresight activity was organized in five steps. At first seven workshops with demand side
actors (state authorities related to public security) were performed in all Austrian provinces.
In these workshops, scientists representing different security related research areas from
universities and RTOs were involved. The workshop series was complemented by several
other workshops with representatives of the national ministries and state agencies,
workshops with experts from industry and research organisations, workshops with
stakeholders of trade unions and industry and business councils and a workshop with
international organizations in Vienna like UNIDO, OPEC and OSZE.

In all half-day workshops around 1,300 expert opinions were collected. These expert
opinions were clustered in a central database along a set of key-words selected by the core
working group. Around 99 key-statements were identified and taken out of the general pool
of expert opinions. In the next step the 99 key-statements were played back to the
participants. As follow up to this foresight activity the results, that means the consolidated
key-statements, were presented to an inter-ministerial working group. In three further
workshops 35 research topics were filtered out of these key-statements by this working
group and some of these research topics where then further prioritized.

The main objective of this foresight activity was to identify research priorities to address
challenges arising from changes in security and security perception, but not to identify the
drivers for this security changes. Looking at the identified 99 key-statements and the
opinions in the database the following statements regarding key-drivers for security in Austria
can be pinpointed:

Fundamentals of safety/security research

e Theoretical aspects of security/safety research (e.g. evaluation criteria for
security concepts, cost-benefit analysis, centralized vs. decentralized security
concepts)

o Empirical questions of security/safety research (e.g. acceptance, ethics;
sustainability, preservation of cultural heritage)

o Safety/security research for Austria related to the state of the nation (e.g. threat
scenarios, socio-economic trend analysis, dual-use research focus;
cryptography)

Safety/security research in the context of risk analysis

e Risk from terrorism and war (e.g. CBRN terrorism, impact of conflicts/wars on
Austria, Balkan, reasons for extremism; legal frameworks, migration, decision
support — models)

e« Human risks and trust building (e.g. ideologies, human factors, religion)

o Safety/security research of social developments, uncertainty feeling (e.g.
unemployment, democracy, migration, control)

o Safety/security research of the scientific and technical progress (mobility/traffic,
biotechnology, safety of processes/technologies)

Safety/security research of hazard defence

o Safety/security building structures (competences, education, communication,
IT security, privacy, human rights...)

o Hazard defence (natural disasters, prevention and preparedness

o Domains of particular protection requirements (protection and threat of people,
economy, cities; supply with basic goods; infrastructure; energy; IT-systems)

Safety/security research of catastrophe and crisis management

e Catastrophes and crisis — action readiness and crisis management (tools for
crisis intervention and disaster relief; civil protection, organisations, media and
communication, international security issues).

Again, it has to be explicitly underlined that the security and security research foresight

stopped with the identification of key-statements from the pool of expert opinions. No further
steps to make these statements more robust by e.g. further Delphi rounds were taken due to
the tight time schedule and other objectives in the project. The opinions of experts regarding
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research topics to address the challenges resulting from changes in security and security
perception were clustered by the core working group in five main areas.

Theoretical and conceptual aspects of safety and security
Analysis of current and future threats and risks

Methods for crisis prevention and crisis management
Protection of critical infrastructures

Homeland security and civil defence

moowz

In the area "Theoretical and Conceptual Aspects of safety and security" in particular a
research demand for research on social security challenges was underlined, e.g. security
challenges caused by the transformation of the welfare state or changes of democratic and
political cultures. Furthermore a research demand on security challenges going along with
non-intended and non-foreseeable risks and consequence of new technologies was pointed
out. Under the area "Analysis of Current and Future Threats and Risks" several context
specific mapping and scenario exercises on threats and potential risks resulting in a number
of emergency case scenarios was requested. In the area "Methods for Crisis Prevention and
Crisis Management" research on concepts of a better prevention of crisis situations and good
practices on how to act in emergency situations were underlined as significant research
fields. In particular research on behavioural aspects — limits of human beings in crisis
situations — was pointed out. In the area "Protection of critical infrastructures" a research
demand on concepts and measures as well as RTD approaches for protective and security
enhancing applications were stated. In the area "Homeland Security and Civil Defence"
research on particular strategies looking on regional structures and the specific topography in
Austria was called for. Furthermore research demand on optimization strategies for the
coordination of non- and governmental action forces and for proliferation strategies
underlined. RTD on advanced detection and protection technologies regarding nuclear,
biological and chemical threats was anticipated in this area.

In addition to these challenge- or demand-oriented research areas a number of particular
RTD fields in Austria with a high potential to result in competitive security enhancing
technologies were identified:

Tunnel construction and safety

Special-purpose vehicles

Protective clothing and textile equipment
Preventive construction against natural hazards:
Pandemic prevention

Surveillance technologies and ICT-security
Humanities and social science

4.2 International foresight activities

Except for ARC’s participation in ForeSec and the participation in a foresight working group
on behalf of ESRIF, Austria is not involved in any international security foresight activity at
the moment. ESRIF stands for the European Security Research and Innovation Forum and
was set up in cooperation with the European Commission and the member states and
associated states in September 2007. In includes three main agencies that are relevant for
European security research: Europol, Frontex, and EDA. The constitution of ESRIF was
approved by the European Parliament. ESRIF aims at designing a mid- and longterm
strategy for security research and innovation in Europe. This design should be applicable at
the EU level as well as at national level. The Forum consists of 63 official representatives
from security research, industry, administration, as well as civil society plus 500 individuals.
All are working on a volutary basis. In order to look beyond the next couple of yours, ESRIF
set up a working group on foresight where Austrian representatives are also active.
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5. European collaboration

Added value of European level collaboration regarding security issues and security research
is seen in laying the ground for excellence and state-of-the-art technologies. Since Security
is a field that is not structured as ordinary fields of research but where public administration
provides the “public good security” these actors should be involved in the formulation of
security policy and research. At the same time, security is a subject that is relevant to
everybody living in the EU. Accordingly, research organisations, private industry as well as
society should be consulted in security issues such as the formulation and implementation of
security policies as well as conducting security research projects. Since security issues are
often touching privacy aspects, it is very important to deal with the concerns and fears of
citizens at European level, as a lot of security issues are regulated at European rather than
national level (e.g. travel documents, immigration).

Additional added value is expected in the constitution of a European security industry sector
through trans-European collaboration projects, establishing a comparative advantage and
creating new job opportunities.

The role of the EU with regard to security research is seen as crucial by policy makers. The
objectives of PASR were a benchmark for setting up the Austrian research program KIRAS;
and Austria was the first European nation to set up a national research program — with some
alterations, e.g. the integration of societal and cultural aspects. Other nations as Germany,
for example, followed suit. The integration of civil society aspects is actually what Austrian
policymakers would like to see in the European research activities as well. It is considered as
crucial that human rights are respected in every situation, even in war-like incidents or
prosecution of criminal acts. This is why “soft” security measures have to be developed at
European level, to create an overall feeling of passive security, even though no security
measures are visible, without causing a feeling of fear through over-protecting measures.

Further benefits of European collaboration are expected in case of a crisis, e.g. due to
natural catastrophes or terror attacks, to keep the basic supply of health services, energy,
information etc. going.

One final issue that has to be addressed at European level is immigration policy. A lot of
stereotypes are attached to immigration - in all European countries. And often immigration is
interpreted as a threat even though empirical evidence is missing. Cultural dialogue could be
a preventive measure.

6. Conclusions

Traditionally, Austria has always stressed its neutrality, e.g. during the Cold War, and at the
same time its embeddedness in the network of the OSCE, the United Nations and was also
on good terms with NATO and the Partnership for Peace (PfP). Austria is also involved in the
European Partnership Council (EAPC), PfP’s political consultation forum. When security
matters are concerned, Austria is deeply embedded into the framework of the EU. The
disastrous experiences of WWII and relative stability that came with Austria’s neutrality in the
post-war era have shaped the commitment of the Austrian people and their country to a
policy of peace and actively perusing strategies to avoid outbreaks of violent conflicts. This
position has enhanced Austria’s perception as a country best characterized by continuity and
stability where no urgent security matters are on the agenda. Institution building has been set
up accordingly. Feeling neutral on the one hand and protected by the embeddendness of the
network of international organizations, Austria did not build a strong army. National security
was concentrated on a minium of external and internal security measures, putting civil
security measures up front.
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Still, the perception of risks in Austria has experienced some changed as in probably every
European country triggered by the attacks of September 11, 2001, followed by the bombings
in London and Madrid the following years. Even though Austria has always been considered
a safe and secure country after the cold war, the dangers proposed by terrorist attacks came
suddenly to rise, even though this remote experience has not led to significant consequences
of Austrian inner security policy or every day practice of authorities and citizens.

Besides, the terrorist attacks have not been the only risks threatening the high standards of
living in Austria and other EU countries. Hence unknown dimensions of natural disasters
have shaken the risk perceptions of Austrians as well. Floods, pandemics, as well as risks
posed by modern technologies (biotechnology, nuclear energy) and increase in
environmental pollution have contributed to the perception that activities to keep Austria a
save place for the people and nature might need to be increased. New forms of crime (e.g.
through the internet), economic and social instability etc. were identified as additional
developments that have to be encountered by state action as well as by civilian activities.
Overall, even the discussion on climate change and some of its effects that could be felt in
Austria have not changed the general perception of the Austrian people that their country is
safer and more secure than most other European countries and that the institutional structure
guartees a secure life in Austria now and in the future.
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Appendix A Current security related activities

Table 1 Organizations

Organisation

Short Description

Mission

Collaboration

Contact Information

Austrian
Armed Forces

The primary objective of
the AAF is the armed
defence of Austria.

Other tasks include defending
constitutional institutions,
preserving law and order and
providing humanitarian aid in
case of natural catastrophes by
rendering assistance to civilian
organisations in disasters of
exceptional magnitude.

UN, the EU and
Partnership for
Peace (PfP)

Federal Ministry of
Defence

Franz Josefs Kai 7-9
A-1011 Vienna

Austrian Red
Cross

Security/safety relevant
activities of ARC include
the nationwide
ambulance services,
preparedness and
disaster relief; tracing
service, psychological
aftercare. Moreover,
ARC provides health &
community-programs,
training service for the
public (first aid), and
blood donation
programs.

As an emergency medical
organization ARC plays an
important role in the First
Responder system. Main tasks
in case of crisis events are:
triage of victims; pre-clinical
treatment of patients;
assignment of victims to clinical
treatment; provision of transport
to hospitals; psychological care
for victims and responders; if
necessary installation and
operation of auxiliary medical
facilities; self-protection;
providing information to the
public.

fire brigades and
police, International
Federation of Red
Cross
Organisations,
activities are carried
out on international
level

Referat
Rettungsdienste und
Nationale
Katastrophenhilfe
Wiedner Hauptstral3e
30;

A-1040 Vienna
www.roteskreuz.at

Bundesamt fiir

intelligence service unit,

focused to counter-terrorism

with international

Bundesamt flr

Verfassungssc | responsible for the actions incl. proliferation and intelligence services | Verfassungsschutz

hutz und cooperation with foreign | organized crime emphasizing and other security und

Terrorismusbe | security bodies to international cooperation and bodies; with Terroroismusbekampf

kampfung, exchange security- networking with relevant EUROPOL and ung, BMI,

BMI relevant information international bodies INTERPOL Herrengasse 7, 1014
Vienna
http://www.bmi.gv.at/d
ownloadarea/staatssc
hutz/BVT%20VSB%20
2007%2020070724%2
0Onlineversion.pdf

olIP independent, none-profit | conducted primary scientific links with other Operngasse 20B

research center; focus research, supported the research institutes A-1040 Vienna
on globalization, international academic specializing in http://www.oiip.at/oiip/
European integration, exchange, and played a key role | international politics
comprehensive security, | in hosting international and international
and the comparative conferences and as a venue for | relations throughout
study of international second track-diplomacy the world;
affairs
Divison V BKA | Guaranteeing constitutional legislation, fundamental rights Tel: +43/1/53115-

and freedoms; international affairs, human rights, data
protection, European integration

2229

Fax: +43/1/53115-
2699

Email:
vpost@bka.gv.at

Bundesministe

broad spectrum of

measures taken for the

Abteilung 11/4

rium fur safety and security protection of the population (Zivilschutz, Krisen-
Inneres issues,such as civil against dangers caused by und
defence, and the nature or civilization, as well as Katastrophenschutzm
management of for the provision of help in the anagement)
disasters and protection | respective crises Herrengasse 7
A-1014 Wien
tel. (+43/1)
53126/3657
fax: (+43/1)
53126/3476
bmi-ii-4@bmi.gv.at
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Austrian Police
Force

Responsible for security
at national, federal and
local level

a modern appearance with
competent staff members, being
communicative and transparent
in their actions, cautious in the
exercise of their rights and
powers, consistent in their
humanitarian basic attitude, but
also in their approach to the
endangerment to citizens, and
firmly rooted in the principles of
human dignity and democracy

http://www.bundespoli
zei.gv.at/lpk/sicherheit
sbehoerden.asp
Abteilung /5 -
Offentlichkeitsarbeit
Herrengasse 7
A-1014 Wien

Tel.: +43-(0)1 53126-
2488

Federal
Ministry of
Life

Overall responsibility of
national matters
concerning agriculture,
forestry, environment
and water, management

Stubenring 1

A-1010 Vienna
office@Ilebensministeri
um.at

Tel.: (+43 1) 711 00-0
Fax: (+431) 71354
13

Risk Research
Institute

Research on nuclear
risks, radioactive waste
management, human
ecology, management
of nuclear catastrophes

Inter - and trans-disciplinary
approaches to dealing with risk
topics regarding dangers but
also just to give an example of
economical questions

TurkenschanzstralRe
17

A-1180 Wien
Institutsgebaude,
Erdgeschof3, Eingang,
1. Tir rechts (Tur 8)
Tel +43 (1) 4277-539
01, Fax +43 (1) 4277-
9 539,
risikoforschung@irf.un
ivie.ac.at,
http://www.irf.univie.ac
.at

Austrian Fire

A coordinating body to

Preventive and defensive fire

Osterreichischer

Brigades provide organizational protection;(Technical ) Bundesfeuerwehrverb

structures, training, Assistance in the aftermath of and;
technical equipment, accidents and other emergency Siebenbrunnengasse
regulations for situations with humans or 21, A-1050 Vienna
preventive fire animals involved; http://www.bundesfeu
protection, aquisition of Assistance in all other disasters erwehrverband.at/oebf
equipment or emergencies (hatural v/index.php?id=9

catastrophies,. techical

accidents, enviromental hazards

a.s.o.) ; First response for

accidents / incidents with

hazardous materials (HAZMAT);

all other kinds of cooperation in

the field of civil protection
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Table 2 Strategies and doctrines

Organisation

Short Description

Objectives

Contact Information

Austria’s security
doctrine

Resolution by the Austrian
parliament. It addresses
those aspects of
comprehensive security
which relate to the protection
of the system of government
as a whole and to the
protection of its citizens
against large-scale threats. It
is the official guideline for
Austria’s security policy.

promotion, safeguarding and
restoration of peace and
stability as well as individual
and/or collective self-defence

Bundeskanzleramt
Ballhausplatz 2
A-1014 Wien

Tel.: +43/1/53115-0

Radiation Protection
— Intervention

Implementation of European
Guidelines of safety norms

Protection measures to be
implemented in emergency

Federal Ministry of Agriculture,
Forestry, Environment and Water

ordinance for occupational health situations like nuclear power | Dept. V / 7 (Radiation Protection)
protection and health accidents, transport Tel. (+43 1) 711 00 — 4455
protection of the citizens accidents with radioactive viktor.karg@lebensministerium.at
against hazards from material, and terrorist acts http://www.umweltnet.at/article/arti
ionizing radiation with radioactive material cleview/58547/1/19944
(“dirty bomb scenarios®). The | http://www.bmlfuw.gv.at/filemanag
measures address both er/download/22313/
health protection of the
general public and
intervention personnel
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Table 3 Private sector

Name Short Description Main activities Impacts Contact information
Diamond Aircraft | Diamond Aircraft Industries is a Flight and air Air space Otto-StralRe 5
Industries GmbH | worldwide operating composite space surveillance | surveillance - A-2700 Wiener Neustadt
aircraft manufacturer with offices | applications fibre/sensor Tel: +43 2622 26700

in major centers across North
America, Europe, Asia and
Australia. There are two
production facilities: one located
in Austria, where head office,
research and development
operations are conducted, and
one in Ontario, Canada. At both
facilities innovative aircraft
solutions, of the highest level
and quality are produced for
flight schools and private
operators.

technologies

Fax: +43 2622 26780
office@diamond-air.at
http://www.diamond-air.at/

Creative BITS

Expertise in data processing,

Simulation of NBC

Application of IT

creative BITS group

Mihalits und Roth | project- and process catastrophes systems for NBC Zaunermuhistrasse 2
OEG management, software incidents A-4050 Traun
development, software Fax: +43 732 65125922
maintenance and IT quality Mob: +43 676 846024 400
management. E-Mail:
office@creativeBITS.com
Web:
http://www.creativeBITS.c
om
Ziehesberger Individual software and Hardware Hardware Ziehesberger Elektronik

Elektronik

hardware development for
embedded systems

development

development for
NBC incidents

MihlInerfeldstrasse 9
A-4501 Neuhofen/Krems
Tel.: +43 (0) 7227/210
21

Fax: +43 (0) 7227/210
74

Mobil: +43 (0) 664 / 380
59 00

E-Mail:
office@ziehesberger.at
Web:
http://www.ziehesberger.a
t/

Rosenbauer
International AG

Rosenbauer is an international
group with a strong sales and
distribution organization for
mobile fire protections and civil
defence solutions. With a
worldwide sales and customer
service network, Rosenbauer
has a permanent presence in
more than 100 countries. They
supply their products to all target
groups: Professional and
volunteer fire brigades, industrial
and airport fire brigades.

fire safety/defence

Municipal fire
fighting vehicles
and aerials built to
both European and
US standards
(NFPA), extensive
series of aircraft
rescue and fire
fighting vehicles
(ARFF) and
industrial fire
fighting vehicles,
advanced fire
fighting components
and fire & safety

Headquarter,
Manufacturer of Fire
Fighting Vehicles
Paschinger StralRe 90
A-4060 Leonding

Tel: +43 (0) 732 6794-0
Fax: +43 (0) 732 6794-83
E-Mail:
rbi@rosenbauer.com
Web:
www.rosenbauer.com

equipment.
CEMIT Center of | CEMIT develops diagnostic toxin and DNA Security for critical CEMIT Center of
Excellence in tools, therapeutic interventions, analysis infrastructure Excellence in Medicine

Medicine and IT
GmbH

medical information systems
and preventive treatment with
the ultimate goal to act as a
facilitator of economic
development in the province
Tyrol by means of partnerships
between academy and industry.

sectors such as
water and nutrition

and IT

Leopoldstrasse 1

A-6020 Innsbruck

Tel. +43.512.576523-233
Fax. +43.512.576523-301
office@cemit.at

www.cemit.at
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Center
Communication
Systems GmbH

Austrian market leader in the
area of communication systems
for response organizations,
public transportation and
industry.

video surveillance

Video based
surveillance
systems

Abteilung Development
Image Processing
Ignaz-Kock-Strasse 19
A-1210 Wien

Tel: +43 (0)1 90 199 -
1304
office@centersystems.co
m
Www.centersystems.com

Vienna Independent, high tech oriented | video surveillance | Safety for transport | Vienna Consulting
Consulting consulting firm with its head infrastructure Engineers
Engineers office in Austria. The company Hadikgasse 60
operates in three principal lines A-1140 Vienna
of business: transportation Tel: +43 1 897 53 39
sector (including bridges, Fax: +43 1 893 86 71
tunnels and railways), building vce@atnet.at
and industrial sector (general www.vce.at
design and management as well
as specialized technological
expertise) and the development
sector (from research and
development to feasibility and
environmental studies, financial
engineering, to development
aid).
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Table 4 Key Technologies

Name Short Description Impacts Applications
Radiation fully automatic system monitors the ambient gamma developed in cooperation of
Early informs of environmental dose rate at 336 locations all different institutions (funded
Warning radioactivity measurement over Austria by the Ministry of Life), now
System data managed by the Federal

Environment Agency.
BOS intends to change the entire BOS Austria system will improve | public safety authorities and
radio communication for communication of first responder | organizations

public safety in Austria to a organizations and MOI during
digital trunked radio system rescue operations thus

with country wide coverage improving coordination efficiency
of actions on site and at the
command level

CIRCA CIRCA stands for computer aims at shortening the detection | internet and telecom providers
incidence response of attacks of all kinds posed to as well as to public
coordination Austria the internet and some intranets. administration, e.g. the police,

fire brigades, armed forces,
civili protection agencies etc.
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Table 5 Current Research programs and projects

Name Short Description Main activities Impacts Contact information
KIRAS Austrian During the first phase that further safety Bundesministerium fiir
programme on started in 2005 emphasis was | and security for | Verkehr, Innovation und
safety and security put on the security of critical Austria and for Technologie (BMVIT),
is a national infrastructures, tackling a the citizens Sektion 11l -
programme to subject that is not only of high living in Austria; | Telekommunikation und
support research importance for Austria but also | growth of the Innovation, Stabstelle fir
and development for the European Union by domestic Technologietransfer und
on this field in Networking of national actors security sector Sicherheitsforschung
Austria and organization and probing in economic Renngasse 5, A-1010 Wien
of new subjects suitable for terms http://www.bmvit.gv.at/
security research; Co- establishing a Dr. Ralph Hammer
operative R&D projects in basis for Tel.: +43 1 71162 - 65 2109
applied research; Co-operative | excellence in the | Fax: +43 1 71162 - 65 3130
development of components field of security Mobile: +43 664 96 59 859
and demonstration projects research and E-Mail:
are supposed to transfer expanding it. ralph.hammer@bmvit.gv.at
research into products
Accompanying measures The program is managed by
a federal agency:
Osterreichische
Forschungsférderungsgesells
chaft mbH (FFG)
Sensengasse 1
A-1090 Wien
http://www.ffg.at
DI Johannes SCHEER
Tel: +43 (0)5 7755 — 5070
Fax: +43 (0)5 7755 — 95070
E-Mail:
johannes.scheer@ffg.at
http://www.kiras.at/
PASR Participation of Various projects http://www.petranet.eu/projec
Austrian partners in ts/index.jsp
EU-funded security
research
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