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Introduction

This country report on Finland represents one of the 12 country reports that have been
compiled as part of the FORESECpr oj ect " s St acaneon Buropeanhsecurity r(see S
further about the project at www.foresec.eu). The Scan provides an overview of
the security field in the 12 countries chosen. The countries have been selected to give a good
overview of the different cultures, geographical locations, national strategies and societal
challenges that face European security and shape the priorities and interest at the European level.

Section 1 of the report discusses the concept of security in Bulgaria, sections 2 looks at the current
security related activities including organisations, strategies and doctrines, role of the private
sector, key technologies and current research programs and projects. Section 3 discusses the
public opinion in Finland vis-a-vis security threats and technologies. Section 4 gives an overview of
current national and international foresight activities and section 5 highlights issues where
European level collaboration is seen to have most added value. Further details concerning each
section are provided in the Appendix.

1. Concept of Security

Finland has adopted a comprehensive approach to security. The concept of security encompasses
three different levels; the security of the individual citizen, societal security as well as national
security at state level. Finland is one of the first countries in Europe to emphasise internal security
and include new concepts such as human security to the more traditional concepts.

Geopolitics and history have major impact on how security is conceptualised in Finland.
Throughout its history Finland has found itself positioned between the Western and Eastern
political and cultural spheres of influence, though culturally and socially mainly on the Western
side. Geopolitics has, however, limited Finland's freedom of movement as a state. When the
country became a member of the European Union (EU) at the beginning of 1995, it became part of
Finland's international identity. Finland, nevertheless, continues to share the majority of its border
with Russia. At the same time Finland considered for decades to be safe because of its distant
geographical location and policy of neutrality.

Finland is probably the most security-conscious and the most centralized of Nordic states. It has

kept up the total defence system and a strong role for the military in security generally. However,

the concept of security includes also the security of citizens in their everyday lives and Finland was

one of the first countries in Europe to adopt a strategy for improvingc i t i zen" Shecoptenu r i t vy .
of policy has been alsot r ansf ormed to focus on al/l . Vi tal fo
commit ment to protect the workings of 't h-edefepcei vat e
potential. Peacetime collaboration with business follows a sectoral system coordinated by the
ministry of trade, but in an emergency | eader shi|
level.

The Finns themselves are not complacent about their current policy balance and are now
undergoing a fresh defence and security policy review. One of its aims is to col
defence" terminology shoul d b emilitarh eosporentoofl decurétyn d  wh
woul d be better gat hered wunder some ot her concep
nature of current policy vi si ons. Among the alternatives cons:¢
which is very little used or known except by security-policy experts at present. A high-ranking
Finnish source has commented that whatever the results may be and whatever new language may

! The FORESEC state of the art scan covers Austria, Bulgaria, Estonia, Finland, France, Germany, Italy, Poland,
Slovenia, Spain, Sweden and United Kingdom
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be introduced, the main lines of current practice including the extensive public-private cooperation
should not be expected to change.?

Nevertheless, the dialogue between the government authorities and society on human/every day

security and state security issues as well as their implementation and coordination is lively and

active. Thereisanapparentd i f f er e n ¢ e safety" and,gecutity in fimesFinpish concept of
security. The Finnish | anguage it sel f,bubthelEnglish wosd isoftea wor d
used, especially in the private sector. Thisdi vi si on of the concept of S
» S e c usrevideny ih the focus of the research programmes in Finland. The safety issue is more

commonly highlighted in research. The definition of security is perceived by most stakeholders to

signify something intentional, i.e. an intentional threat to state security.

In Finland, citizens have traditionally had high respect and trust on public authorities responsible

for security. The trust in the police continues to be high, 94%.2 (further details provided in Section 3

of this report) Nevertheless, some indicators of change can be perceived in the increase of
privatisation of security in the form of private
strong sense of security and trust in the authorities is positive but could also make citizens
vulnerable to sudden changes such as cyber-attacks and increased criminality and violence in
society. Society has <changed from the individual
emanate from the individual citizen as opposed to a foreign state which increases the importance

of individual-centric internal security measures.

Finland*s foreign and security policy operating e
in a number of ways. The whole international system has entered a new development phase.

There is wide debate on the role of different countries and also on the future of the key
international institutions, including the UN, the EU and Nato. The EU has enlarged and it is

currently undergoing a significant institutional change also as regards its foreign and security

policy. Nato has completed an important enlargement round. Due to its internal development,

Russia is seeking for a strengthened role in international politics. Globalisation and new global

threats emphasise the significance of the broad security concept in security policy.

The perception on Finland as a secure country outside the realm of global threats is changing.
Increasingly, many of the threats previously perceived as foreign to Finland such as immigration,
social exclusion and marginalisation are surfacing gradually. It is apparent that the stakeholders
perceive the threats as originating outside the Finnish borders but having an impact on internal
security. The perceived changes, by the stakeholders, are the increased social exclusion and
marginalisation coupled with the aging population and the need for workforce from abroad. These
factors will affect the perception of security and will have to be taken into consideration in the policy
discussion at all levels.

2. Current security related activities
Introduction

There has been a considerable re-organisation of security related roles and responsibilities
between different ministries. The strategies that exist on security are comprehensive and deal with
both national and individual security. The societal aspect of security is strongly present in all
strategies. The different strategies are located in different organisations that deal with security
issues from the perspective of the role and responsibility of the organisation. The Government

2 Alyson Bailes, Norden, Societal Securitgnd the Role of Business: A comparison ofdio€entral Government
Practicesp. 18
® http://www.poliisi.fi/julkaisu/poliisi042008
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Resolution on the Strategy for Securing the Functions Vital to Society of 23 November 2006
harmonises the Ministries' preparedness activities. The Resolution lists a number of functions vital
to society which must be secured in all circumstances. The Ministries are responsible for
performing these strategic tasks and preparing for any threats jeopardising them. Even with this
division of labour there is still need for further cooperation and coordination between different
organisations and strategies. Even if internal security and citizen security are central features in the
different national strategies concerning security there are not many research programs or projects
on internal security. The research conducted on security technologies is still the dominating field of
research. The private sector related to security is growing in Finland and expanding beyond solely
providing the military sector with resources. The noteworthy issue in relation to security and the
private sector is the question of who set the agenda to be developed and marketed.

2.1 Organisations

The majority of organisations and divisions related to upholding security in Finland are situated
under different ministries. Citizen security figures strongly on the agenda in the Finnish
organizations and the vibrant NGO community supports the work of the different ministries. The
various organizations look at security issues from different perspectives. Nevertheless, as the
internal and external security threats are becoming more diverse the response to them requires
cooperation strategies between and within organizations. Internal security is increasingly affected
by external threats and call for a revision of the different authority systems. There are some
permanent mechanisms for cooperation and coordination as well as some clearly defined
responsibilities between ministries but the future calls for even closer joint planning and
cooperation activities.

The main organisation in charge of citizen security in Finland is the Ministry of the Interior.
According to the Government Resolution on the Strategy for Securing the Functions Vital to
Society, the strategic task of the Ministry of the Interior is to maintain internal security and prepare
for relat(?ld threats. Within the Ministry there are several units that deal with different aspects of
security.

* Ministry of the Interior (Finland) website
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Minister of the Interior Minletar of Migration and

European Affairs
Anne Holmlund .
Astrid Thors
[ I
\
Perr t Secretary
Ritva Viljanen
Advisory Staff
Administration Unit International Affairs
Director Janne Kerkela Director-General Antti Pelttari
Director-General Paavo Pirttimaki
The BOCTE; Guard Finance Unit Internal Audit Unit
| el Director Jukka Aalto Director Veli Hyténen
Vice Admiral
Jaakko Smolander Press and Communications Internal Security Secretariat
Services Director Tarja Mankkinen
Director Kaija Uusisilta
Border Guard Department Police Department Department for Immigration
Head of Department, National Police Rescue Services Department
Major General Commissioner Director-General Director-General
Jaakko Kaukanen Markku Salminen Pentti Partanen Pentti Visanen
y
Shared Service Centre
Administrative sector I
Border Guard Districts MNational Bureau of Investigation Emergency Services College Directorate of Immigration
Coast Guard Districts Security Police Emergency Response Centre Administration
Air Patrol Squadron National Traffic Police
Border and Coast Guard Academy The Police College of Finland
The National Police School of Finland
Paolice Technical Centre
Police IT Management Agency
Helsinki Police Department
State Provincial Offices State Provincial Offices
Border Guard Areas E R G
Coast Guard Areas District Police mergency Response Centres
Regional Rescue Services

The Ministry of Interior was reorganised at the beginning of 2008. Migration and internal security
feature centrally i n t heVinibtiyofithe tnterjof isbuilding & sdfecand
diverse Finland. There are different agencies working under the Ministry of the Interior such as the
Border Guard, the Police Department, the Department for Rescue Services and the Migration
Department. Within its mandate, the Ministry of Interior is responsible for duties such as public
order, security and police administration, immigration and integration of immigrants, rescue
services, emergency response centres and border control.

The Border Guard is responsible for maintaining order along the State border and ensuring
effective border management. It also carries out checks on persons at border crossing points.
Furthermore, it investigates border offences, forgeries and offences related to drinking and driving,
drinking and boating, fishing, hunting and nature conservation, for example. The Border Guard is
the leading national search and rescue (SAR) authority at sea and a maritime law enforcement
authority with a variety of duties. It is responsible for SAR at sea when human lives or the
environment are in danger. The Border Guard sees to national defence in collaboration with the
Defence Forces.®

The fundamental objective of Rescue Services is to prevent accidents, particularly fires. In the
event of an accident, rescue services must be able to provide help swiftly and efficiently. They
must also prepare for various incidents and emergency conditions. Rescue Services collaborate
with other authorities and organisations and citizens in regions in the prevention of accidents and

> Ministry of the Interior
® Ministry of the Interior website i Border Guard
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maintenance of safety. Effective accident risk management requires constant monitoring and
evaluation of risks and risk trends.’

The Police cooperate with other authorities and local businesses, residents and communities in the
maintenance of security. The police also have to perform such other duties as are separately
provided for them by law, and provide anyone with assistance if it falls within their area of
responsibility. By maintaining public order and security, the police aim to prevent infringements of
citizens' rights and public disturbances. The police also aim to stop those disturbances that do
occur and investigate possible infringements of rights as they arise. Ensuring traffic safety is one
part of maintaining public order and security.®

Finnish cooperation between the Police, Customs and Border Guard (PCBG cooperation) is an
internationally unique model of cooperation. Cooperation has taken place for decades, but in
recent years it had been expended to cover crime intelligence. Crime intelligence as a PCBG joint
effort focuses on serious and cross-border crimes. PCBG cooperation aims to promote cooperation
between the authorities so that duties related to internal safety and security can be performed
efficiently and flexibly.

From the beginning of 2008, the Ministry of the Interior has been responsible for Fi nl and" s
migration policy and its administration, and for coordinating integration programmes. It is the

function of the Finnish Immigration Service, under the Ministry, to handle and resolve matters

related to the entry, residence, refugee status and citizenship of private individuals. The local

police also play an important role in the issuing of various permits related to immigration. Several
authorities are responsible for promoting integration.

The Pri me Miniis tharged with Gdvérmmerg security services, compilation of a
security-related situation picture and provision for emergency situations within the ministries. In

addi t i on, the Prime Minister®™s Office organises anit
of a situation picture and dissemination of information to the Government in any security situation.
Compilation of a general situation picture includes the provision of information to decision-makers

and their assistants on relevant incidents, contributory factors, aims of various parties and further
development perspectives - the information needed for decision-making. Other channels of
information are also used in decision-making. The Director of Government Security of the Prime
Minister®s Office chairs the Meetings of the Heac
coordinate measures among the ministries in any security situation. Coordination of duties in
emergencies is required to ensure smooth function
the meeting of the heads of preparedness acts as a cooperative body of the ministries. In this

capacity the meeting updates the joint situation picture and prepares matters required to manage

the situation for consideration by the meeting of permanent secretaries. In each ministry, the Head

of Preparedness is assisted by a Preparedness Committee and Preparedness Secretary.®

The Ministry of Defence is in charge of national defence policy and national security as well as of
international cooperation in defence policy matters. In carrying out its tasks in a changing
operational environment and in cooperation with its interest groups, the Ministry is responsible for
the resources and operational prerequisites necessary for an independent military defence. The
Ministry is also responsible for preparedness for international crisis management as well as
cooperation with the security structures in Europetos af eguar d Finl and®"s nati on

" Ministry of the Interior website i Rescue Services
& Ministry of the Interior website - Policing
The Prime Ministerodos Office website

Page 7 of 36


http://www.migri.fi/

ORESEC Deliverable D 2.2 Country report on Finland

The Ministry of Defence is responsible for overall coordination between different branches of
government. The Security and Defence Committee, the Secretariat of which is situated in the
Ministry of Defence, assists both the Ministry of Defence and the Cabinet Committee on Foreign
and Security Policy in matters related to total defence.’®

Finland's national defence is based on the idea of total defence. "Total defence" refers to all of the
military and civil functi ons b ivelimobd anchsechrityrof i
citizens are safeguarded against threats by nations and other external actors, or against other
threats. Securing the vital functions of society under all circumstances with a coordinated action
between different sectors of society is the key object of total defence.™

The Ministry for Foreign Affairs concentrates on foreign and security policy, trade policy and
development policy as well as on significant foreign policy issues and international relations in
general. As stated in the Strategy for securing the functions vital to Society, the Ministry for Foreign
Affairs is mainly responsible for international activities. However, due to EU cooperation, sectoral
ministries are increasingly engaged in international matters affecting the areas that they specialise

in.t2

The Ministry of Trade and Industry is responsible for the Maintenance and Supply Security Centre
and the Consumer Office while the Ministry of Justice is responsible for the judiciary and for the
Data ProtectionOmbuds man®“s office. The Ministry for
embassies abroad and Customs are located under the Treasury.™

Finland has a vibrant civil society with hundreds of NGOs, channelling the influence and interest
of different citizen groups. NGOs play an important part in influencing and affecting the resilience in
society and increasing the social capital. The Jokela school shooting which took place in 2007 and
the Myyrmanni bombings as well as the water crisis in Nokia (2008) showed that the NGO
community was able to provide valuable assistance to victims.

1% Ministry of Defence website

! Ministry of Defence website, http://www.defmin.fi/index.phtml?l=en&s=6
2 Ministry for Foreign Affairs of Finland website

3 Ministry of Trade and Industry website
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2.2 Strategies and doctrines

g BROAD SECURITY CONCEPT

.

Government Report
on the

Finnish Security
and Defence Policy

The Internal Security

The Concept of
Programme

Total Defence

Government Resolution
onthe Strategy for
Securing the Functions
Vital
to Society

A safer community

18.4.2008
14

Finland has three important strategies that comprehensively deal with security; the Government
report on the Finnish security and Defence policy, the Strategy for securing the functions vital to
society and the Internal Security programme. The strategies are located in different organizations
and thus deal with different aspects of security. There is a considerable emphasis on internal
security and the everyday security of citizens. The strategies approach similar issues in different
ways and leave room for interpretation as to how they are meant to function together. It is also
interesting to note that the strategies are updated and renewed at a different schedule and thus the
synergy between the strategies regarding security is always less than perfect.

The picture above visualizes the broad security concept and the relationship between the different
strategies. If we look, for example, at the issue of human security the Government report deals with
the issue and responds to the threats at the state level whereas the Resolution on the Strategy for
Securing the Functions vital to Society deals with the issue from the perspective of the security of
the Finnish society.” The Internal Security Programme focuses on the individual citizen and would
thus approach the issue of human security from the viewpoint of the citizen. All strategies should
nevertheless function together. The challenge of the strategies working together materialises when
the threat is such that it directly concerns, for example, the individual citizen and everyday security,
and thus clearly falls under the Internal security programme. The issue of how the strategies in
such a situation function together is still not solved. This additionally makes it difficult to effectively
deal with the new security challenges and concepts that do not fall under specific programmes.

The starting point for the Government report on Finnish security and Defence Policy is national
(total) defence and the arena of action is the international community. The Cabinet Committee on

Y“YPri me Mi ni Jhe€innstsCril@él nfrastracture Protection; State Crisis Management Model and
Situation Awaeness
!> The Strategy for Securing the Functions Vital to Society, p. 1
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Foreign and Security Policy has decided to launch the preparation of a new Government Report on
Finnish Security and Defence Policy. In line with the Government Programme, the preparation of
the report will be based on a broad-based concept of security. Long-term development plans and
resources of the Finnish Defence Forces will be defined in connection with the report. At the same
time, the effects of the EU"s secur idlancegpumitarg nt e e s
alliance, wi | | be defined and used in th® evaluation o

g HIERARCHY OF THREATS AND RISKS

Xl National Fg

e mtama” | 47 Thesecurty of e se. [ GOIMENS

; ’ the society and the population
society and the people 4 y pop ON THE FINNISH
7 SECURITY AND

& DEFENCE POLICY
/
1 N 1 \

STRATEGY l
FOR THE INTERNAL SECURITY -
SECURING PROGRAMME
THE
FUNCTIONS
VITAL TO
SOCIETY
18.4.2008
What is intriguing about the Finnish methodology —as refl ected in the 200
document—i s t hat it starts not with threats but with

for the main branches of political, economic and social life is identified which consists not just of
enumerating objects to be preserved but also normative goals, conditions and opportunities, such

as ,fair distribution of earnings® and freedom to
of the ring of protection is the individual: an illustrative slide often used by Finnish officials in
presentations shows three levels of possible threat and protection starting with the individual,

moving out to the nation-state and then to the global order. As mentioned above the three different

levels are compiled in three different strategies. The interconnectedness of these three levels is
emphasized through frequent references to the impact of globalization, particularly in creating new

complex dependencies and in driving economic actors and assets to go where the conditions are

best rather than where they ,belong". The doctri.
non-state entities that need to play a role in protecting each part of the desirable national
conditions, and considering the priorities and tasks they should take on in consequence.’

The characteristics/features of this method are:

9 starting from the thing to be protected rather than the threat means that a wide range of
deliberate and non-deliberate, old and new threats/risks can be accommodated in the
same model and that solutions countering as many different threats as possible are put
at a premium

18 Government report on Finnish security and Defence Policy
17 Alyson Bailes, Norden, Societal Securitgnd the Role of Business: A comparison ofdio€entral Government
Practicesp. 19
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T the range of ., Vi tal functions"® i s drawn ver
economic, financial, monetary and technological factors than in any other Nordic state;

T neither the ,ideal state*" nor the threat pi
defined as allowing for further national growth, influence and international engagement;

T the , hpt'toampproach allows the responsibility

first and foremost with the individual or social/economic entity: self-preparedness is the
governing principle and it exphtgiplgnhhogtud
role for NGOs. The state is seen as filling the remaining needs, including the

mai ntenance of its own ,vital functions®", an
EU or elsewhere abroad;*®

The importance of internal security and everyday security is central to Finnish society and the
wellbeing of its citizens. Key issues affecting everyday security include the amount and detection
rate of mass crime, as well as the availability of equal security services throughout the country.
Other key challenges for internal security are border security, the vulnerability of the information
society and the increasing amount of activities. The internal security programme outlines the goals
for internal security and the measures and resources to achieve them. The strategic guidelines for
achieving the long-term objective of Finland being the safest country in Europe by 2015 are
reinforcing preventative work to prevent crime, decreasing the number of crimes, improving the
status of crime victims, reducing the number of accidents and maintaining border and customs
security and ensuring smooth border traffic. Each guideline states the related measures to be
taken and the indicators to be used for evaluating the implementation. The programme focuses
especially on improving cooperation between public authorities, with the aim of increasing the
effectiveness of internal security and improving the quality of services.®

2.3 Private Sector

The private business sector i s iraenidennamged waysoltidi nl ar
part of what needs to be protected for state viability and popular well-being; a potential source of

damage when it acts malignantly or irresponsibly; a preferred target for certain kinds of human and
non-human risk agents; and a potential partner for government in designing and executing a good

societal security policy.?® The private sector related to security is growing in Finland and expanding

beyond solely providing the military sector with resources. Nevertheless, the defence forces

constitute a central client for the security markets and to a large extent influence the supply and

demand. The question of who sets the agenda, defines the threats and protection mechanisms to

be developed and mar ket egublicesr iav ajt es tpiafritendersrme p* T
unique feature for Finland and is expected to expand further.

As an area of business, the concept of security is quite ambiguous and unclear. The security
industry can be categorised in many different ways and into several parts. Nevertheless, there is
consensus that the security industry has been growing in Finland. The incentives for establishing
security markets are identified and real threats that the security industry can envisage technology
based solutions for. If the customer is seeking protection mechanisms against these identified
threats and the companies are able to provide the solutions the market is established. The
business of security includes companies that both provide products and services as well as the
companies buying and using those products and services.

*® Ibid

9 Internal Security Programme, p.5

2 Alyson Bailes, Norden, Societal Securitgnd the Role of Business: A comparison ofdin€entral Government
Practicesp. 21
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As might be expected from the general public-private relationship, Finland has been among the

first countries in Europe tio-preixypdtoe ep drhten eprosshsii pb“i
sense. This has been experimented with even in the military field, and there have been some
major public infrastructure projects using PPP-t ype f i nancing solutions. Wit

secur ity Pptedoffidial doctinedhat@aed private-sector cooperation may take the forms of

1 Cooperation in R+D for relevant new technologies (sensors, software, rescue equipment
etc)

9 Outsourcing of public functions eg to private ambulance services, post-accident clean-up
and repair etc

9 Contracting of private (and NGO) services for relief delivery at home and abroad

1 Chartering of air, surface and sea transport.

The rationale is generally stated in terms of cost-saving, efficiency and speed of reaction. Finnish

officials consider, for example, that early collaboration with Finnair and the travel and travel

insurance companies was a factor in allowing rela

in the tsunami disaster. Another factor has been the readiness of government to make generous

sums available at short notice for ad hoc contracting while ensuring that full financial control

checks are performed after the event.”*

Motives for private business to ,playeneallybeen i n t |
as

1 Universal threat awareness (or at least, security awareness) fostered both by the

geostrategic environment and continued widespread military training
1 Respect for the defence and security authorities and a sense of prestige in being invited to
contribute

1 Interest in the benefits of networking

 Interest in the chances of state purchase and state support for security-related R+D.?
Prime Sec, a privately owned security service company, has conducted a study on the need of
security services in the Finnish market. The study interestingly deals with each of the national
strategies on security (see section 2.2) and provides some conclusions for the private sector.
According to the study the Strategy for securing functions vital to society politically enables new
methods of cooperation between the governmental authorities and the private sector. The internal
security programme explicitly states that outsourcing security services to the private sector is an
important opportunity to increase internal security. Nevertheless, there is concern that the services
previously secured with tax revenues will entail extra costs for citizens in the future if privatised.
The government authorities would also be responsible for the quality of the outsourced security
services. From the perspective of the private sector the predicted development is positive and
promising. This means that the private sector has to closely follow the government strategies, the
threat scenarios identified in the strategies and their development.?®

The Technical Research Center of Finland, VTT, has conducted a study on which areas of
business, on a national level, have potential in the security sector, how those areas can constitute
a cluster, and which factors affect security markets. ?* The study identified the following areas as
security clusters in the Finnish security business: the defence industry, providers of CBRNE-
detection technologies, guarding and security services, transport security solutions and locking

2 Ipid

% |bid
Zhttp://akseli.tekes.filopencms/opencms/OhjelmaPortaali/ohjelmat/Turva/fiilDokumenttiarkisto/Viestinta_ja_a
ktivointi/Julkaisut/DOKU-x250113-v1-

Raportti TURVAPALVELUIDEN JA TUOTTEIDEN LIIKETOIMINTA JA ASIAKASTARPEET .doc.

** Marinka Lanne & Eija Kupi, Security as an area of busingpsl
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system solutions. The central companies involved in these security clusters in Finland are Patria,
Environics and Insta DefSec. Environics provides State of the Art products to its customers and is
a Prime Contractor of CBRN products and systems to governments worldwide. Patria is a Defence
and Aerospace group with international operations delivering its customers competitive solutions
based on own specialist know-how and partnership.

Insta DefSec provides its Finnish and international customers with solutions and services for
network-based command, control and communication systems, as well as for information
networking and security. Insta DefSec also supply integration and maintenance services for
def ence syst ems. Il nsta Def Sec " s customer s
administration, public administration, companies requiring top-level security, as well as
international system suppliers and crisis management organisations.*

2.4 Key technologies

The use of technology in realizing the cooperation between different organizations, mentioned in
section 2.1 of this report, is increasing. The key technologies relating to security in Finland are
currently to a great extent based on the agenda that the defence industry sets and consequently
consist mainly of technologies produced for the defence industry. For the individual citizen the
changes and overlaps that are taking place in the sphere of internal and external security threats
might mean an increase in privately produced security services.

The VTT study identified the following areas as security clusters in the Finnish security business:
the defence industry, providers of CBRNE-detection technologies, guarding and security services,
transport security solutions and locking system solutions. Environics provides State of the Art
products to its customers and is a Prime Contractor of CBRN products and systems to
governments worldwide. CBRN protection, detection, identification and decontamination require
proven equipment and technologies as well as experience and know how. Protection of personnel
against CBRN agents is best carried out through both individual and collective protection systems.
Proper operation and maintenance of the equipment is essential in maintaining maximum
protection levels. Environics designs and has delivered CBRN shelters, decontamination lines,
protection equipments and detection instruments worldwide. Available training packages and
maintenance contracts ensure proper sustainment of the delivered systems. Environics has the
knowledge of training the right actions at the right time. The CBRN solutions package that
Environics offers includes consultation for CBRN protection, design and implementation of CBRN
shelters, design and supply of decontamination lines, supply of protective equipment, supply of
detection and identification instruments and comprehensive training. 2°

Patria provides armoured wheeled vehicles, mortar systems, ammunition products, training
services for military aircraft and helicopters. Concerning the armoured vehicles, Patria offers the
latest technology and highest payload capacity enabling the simultaneous integration of high
protection level and heavy weapon system without reducing the mobility of the vehicle. Patria is
also responsible for the development and integration of systems for command and control and
situational awareness.?’

Insta DefSec also provides its Finnish and international customers with solutions and services for
network-based command, control and communication systems, as well as for information
networking and security. The systems enhance situational awareness by supplying all users with a

% |nsta DefSec website
% Marinka Lanne & Eija Kupi, Security as an area of businep£5
%" Patria website
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consistent situation picture in real-time and enable timely decision-making, therefore shortening the
time required for making decisions, giving commands and executing them.?®

2.5 Current Research programs and projects

This section introduces the most interesting and nationally important research programs and
project related to security. This is not an exhaustive list of the field but is based on our own
selection. Resear ch on ,New Jissues” such as huma
exclusively the research on these issues is conducted from the perspective of total defence. It is
interesting to note that even if internal security and citizen security are central features in the
different national strategies concerning security there are not many research programs or projects
on internal security. The research conducted on security technologies is still the dominating field of
research. Security and military research are becoming ever closer. The old separation between
civil and military research is decreasing, because it has been noticed that both areas are
nowadays utilising the same knowledge. The importance of the security area is increasing and
remarkable potential for new growth business areas can already be identified. This however also
requires an increase in research efforts.

The Government Advisory Board for Sectoral research provides guidelines for the
Government”
Sectoral research has an important role in producing societal information that different actors can
benefit from in their area of work. At the same time it produces information which enables the
Government take guided and informed decision as well as develop the efficiency and productivity
of Government activities. In other words it is a strategic resource and a central tool in Government
management. There are four different area within the sectoral research: community structures and
infrastructure, capability, work and welfare, sustainable development and security.?

The agenda for the security area of the sectoral reseach is Global and EU-area security, Security
of the neighbouring area (especially the security of the Baltic Sea) and internal security. The
Government Advisory Board for sectoral research provides gui del i nes for t
sectoral research and strengthens the inter-ministerial cooperation on research. The Board is set
up in conjunction with the Ministry for Education (2007). The official launch of the sectoral reseach
will be in the fall of 2008. The sectoral reseach guides the other research programmes.

The Government Advisory Board has a connection with ESRIF as some of the Finnish members
are also taking part in the work of the Advisory Board. It is important for the Government Advisory
Board to network with both national and international producers of research as well as with the
funding organisations. Matine and the Scientific Advisory Board create synergy between national
research programmes and increase cooperation between the producers of research.

Security technology research

The Finnish Funding Agency for Technology and Innovation (Tekes) hosts the National
Technology Program for Safety and Security, which is cross-disciplinary technology program
targeted to both security and safety areas. The programme covers national security, private sector
security and the area of everyday security. The aim is to create cross-technological networks
between Finnish system developers, enterprise and authorities in the fields of safety and security.
The public sector is a major client in this field, so it is important to bring technology developers and

%8 |nsta DefSec website
% Ministry of Education website
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users around the same table. The program duration is 2007-2013 and the program volume is 160
ME, with Tekes*® funding 80 ME.

For identifying and defining in more detail the expertise and research goals, VTT Technical
Research Centre of Finland developed the Security research roadmap. The roadmap identified
three particularly significant areas related to security. The assurance of critical infrastructure
emphasises the protection of energy networks, information networks, water supply, traffic and
transport, and obviously also the citizens. For assuring the activities of entrepreneurship,
significant areas include the security of production and services, the security of sites and assets,
and information security for embedded systems. The most important security products and
technologies needed are, for example, management of total security, detection, identification,
localisation and communication, protection of information networks and systems, and physical
protection.®* The research programs described below are conducting research in the identified
significant areas related to security. VTT has a broad range of security research ongoing in many
technology areas. The main areas have been concentrating on public safety and security, but VTT
is participating also in several research projects related to the defence technology. Protection of
critical infrastructure is one of the research areas VTT is involved in. Protection of critical
infrastructure involves development of safety systems against criminality and international
terrorism as well as the development of reliability and risk management of transport-, electricity-,
water-, information-, and communication networks. VTT is also involved in assuring the safety and
security of the industry and commerce. The operating environments of companies is becoming
more complicated and vulnerability will increase. Security research in this area is focused on the
interdependence of networks and information security in general as well as the management of
overall safety and security of critical industrial systems. The technologies that are researched and
consequently developed should be applicable also in normal operating situations and activities.
The third area of security research at VTT are the technologies and services of the Finnish security
industry. New technologies will raise new possibilities and for example biometrics may be used
more frequently. Security research also necessarily involves developing the knowledge and
innovation network for the Finnish security industry. An important aim with security research at VTT
is to develop the competitiveness of Finnish security companies by developing networking
activities. Information security is another crucial area of security research at VTT.*

Nuclear safety research

According to the Government Resolution (395/1991) concerning the safety of nuclear power
plants, the safety must constantly be further developed taking into account operational experience,
results of the safety analyses and the progress of science and technology. Safety analyses are an
essential part of ensuring the safe use of nuclear energy. The licensees are, according to the
Nuclear Energy Act, responsible for the safe use of nuclear power. This presumes that they also
provide a sufficient contribution to the safety research.

According to the Nuclear Energy Act (990/87), the Radiation and Nuclear Safety Authority
(STUK) is responsible for the supervision of safe use of nuclear power. A significant part of the
supervision is the safety research that is carried out independent of the licensees.

The principal aim of the safety research is to ascertain the safe use of nuclear energy. In order to
carry out this task, the STUK produces the information needed in decision making and takes into
account the research and development necessary for ensuring the safe use of nuclear energy.

%0 Tekes Safety and Security 2007- 2013 website
http://akseli.tekes.fi/opencms/opencms/OhjelmaPortaali/ohjelmat/Turva/en/system/uutinen.html?id=3266&nav=News
3L \/TT, Technology roadap of security researcip.3

2 VTT website
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STUK also further develops and maintains the expertise and resources required in the safety
analyses at the STUK ad other relevant organisations.*

The Helsinki University of Technology (TKK) Public Safety Communications Group of the
Communications Laboratory is actively working in the Public Safety field. The group is a member of
many European Public Safety projects and initiatives. Currently one of the active project is

., Towards a Regional Strat PgyptefctCoint i makthlenBaasic

TKK also participates in the CHORIST project which is a 3-year project (June 2006 - May 2009),
funded by the European Commission, that addresses Environmental Risk Management in relation
to natural hazards and industrial accidents.®

CHORIST will propose solutions to increase rapidity and effectiveness of interventions following a
major natural and/or industrial disaster in order to enhance citizens' safety and communications
between rescue actors.

The Scientific Advisory Board for Defence (Matine) supports and furthers security research
programmes as well as individual research projects on societal and military crisis preparedness.
The Board is organised under the Ministry of Defence and is an expert network consisting of
universities, research institutes, business, and the defence administration. The core objective is to
further the total defence by funding scientific research, publications and by organising seminars
and meetings as well as though the exchange of information within the network. The expertise of
the Board participants is a valuable resource for both theoretical and practical aspects of the
Finnish total defence.*®

The CIVPRO Civil Protection Network conducts research on issues regarding civil protection,
risk management and emergency preparedness. The activities of the Research Network cover all
of the Baltic Sea Region. The Network was established in 2006 and it is coordinated by Aleksanteri
Institute, Finnish Centre for Russian and Eastern European Studies, of the University of Helsinki.
The BSR Research Network aims to conduct studies addressing research questions in civil
protection, risk management and emergency preparedness. The Network currently consists of nine
partners. Goals of the Network

1 Performing the highest quality research using state-of-the-art experimental approaches and
risk mapping technologies.

1 Building a premier web-based knowledge base disseminating accurate and detailed
definitions of various risks at the BSR.

1 Collaborating with the experts within and beyond the network in cross-cutting areas of civil
protection, risk management and emergency preparedness.

1 Advocating civil protection questions in a wider community of academia, industry, and
governmental authorities.*’

Finnish companies are actively participating and applying for different European Security Research
projects. Several Finnish companies have successfullypar t i ci pated in the

Preparatory Action for Security Research (2004-2006). Environics and VTT have participated in
IMPACT - Innovative Measures for Protection against CBRN Terrorism, VTT has participated
additionally in the SeNTRE — Security Network for Technological research in Europe-consortium
and the Radiation and Nuclear Safety Authority STUK has participated in the TIARA — Treatment

33 http://www.stuk.fi/tutkimus/activities_and projects/nuclear_safety/en GB/index/
% public Safety Communications Group, TKK http:/tll.tkk.fi/en/node/433

% CHORIST http://www.chorist.eu/

% http://www.mil.fi/paaesikunta/materiaaliosasto/organisaatio/matine/

37 http://www.aleksanteri.helsinki.fi/civpro/
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Initiatives after Radiological Accidents-consortium.*® TeliaSonera is part of the HiTS/ISAC —
Highway to Security project. Finnish success in the European Commissions 7" Research
Framework programme, in the Security section, has been good. In the 2007 call for applications
Finnish participants received €7 mi | 1"iFoamewoskh i ¢ h
programme budget. This meant that when looking at the ratio of Finnish applications sent and
approved under this programme the success rate was 27% which means that every third
application was successful. This is a good result compared to the fact that only every eight
application was successful on the European level.

3. Public Opinion

The opinions of the interviewed stakeholders as well as the results of newly published opinion polls
indicate similar t hi nofsecurityfsiquoite streng and ihe tius i@ aughdrities e n s e
is high. This is not to say that there are not indications of changes in the air. The responsibility of

the individual is increasing and this may cause uncertainties in the future. The opinion surveys
available present slightly different results depending on the way the poll was conducted and in

which context. For example the issue of terrorism and to what extent it is seen as a threat, varies in

the different available polls.

Opinion poll 1: The current EUROBAROMETER 68 poll provides a summary of the issues which
Finnish citizens perceive as the most important and that require solutions in the near future. As can
be expected defence and foreign affairs do not figure as central issues (2% in Finland and 2% in
the EU 27) but when comparing the issue of terrorism with the rest of the EU (EU 27) there is a
marked difference; of the Finnish citizens only 1 % consider terrorism to be an issue for Finland
whereas the matching number for the EU 27 is 10%. The issue that is most worrying for the
Finnish citizens is the healthcare system (49%) and the rise in prices and inflation (22%).
Criminality is seen as an issue by 15% of the Finnish citizens.*

Opinion poll 2: The Police-barometer conducted by the Ministry of the Interior (published 24.4
2008).

The Police-barometer indicates that 94% of the citizens trust the police and their activities. The
trust in the police has stayed on the same level since 2003. For the first time the Police-barometer
asked citizens opinion on the ethical conduct of the police. 79% were of the opinion that it is very
unlikely that the police would act in an unethical manner.*°

Opinion poll 3: Conducted by the National defence planning committee (December 2007)*

The poll asked opinions on foreign and security policy, national defence and security. Almost half

of the respondents (46 %) were of the opinion that compared with the current situation Finland and

its citizens will live in a more insecure world during the next 5 years. Young people (25-34) were a

little less fearful of the security situation whereas the 35-49 age group felt more insecure.

I nterestingly 68% of the respondents feel that t
will not change markedly during the next 10 years. Of the given alternatives the respondents were

most worried about the usage of natural resources (96%), global warming (87%), international
terrorism (86%), nuclear weapons (86%), use of nuclear power as source of energy in Russia

(81%) and organised crime (78%).*?

% European Commission PASR website

% Eurobarometri 68

%0 http://www.poliisi.fi/julkaisu/poliisi042008

i; Maanpuolustustiedoituksen suunnittelukunta, http://www.defmin.fi/index.phtmI?463 m=3460&s=263
Ibid, p. 13
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The Finnish police conducted a national security opinion poll in 2006.*® The focus of the poll was
citizens" opinion and perception of security
capability and effectiveness of the police force.

The opinion poll revealed that a majority of the respondents felt safe when walking alone in their
neighbourhood (86%) or in the center of their town/city during the weekend (68%). The figures
from 2003 were 83% and 66%. Being the victim of a crime markedly reduces peoples sense of
security but as the poll shows only a small number of people are victims of personal safety or
property crimes. The polls show that citizens trust the police in their work, especially in the field of
domestic violence and urgent rescue situations. The majority also felt that the police has
succeeded in solving violence crimes. The most critical group of respondents are those who have
been direct victims, suspects or withesses of crimes.

An interesting section of the report contains the questions concerning societal threats and
problems. The most frequently identified threat was the increased alcohol consumption (75%),
increased criminality (67%), marginalisation (61%) and unemployment (62%).*

This opinion poll and the feedback from the interviewed stakeholders is completely in line with the

newly published report by the Ministry of the

security. According to the report, alcohol-related problems are the main challenges Finland needs
to tackle to become a safer place. Exorbitant alcohol use is a security threat on many levels.
Alcohol abuse has a hand in violence, accidents, fires and in deaths due to drunk driving. The most
common cause of death among the Finnish working-age population is alcohol. In 2006, 1650
people of working age died of alcohol related ailments or as a direct result of drinking.*®

4. Current foresight activities
4.1 National foresight activities

In Finland there are a number of organisations having foresight activities or future orientated
research but the field is rather fragmented and lacks coordination. Foresight activities are often
carried out by individual organisations from their particular viewpoint, which causes overlap and
waste of resources as results, particularly on mega trends tend to be very similar. Another
challenge is that foresight results are not disseminated effectively and they have only limited
impact on decision-making.

To tackle some of these challenges the Finnish Innovation Fund, SITRA launched National
Foresight Network to improve dialogue between Finnish foresight experts and decision makers and
to promote the use of anticipatory information in Finnish policy making. The National Foresight
Network brings together key actors producing foresight information and decision makers who use
anticipatory information for their organisat
alternating years:

1 The horizon scanning project, based on the results produced by Finnish and international
foresight projects and the Future Forum seminar, which presents the trends and signals
most significant from the Finnish perspective to the members of the Network, users of
foresight information and the public.

* Turvallinen Suomi 2006 i Tutkimus suomalaisten turvallisuuskasityksista, p. 5
* Ibid, p. 26
* http://yle.fi/news/id88060.html
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1 The workshop process for users of foresight information, in which experts who use foresight
information in their own organisations discuss measures necessitated by the forces of
change identified from the perspectives of their own organisations as well as those of
Finnish society at large. The Network has focussed its work around the following five
perspectives: welfare and everyday life, working life, the public sector, multiculturalism and
the environment.*

1

Another center for foresight expertise in Finland is the Futures Research Centre established in
1992 as an auxiliary unit of the Turku School of Economics. Finland Futures Research Centre is
the only academic futures research organisation in Finland and also the biggest in the Nordic
countries. The Centre is specialised in futures studies and foresight. It refines visionary knowledge
regarding alternative futures and the challenges and possibilities included in them. The Centre's
academic research focuses mainly on such themes as foresight, environmental and energy
research, innovations, social and cultural research and research on creative industries.*’

Security has not been a key theme of foresight activities mentioned above but some safety issues
have been addressed, mainly concerning police® s f ut ur e wor king envi
safety.

Security related foresight work has mainly taken place in connection of drafting some of the key
strategies, namelyt he Mi ni stry of Def ence”“s Secur el
Securing the Functions Vital to Society.

The objectives of the ,, 2 0 &tratégy are to create the foundation for the long-term development of
the MOD and to guide the defence policy and the development of the national defence system with
a view to create capabilities that meet the challenges of the future as well as utilize the
opportunities that the future carry. The strategy identified key security trends for the future. When
talking of scenarios the strategy defines the development of the security environment by identifying
trends that affect the scenarios and which are necessary to analyse in strategic planning. The
trends identified were: population changes, environmental and natural resources, technological
development, the globalization of the economy and the role of the international system and the
changed nature of international actors. On the basis of these trends the scenarios were developed

ronme

i nt

in the strategy. (The scenarios can be found in the Appendix). The main findings o

strategy are the acknowledgement that the concept of security has been broadened and with that
there is and should be a broadened perception of military threats. Networking is seen as a way of
managing the complex whole.*®

The broadened threats are: terrorism, WMDs, fragile states, information wars, cross-border
organized crime, environmental threats, uncontrollable migration, threats to health — dangerous
infectious diseases. These broadened threats are difficult to predict but they have to be taken in to
consideration when developing the Finnish defence system.

The Strategy for Securing the functions Vital to Society is a strategy funded by the Government of
Finland. The Government resolution takes the internationalization as well as changes in the
security environme n t and structures of society into

functions, determines their desired end states and assigns strategic tasks to the ministries. The
resolution describes the threats that jeopardize the vital functions and their stability. There are
altogether nine threat scenarios, including 61 associated special situations. A competent ministry

6 www.sitra.fi/en/
7 http://www.tse. fi/EN/units/specialunits/ffrc/Pages/default.aspx
*® Securely into the future i Strategy 2025
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has been assigned to each special situation for the purposes of the preparedness and situation
control.*®

The nine threat scenarios identified in the report are:

A disturbance in the electricity grid

A serious disturbance affecting the health and income security of the population
A serious disturbance in the functioning of the economy

Major accidents and natural disasters

Environmental threats

Terrorism as well as organized and other serious crime

Threats linked to migratory flows

Political, economic and military pressure

The use of military force®

ERE R I e e

The 61 special situations related to the nine threat scenarios can be found in the Appendix.
4.2 International foresight activities

Finnish organisations have not participated in great extent in international security foresight
activities before, but FORESEC project is indeed one of the first security related foresight
processes with pan-European participation, including Finland. However, the responsible
government authorities and specialised research organisations are following very closely security
foresight related work and strategic planning carried out in other European countries and in the US.
During the EU presidency in 2006 the research and planning unit of the Ministry for Foreign Affairs
together with the European Commission organised a meeting on Islamic movements in Europe
with similar units in other member states. The Ministry of Defence of Finland arranged a seminar
with the title Global Security and Strategy 2030 - Trends, Challenges and Implications for Defence
and Security in Helsinki in November 2007. In the context of the seminar a research project titled
Predictions regarding international actors up to the year 2030 was published in order to anticipate
a range of potential future trends and challenges in key areas of the world.**

4.3 ldentified threats

The threats identified by the expert Finnish stakeholders during the interviews centre around
similar threats. Social exclusion and marginalisation as well as the threat of increased societal
insecurity were particularly identified as threats by stakeholders from the Government and NGO
sector. The same stakeholders perceived as threats the increased future immigration to Finland
from outside the EU and the possible following cultural clashes. The weakening of everyday
security is seen as a threat with the entailing increased violence in society. Environmental threats
and major accidents and natural disasters were naturally seen as threats by many stakeholders,
particularly within the iséndthelack of moslersowere percéiveccaa
threats by most stakeholder groups and especially when combined with the increased migratory
flow. The private sector was concerned about the threats that are increasing the vulnerability of the
information society. Threats that emerge on the global scene, such as disturbances in the
economies of big countries, are perceived as threats but it is generally felt that there is no action
available to combat these types of threats.

Please find further information on the identified threats in Table 7 in the Appendix.

*% Strategy for Securing the Functions Vital to Society, p. 3
% |bid, p. 64
*! http://www.defmin.fi/?l=en&s=394
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5. European collaboration

CMI interviewed Finnish experts on their views on the added value of European level collaboration
regarding security issues as well as priorities for security research. European collaboration is
central to all the different organizations, strategies and foresight activities in Finland. The majority
of the Finnish experts interviewed stressed the importance of European cooperation for a small
country such as Finland. The majority of the trends and threats are such that they require
multilateral responses.

Best practices research on several issues such as crisis response is important. To this end the EU
enables comparative international research which is significant for decision making at all levels of

society

The responses, activities and research priorities, identified by the interviewed stakeholders, that
are relevant also at the European level, and would benefit from European-wide collaboration are:

Actions/responses

1 Border security
o It i s i mportant for Finland"s border
authorities in other European countries. The Border Guard is constantly in touch
with the relevant authorities of EU member states, Schengen countries and
countries applying for EU membership. The employees of the Border Guard also
participate in EU civilian crisis management operations. Collaboration is already
taking place in the form of FRONTEX and similar actions would be welcomed.

1 More tools and mechanisms in the EU to act, with different processes and activities, on
cross border threats

1 Strategies at EU level to fight organised crime

9 Cirisis preparedness and appropriate mechanisms at EU level

1 Coordinated efforts of fighting International terrorism

1 Coordinated efforts in environmental protection/policies

9 Critical infrastructure protection — preventing or mitigating Europe-wide cyber attacks

1 Mechanisms of informing citizens about EU wide issues

1 EU has already increased knowledge in Finland concerning human trafficking — there is a
need for constant updating on this issue.

Research

9 Technology research on the areas of critical infrastructure protection and maritime security
measures.

1 Research on societal trends — radicalisation and immigration — however, recognising that
different European countries are in different stages regarding this issue — further studies to
be able to i mplement the right ,Strategi
challenge concerning these issues. It is important to adapt this research to correspond to
the multiple realities in the different European societies.

1 Research on strategic threats

1 ESRIF

9 Russia and its interests
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6. Conclusions

Finland has adopted a comprehensive approach to security. The concept of security encompasses
three different levels; the security of the individual citizen, societal security as well as national
security at state level. Finland is one of the first countries in Europe to emphasise internal security
and include new concepts such as human security to the more traditional concepts.

There has been a considerable re-organisation of security related roles and responsibilities
between different ministries. The strategies that exist on security are comprehensive and deal with
both national and individual security. The societal aspect of security is strongly present in all
strategies. The different strategies are located in different organisations that deal with security
issues from the perspective of the role and responsibility of the organisation. The Government
Resolution on the Strategy for Securing the Functions Vital to Society of 23 November 2006
harmonises the Ministries' preparedness activities. The Resolution lists a number of functions vital
to society which must be secured in all circumstances. The Ministries are responsible for
performing these strategic tasks and preparing for any threats jeopardising them. Even with this
division of labour there is still need for further cooperation and coordination between different
organisations and strategies. Even if internal security and citizen security are central features in the
different national strategies concerning security there are not many research programs or projects
on internal security. The research conducted on security technologies is still the dominating field of
research. The private sector related to security is growing in Finland and expanding beyond solely
providing the military sector with resources. The noteworthy issue in relation to security and the
private sector is the question of who set the agenda to be developed and marketed.

The opinions of the interviewed stakeholders as well as the results of newly published opinion polls
indicat e similar things: Finnish citizens" sens
is high. This is not to say that there are not indications of changes in the air. The responsibility of
the individual is increasing and this may cause uncertainties in the future.

In Finland there are a number of organisations having foresight activities or future orientated
research but the field is rather fragmented and lacks coordination. Foresight activities are often
carried out by individual organisations from their particular viewpoint, which causes overlap and
waste of resources as results, particularly on mega trends tend to be very similar. Another
challenge is that foresight results are not disseminated effectively and they have only limited
impact on decision-making.

The threats identified by the expert Finnish stakeholders during the interviews centre around
similar threats. Social exclusion and marginalisation as well as the threat of increased societal
insecurity were particularly identified as threats by stakeholders from the Government and NGO
sector. The same stakeholders perceived as threats the increased future immigration to Finland
from outside the EU and the possible following cultural clashes.

The problems that migration may bring into the Finnish society have not been tackled sufficiently. If
the pay-l e v e | and rights are different than for
to develop which may lead to marginalisation of immigrants in Finland. Even if immigration is
., mar k et endéconomig sohtion, the biggest impact of it will be cultural. Adapting to
multiculturalism will be a great challenge for Finland in the future. It may have positive and
negative effects but effects nevertheless. This is a new situation for Finland but similar processes
are evident in other European countries. The culture crashes have been evident in many countries
with riots and other unrests.

The weakening of everyday security is seen as a threat with the entailing increased violence in
society. Environmental threats and major accidents and natural disasters were naturally seen as
threats by many stakehol der s, particul arly
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lack of borders were perceived as threats by most stakeholder groups and especially when
combined with the increased migratory flow. The private sector was concerned about the threats
that are increasing the vulnerability of the information society. Threats that emerge on the global
scene, such as disturbances in the economies of big countries, are perceived as threats but it is
generally felt that there is no action available to combat these types of threats.

CMI interviewed Finnish experts on their views on the added value of European level collaboration
regarding security issues as well as priorities for security research. European collaboration is
central to all the different organizations, strategies and foresight activities in Finland. The majority
of the Finnish experts interviewed stressed the importance of European cooperation for a small
country such as Finland. The majority of the trends and threats are such that they require
multilateral responses.
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Eurobarometer, European Commission)
http://ec.europa.eu/public_opinion/archives/eb/eb68/eb68 fi nat.pdf

Finland Futures Research Center
http://www.tse.fi/EN/units/specialunits/ffrc/Pages/default.aspx

Finnish Innovation Fund (SITRA)
http://www.sitra.fi/en/

Helsinki University of Technology (TKK), Public Safety Communications Group
http://tll.tkk.fi/len/node/433

Helsinki Univeristy of Technology (TKK), CHORIST
http://www.chorist.eu/

Insta DefSec
http://www.insta.fi’/home/

Lanne, Marinka and Kupi, Eija, Security as an area of business (Espoo: VTT Technical Research
Centre of Finland) 2007
http://www.vtt.fi/inf/pdf/tiedotteet/2007/T2388. pdf

Maanpuolustustiedoituksen suunnittelukunta, Suomalaisten mielipiteita ulko Tja
turvallisuuspolitikasta, maanpuolustuksesta ja turvallisuudesta, 2007
http://www.defmin.fi/index.phtml?463 m=3460&s=263

Ministry of Defence
http://www.defmin.fi/?l=en&s=1

Ministry of Defence, Predictions Regarding International Actors up to the year 2030 (Helsinki:
Ministry of Defence), 2007

http://www.defmin.fi/files/1184/predictions2030 eng.pdf

Ministry of Defence, Scientific Advisory Board for Defence, (MATINE)
http://www.mil.fi/paaesikunta/materiaaliosasto/organisaatio/matine/

Ministry of Defence Strategy 2025, Securely into the Future (Helsinki: Ministry of Defence), 2006
http://www.defmin.fi/index.phtml?l=en&s=318

Ministry of Education, Government Advisory Board for Sectoral Research
http://www.minedu.fi/lOPM/Tiede/setu/?lang=fi

Ministry for Foreign Affairs of Finland
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http://www.formin.fi/public/default.aspx?culture=en-US&contentlan=2

Ministry of the Interior
www.intermin.fi

Ministry of the Interior, Border Guard
http://www.intermin.fi/intermin/home.nsf/pages/F7AD4CES5F78EAD5CC2257386003DFBC2?0pend
ocument

Ministry of the Interior, Policing
http://www.intermin.fi/intermin/home.nsf/pages/E16EA6391C97E108C2257386003DD275?0opendo
cument

Ministry of the Interior, Police department, Turvallinen Suomi 2006, Tutkimus suomalaisten
turvallisuuskasityksista
http://www.poliisi.fi/intermin/biblio.nsf/4CFD932C68B15274C2257227003D5B9C/$file/13-2006.pdf

Ministry of the Interior, Rescue Services
http://www.intermin.fi/intermin/home.nsf/pages/530E3AOEB3E29DA2C2257386003DE3DD?opend
ocument

Ministry of the Interior, Internal Security Programme
http://www.intermin.fi/intermin/images.nsf/files/7E16BE52F11364AEC2256F47002D6874/%file/inter
nal security programme summary en.pdf

Ministry of Trade and Industry
http://www.tem.fi/index.phtml|?l=en&s=2072

Patria
www. patria.fi

Poliisi, Poliisibarometri 2007, April 2008
http://www.poliisi.fi/julkaisu/poliisi042008

Prime Minister®"s Office
http://www.vnk.fi/etusivu/en.jsp

Pri me Mi ni sGoeernfhent repdrtfon Fineish security and defence policy, (Helsinki: Prime
Mi ni ster2084 Of fice)
http://www.defmin fi/files/311/2574 2160 English White paper 2004 1 .pdf

Pri me Mi ni s The Fihngsh Qificél infrastructure Protection; State Crisis Management
Model and Situation Awareness, Power Point Presentation by Director of Government Security Mr
Timo Harkonen

Pri me Mi ni sThe $trategy forfSeécuringethe Functions Vital to Society, (Helsinki: Prime
Minister®s Office) 2006
http://www.defmin.fi/files/858/06 12 12 YETTS _in_english.pdf

Prime Sec Oy, Turvapalveluiden ja tuotteiden liiketoiminta ja asiakastarpeet Suomessa ja
keskeisilla kansainvalisilla markkinoilla, 2006
http://akseli.tekes.fi/opencms/opencms/OhjelmaPortaali/ohjelmat/Turva/fi/Dokumenttiarkisto/Viestinta_ja_akti
vointi/Julkaisut/DOKU-x250113-v1-

Raportti TURVAPALVELUIDEN JA TUOTTEIDEN LIIKETOIMINTA JA ASIAKASTARPEET .doc.
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Radiation and Nuclear Safety Authority (STUK)
http://www.stuk.fi/len GB/

Tekes, Safety and Security 2007-2013
http://akseli.tekes.fi/opencms/opencms/OhjelmaPortaali/ohjelmat/Turva/en/system/uutinen.html?id
=3266&nav=News

VTT Technical Research Centre of Finland
http://www.vtt.fi/?lang=en

VTT, Technology roadmap of security research (Espoo: VTT), 2007
http://www.vtt.fi/inf/pdf/tiedotteet/2007/T2368.pdf

Yle News, 15.4 2008, Alcohol and Marginalisation Key Security Threats
http://yle.fi/news/id88060.html
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Appendix A Current security related activities

Table 1 Organizations

Organisation

Short Description

Mission

Contact Information

The Ministry of the
Interior

The Ministry of the Interior
is the main organisation in
charge of citizen security
in Finland. The strategic
task of the Ministry of the
Interior is to maintain
internal security and
prepare for related
threats. Within the Ministry
there are several units
that deal with different
aspects of security.

The Ministry's vision for 2012 is: “Finland will
be the safest and most open country in
Europe. Its international competitiveness will
be enhanced by an active immigration policy
and its citizens' sense of security born of
living in an equal and safe society.”

Kirkkokatu 12, Helsinki
Tel: +358 9 16001
www.intermin.fi

The Prime The Pri me Mirn Snellmaninkattu 1 A,
Mi ni st er " | Office is charged with Helsinki
Government security Tel. +358 9 16001
services, compilation of a www.vnK.fi
security-related situation
picture and provision for
emergency situations
within the ministries.
Ministry of The Ministry of Defence is | Securing the vital functions of society under | Ministry of Defence
Defence in charge of national all circumstances with a coordinated action Eteldinen Makasiinikatu
defence policy and between different sectors of society is the 8
national security as well key object of total defence. PO Box 31
as of international FIN-00131 Helsinki,
cooperation in defence Finland
policy matters. Tel: +358 9 16001
www.defmin.fi
Ministry for The Ministry for Foreign The Ministry for Foreign Affairs promotes the | Ministry for Foreign

Foreign Affairs

Affairs concentrates on
foreign and security
policy, trade policy and
development policy as
well as on significant
foreign policy issues and
international relations in
general.

security and welfare of Finland and
the Finns, and works for a secure and fair
world.

Affairs

P.O.Box 176
00161 Helsinki
Finland

Tel: 358-9-160 05
www.formin.fi
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Table 2 Strategies and doctrines

Document

Short
Description

Objectives

Actions

Contact Information

The Government
Report on the
Finnish Security
and Defense
Policy

The security and
defence policy
report 2004

makes a broad
assessment of
Finland®“s
and defence

policy as a whole
in accordance with
a decision made

in the Government
Programme. The
security and
defence policy
report 2004 is the
Gover nmen
basic position,
setting out the
principles

and objectives for
Finland"®s
and defence

policy and
providing a
framework for its
implementation

in the different
sectors.

The report conducts a
thorough examination of
the change i
international
environment and

its effects
capability as well as on
comprehensive security
into the 2010s.

The assessment

of the environment creates
the basis for determining the
line of action. Based on
these, the

report shows the
development and resource
needs that focus on the
different dimensions of the
capability, external
capability, especially crisis
management capability,
defence, the maintaining of
internal security and the
safeguarding
central basic functions.

The Pri me Mi
Office
www.vnK.fi

q

1

The Strategy for
Securing the
Functions Vital

The Strategy for
Securing the
Functions Vital to

The Strategy lists and
definessoci et y " g
functions and

I n order to s
vital functions, a total of 50
strategic tasks have been

d The Government
Publication available at
www.defmin.fi

to Society Society upholds determines their desired | assigned to ministries

national end states

sovereignty, the

security of society

and the livelihood

of the population

in all security

situations.
The Internal The Programme The objective is to reach | The Internal Security Ministry of the Interior
Security has as its aim to the following state of Programme focuses www.intermin.fi
Programme increase public affairs concerning especially on improving

security and
especially reduce
drug-related,
violent and
financial crime
and recidivism.
The programme
outlines the goals
for internal
security and the
measures and
resources to
achieve them.

internal security in
Finland: Finland is the
safest country in Europe.
Security is guaranteed
by a well-functioning
public sector focusing on
preventative work.

cooperation between public
authorities, with the aim of
increasing the effectiveness
of internal security and
improving the quality of
services.
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Table 3 Private sector

Name Short Description Main activities Impacts Contact
information
Environics The company was Environics provides State of the | Environics has Environics Oy
established in 1987. Art products to its customers. delivered over Graanintie 5
Environics has 20 years of Environics is a Prime 10,000 CWA P.O. BOX 349
experience in the design, Contractor of CBRN products Detectors and 50101 Mikkeli
development and and systems to governments Detector Tel: +358 201
manufacturing of CBRN worldwide. Environics is also Systems 430430
detection products and the Prime Contractor to the worldwide. www.environics.fi
systems. Finnish Defence Force for the
CBNS Technology Program.
Patria Patria is a Defence and Patria"s key bu www.patria.fi
Aerospace group with - Armoured wheeled vehicles,
International operations mortar systems, ammunition
delivering its customers products in co-operation with
competitive solutions based Nammo and their life cycle
on own specialist know-how support services
and partnership. Patria is - Life cycle support and training
owned by the State of Finland | services for military aircraft and
(73,2%) and the European helicopters
Aeronautic Defence and - Development and integration
Space Company EADS N.V of systems for command and
(26,8%) control and situational
awareness together with the
other key business areas
Insta Insta Group helps its Insta DefSec provides its Insta DefSec Oy
DefSec customers ensure and Finnish and international Sarankulmankatu

develop the performance of
their operations. Insta DefSec
supply and maintain defence,
security, automation and
information technologies for
demanding environments.

customers with solutions and
services for network-based
command, control and
communication systems, as
well as for information
networking and security. The
systems enhance situational
awareness by supplying all
users with a consistent
situation picture in real-time
and enable timely decision-
making, therefore shortening
the time required for making
decisions, giving commands
and executing them.

20,33901
Tampere
FINLAND

Tel. +358 20 771
7111

http://www.insta.f
ilhome/
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Table 4: Key Technologies

Name

Short Description

Impacts

Applications

CBRN

CBRN protection, detection,
identification and decontamination
require proven equipment and
technologies as well as experience
and know how.

Protection of personnel
against CBRN agents is
best carried out through
both individual and
collective protection
systems. Proper operation
and maintenance of the
equipment is essential in
maintaining maximum
protection levels.

Environics designs and has
delivered CBRN shelters,
decontamination lines, protection
equipments and detection
instruments worldwide. Available
training packages and
maintenance contracts ensure
proper sustainment of the
delivered systems. The CBRN
solutions package that
Environics offers includes
consultation for CBRN
protection, design and
implementation of CBRN
shelters, design and supply of
decontamination lines, supply of
protective equipment, supply of
detection and identification
instruments and comprehensive
training.

Command and
Control Systems

Insta DefSec also provides its
Finnish and international
customers with solutions and
services for network-based
command, control and
communication systems, as well as
for information networking and
security.

The systems enhance
situational awareness by
supplying all users with a
consistent situation picture
in real-time and enable
timely decision-making,
therefore shortening the
time required for making
decisions, giving
commands and executing
them.

Armoured
Wheeled
vehicles

Patria provides armoured wheeled
vehicles, mortar systems,
ammunition products, training
services for military aircraft and
helicopters.

Patria offers the latest
technology and highest
payload capacity enabling
the simultaneous
integration of high
protection level and heavy
weapon system without
reducing the mobility of
the vehicle.
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Table 5: Current Research programs

Name Short Description Main activities Contact
information

Tekes Tekes, the Finnish Funding Agency for Tekes funds industrial projects as well as Kyllikinportti 2,
Technology and Innovation is the main projects in research organisations, and 00101 Helsinki
public funding organisation for research especially promotes innovative, risk-intensive | Tel. +358-1060
and development in Finland. projects 55000

www.tekes.fi

STUK STUK is responsible for the supervision of | The principal aim of the safety researchisto | Laippatie 4 /
safe use of nuclear power. A significant ascertain the safe use of nuclear energy. In P.0.BOX 14
part of the supervision is the safety order to carry out this task, the STUK 00881 Helsinki,
research that is carried out independent of | produces the information needed in decision | Finland
the licensees. making and takes into account the research Tel: +358 9

and development necessary for ensuring the | 759 881
safe use of nuclear energy. STUK also www.stuk.fi
further develops and maintains the expertise

and resources required in the safety

analyses at the STUK ad other relevant

organisations.

Public Public Safety Communications Group of Deployabel High Capacity Gateway Otakaari 1,

Safety the Communications Laboratory is actively | (DeHiGate) 02015 TKK

Communicat | working in the Public Safety field. The Integrating Communications for Enhanced Tel: +358 4511

ions group is a member of many European Environmental Risk Management and www.tkk.fi

(Helsinki Public Safety projects and initiatives. Citizens Safety (CHORIST)

University of | Currently one of the active project is Towards a Regional Strategy of Critical

Technology) |, T o wa mReg®nakStrategy of Critical Infrastructure Protection in the Baltic Sea
Infrastructure Protection in the Baltic Sea Region
Regi on" . Distant Early Warning System (DEWS)

Public Safety Communication Europe
(PSC Europe)

CIVPRO The CIVPRO Civil Protection Network The activities of the Research Network cover | www.aleksanteri
conducts research on issues regarding civil | all of the Baltic Sea Region. The Network .helsinki.fi/civpro
protection, risk management and was established in 2006 and it is coordinated | /
emergency preparedness.. by Aleksanteri Institute, Finnish Centre for

Russian and Eastern European Studies, of
the University of Helsinki.
VTT VTT Technical Research Centre of Finland | The mai n areas of VTT www.uvitfi

is the biggest contract research
organisation in Northern Europe. VTT
provides high-end technology solutions and
innovation services. From its wide
knowledge base, VTT can combine
different technologies, create new
innovations and a substantial range of
world class technologies and applied
research services thus improving its clients'
competitiveness and competence. Through
its international scientific and technology
network, VTT can produce information,
upgrade technology knowledge, create
business intelligence and value added to
its stakeholders. VTT is a non-profit-
making research organisation.

been concentrating on public safety and
security, but VTT is participating also in
several research projects related to the
defence technology. Protection of critical
infrastructure is one of the research areas
VTT is involved in.

VTT is also involved in assuring the safety
and security of the industry and commerce.
The third area of security research at VTT
are the technologies and services of the
Finnish security industry.
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Appendix B Current foresight activities
National foresight activities

1. 6Turvallisesti tulevaisuuteen 202506 O6Securely into t
Short Description: The time horizon for the strategy is 20 years and the strategy is updated every 4 years. The

objective of the strategy is to create the foundation for the long-term development of the MOD. Another objective for the

strategy is to guide defence policy and the development of the national defence system with a view to create capabilities

that meet the challenges of the future as well as utilize the opportunities that the future carry. Sources for the strategy

have been the planning process of the national def eraxne f orce
planning process. 2025 together with the Defence forces Development Programme provides the foundation for the

preparation of the upcoming,Gover nment Report on Finnish Sedaacwhichitteg02:and Def en
strategy is closely linked.

Main findings: The strategy identifies key divers/trends of security/insecurity. When talking of scenarios the strategy

defines the development of the security environment by identifying trends that affect the scenarios and which are

necessary to analyse in strategic planning. The trends identified are: population changes, environmental and natural

resources, technological development, the globalization of the economy and the role of the international system and the

changed nature of international actors. On the basis of these trends the scenarios were developed in the strategy.

To enable the strategic and analytical work the strategy used three different foresigh scenarios

1. Deepening globalization, more cooperation and a more peaceful world

2. Development as it is today continues

3. Economic growth ceases, cooperation is paralysed by the weakening of the international
structures and conflicts between states increases.

4. A single dramatic events and chains of events may have a significant impact on the security
environment the strategy has identified ,shocks"”
are defined as currently unlikely changes and development (positive or negative). These may
be for example a new method for producing energy, pandemics, a break-up of a superpower or
a financial crash, environmental disaster of the event of EU facing a seriouscr i si s . The , sl
effect of the strategy emphasizes the need for foresight activity in the development of the
security environment.

The strategy acknowledges the fact that the concept of security has been broadened and with that there is a broadened
perception of military threats. The broadened threats are: terrorism, WMDs, fragile states, information wars, cross-border
organized crime, environmental threats, uncontrollable migration, threats to health — dangerous infectious diseases.
These broadened threats are difficult to predict but they have to be taken in to consideration when developing the Finnish
defence system.

Contact information and references: Contact details of the responsible organisation and contact person, link to the
activity web-site, other relevant references and links.

2. The Strategy for Securing the Functions Vital to Society

Short Description: The Government Resolution on the Strategy for Securing the Functions Vital to Society upholds
national sovereignty, the security of society and the livelihood of the population in all security situations.

The Resolution takes the internationalization as well as changes in the security environment and structures of society
into account. I't lists and defines society"s vital functions
to the ministries. The resolution describes the threats that jeopardize the vital functions and their stability. There are
altogether nine threat scenarios, including 61 associated special situations. A competent ministry has been assigned to
each special situation for the purposes of the preparedness and situation control. All ministries have different
responsibilities. The Security and Defence Committee is responsible for updating the strategy.

The Government Resolution has been compiled from the viewpoint of societal functions that are vital in all situations. It
also describes the threat scenarios that jeopardise vital functions, including the most important special situations within
each scenario. The Resolution sets desired end states for vital functions as well as requirements related to sustaining

anddevelopi ng the ministries" strategic tasks.
Table 6
Name of the Associated Special Situation
Scenario™

A disturbance in the
electricity grid

Extensive damage or malfunction in open ICT systems

Extensive damage or mal functisgystemé n gover
An extensive malfunction in the electron
A major disturbance in the electricity grid

E I

> Strategy for Securing the Functions Vital to Society, p. 64
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A serious disturbance
affecting the health
and income security
of the population

The collapse of social protection financing

A serious disruption in the social insurance service network

A pandemic or other widespread outbreak of serious infectious disease

Difficulties in obtaining pharmaceuticals and other health care supplies

Health threats caused by a serious nuclear accident or other hazardous substances
A serious disruption in water utilities

Widespread contamination of drinking water

A serious disturbance
in the functioning of
the economy

A malfunction in international and domestic payment systems

A significant disruption in the financial market

A problem in government liquidity

Disruption in foreign trade

Disruption of sea transports

Disruption in electric power supply and fuel imports

Disruptions in obtaining critical raw materials or other production inputs

A serious disturbance in the supply of daily consumer goods

A serious animal or plant disease outbreak or an extensive compromise of food safety
Declining conditions in primary production

Major accidents and
natural disasters

A nuclear accident in Finland or in the near environs

A serious accident involving hazardous substances

Storms, floods or dam failures requiring evacuations or causing extensive destruction
An explosion, fire, other serious deed or accident

A serious aviation accident

An accident in passenger railway traffic or a major road accident

A passenger ship accident

A major accident abroad involving Finns in the area

Environmental
threats

Heavy metal or chemical concentrations contents rising above approved limits for health
Total contamination of soil and waters to make them unfit for use

Oil and chemical transport accidents in sea areas and inland waters

Long-distance fallout of airborne pollutants causing destruction of forests

Radioactive fallout

Mass extinction of species

Terrorism as well as
organized and other
serious crime

A terrorist attack or the threat of one in Finland

A terrorist attack in Finland or affecting Finns or a concrete threat of one abroad

Serious crimes threatened or committed against senior government officials, prominent
institutions or companies

A serious disturbance of public order and security

A major compromise of border security

Hijacking of a public transportation vehicle

Violent clashes between criminal gangs

Violence directed at the authorities and witnesses

=a (=4 =4 =4 —a —a_a_9 = -4 _—a—a_a_8_0_0_-0_-40_-90_-29_-0_-0_-29_-02_-2/-"59a_-92_-9_-9_-92_-90_-9_-42_-9_4a:_-_2_-29_-4_--4a_-2-2

Threats linked to A major compromise to border security
migratory flows A large scale influx of asylum seekers
Political, = economic A deliberate attempt to adversely influence decision-making, public opinion or the will to

and military pressure

defend the nation

Interfering with land, sea and air traffic and telecommunications
Deliberately leading a migration to Finland

Supporting organised crime that operates in Finland

Causing damage to nuclear power plants and other sources of energy
Cutting off energy supplies

Paralysing e-trading and payments

Territorial violations on land, at sea and in the air

Military exercises and troop concentrations close to the border
Increased military intelligence

Military interference directed at air and sea traffic

Military interference directed at IT systems

Bringing the capability of using WMDs to the table

Armed skirmishes, including special forces and sabotage

The use of military
force

A -—a—a-—a-a_-9_a_-a_-9_-4a_-4a_-9_-2_-24_-2

A strategic strike
An attack to seize territory
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Appendix C ldentified threats

Table 7 Identified threats

Name

Short Description

Societal insecurity

A marked increase in income inequality and increased unemployment are seen as serious threats. The
collapse of social protection financing may lead to society not being able to provide the welfare promises
that citizens depend upon in times of unemployment and illness. A serious disruption in the social
insurance service network is also considered as a threat.

Social exclusion,
marginalisation

The number of people living in the margin of society may increase and cause serious personal, social and
economic problems, such as vulnerability to illnesses, accident and early death. It has been estimated that
the number of young people in Finland who are socially excluded or are in danger of becoming socially
excluded is 65000. This number is growing by 1000 every year. Causes of social exclusion, in the future,
will be young people falling outside the educational system and workforce, unemployment, immigrants
with insufficient language skills, alcohol and elderly loneliness.

Alcohol and marginalisation are central threats to Finnish security. Some 65,000 Finnish youths are in
danger of falling on the outskirts of society annually. Problems such as unemployment and relative
poverty moreover tend to build up and centre on the same people. Marginalisation is intergenerational,
whereby parents' problems are often carried over to children. Another worrying phenomenon, which has
cropped up in recent years, iS young men's marginalisation. Young men are most often both the
perpetrators as well as the victims of crimes. The security programme proposes to raise tax on alcoholic
beverages back to 2003 levels. One inhibitor of marginalisation in society is support for village activities in
sparsely populated rural areas.

Immigration and
possible cultural
clashes

The demographics of Finnish society will change considerably over the next decades due to the ageing of
the population in Western Europe in general. This change will take place in Finland much earlier than in
many other countries. At the same time the population is growing in the poor areas of close proximity to
Europe. In order to ensure the availability of work force Finland will need workforce form abroad. This is,
or will be, a Europe-wide phenomenon and thus the solution for Finland may be immigrants from outside
the EU (such as China or India). The problems that immigration may bring into the Finnish society have
not been tackled sufficiently. If the pay-level and rights are different than for Finnish workers this may
cause a new ,soci al cl ass*™ to develop which may
i mmi gration is , mar ket ethé biggest impactetitowillde cutturals Adapting itoo
multiculturalism will be a great challenge for Finland in the future. It may have positive and negative
effects but effects nevertheless. This is a new situation for Finland but similar processes are evident in
other European countries. The culture crashes have been evident in many countries with riots and other
unrests.

It is unlikely that Finland will be able to keep up its tight policy regarding refugees as crises at the
international level are not deceasing.

Environmental
threats

Negligence of the environment and the destruction of natural resources has been seen as a threat already
for a few decades. The threat of heavy metal or chemical concentration contents rising above approved
limits for health as well as contamination of soil and waters, making them unfit for use have been
mentioned as concrete threats. The mass extinction of species are also seen as a threat to Finland.

Major accidents
and natural
disasters

A nuclear accident in Finland or in the near environs such as at the Russian Nuclear power plant Sosnovy
Bor, which is situated only a few hundred kilometres from the Finnish border, may have serious
repercussions. Serious accidents involving hazardous substances are a threat. Storms, floods or dam
failures requiring evacuation or causing extensive destruction are concrete threats. Serious aviation,
passenger railway or passenger ship accidents are seen as threats as well as the threat of a major
accident abroad involving Finns located in the area.

The population in Finland ages and is geographically more concentrated and consequently the effects and
likelihoods of accidents grow. In line with this, as the countryside becomes more sparely inhabited the
availability of security services will become insufficient. The amount of large-scale accidents may
decrease but the effects of them increase for example in conjunction to the oil and gas transportations.
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Borders and the
lack of borders

The internationalisation and its effect on internal security in the futures will determine whether security and
insecurity have increased or decreased. Russia is strongly pushing for the removal of visa requirements
between Finland and Russia and it has been estimated that by 2018 this may have happened. By 2018
illegal immigrants will also be a fact of life and the illegal entries to Finland will come mostly from the
Schengen area and Russia.

Migratory flows in all shapes are a major compromise to border security. Border security is currently
efficient along the Russian border, from the Finnish side, but the threat of illegal immigrants and drug
smuggling taking place through the open sea border with Estonia is a concrete threat.

The Finnish Border Guard has a special interest in keeping up the Russianbor der guard®“ s
amount of border guards along the Finnish border has been decreased due to a new policy whereas other
borders of Russia (Azerbaijan, Georgia etc) are seen as strategically more important than the Finnish
border. This coupled with the fact that the size of the Finnish border guard has also decreased does
indeed figure as a security threat. The amount of people passing through the Finnish-Russian border is
increasing all the time. The Finnish Border Guard enjoys the trust of the Finnish citizens, especially the
ones |living near the border, and this has <crea
informs the real Border Guard in case of suspicious movement at the border. The future of efficient border
security is dependent on the development of new models of guarding the border, even with decreased
resources.

The new automated system of passport control within the EU area which is under trial in Finland, saves
time, space at the airport and human resources. The idea with the machine is that in the first stage
passengers show their passport to a machine that verifies the validity of the passport and then in the next
stage a border guard let people through by only scanning the group of people moving though. This
automated system has been under trial in Portugal and now in Finland. The next few years will show
results. This can, however, only be used for the EU member countries, citizens from outside the EU area
will still be required to go through the normal border crossing procedure.

Increased Significant for the private sector, cyber attacks. Extensive damage or malfunction in open ICT systems
vulnerability ofthe |and i n government authorities" | CT systmedi a’As
information system is also a real threat as well as a major disturbance in the electricity grid. The disruption of the
society electric power supply is also seen as a threat.

Weakening of
everyday security

The increase of violence in society worried most interviewed stakeholders. Thus far people trust the
authorities such as the police but the police services are being cut down in Finland and this may lead to
people perceiving their own security as well as the security of their homes and other property threatened.
This may lead to an increase in hiring private security companies and investing in expensive security
technology equipment for the home. These measures will be out of reach for a considerable group of
Finnish citizens and will further the sense of inequality in society.

Securing the
energy supply

It is know that the energy supply will be an issue in the future and thus many interviewed stakeholders
mentioned this as a possible threat.

Organised crime/
International

Finnish criminals networking with international groups. The increase of a culture of criminality led from
abroad.

criminality

Terrorism A terrorist attack or threat of one in Finland is considered quite unlikely by most of the interviewed
stakeholders but nevertheless considered as a threat. More realistic is the scenario of a Finn becoming
the victim of a terrorist attack while travelling abroad.

Migration The increase of Chinese and Indians in Finland and in the whole EU area is strong. These countries are

the ones where the predicted immigration/migration flows are to come from. This in itself is not seen as a
threat but the consequences and risks of immigration, as mentioned above, are known and the
interviewed stakeholders have followed the events in other European countries, knowing that Finland is
facing the same scenario in the future.

Disturbance in the
functioning of the
economy

The problems in a globalised world know no boundaries and Finland will feel the effects in its economy of
the US, I ndi a, China and Russia“"s ability to degq
and domestic payment systems and a significant disruption in the financial market will affect Finland. As
consequences of this disruption in foreign trade and disruptions of sea transports as well as fuel imports
are also considered threats. Finland is relying on foreign imports and a serious disturbance in the supply
of daily consumer goods from abroad has been mentioned in the interviews. It is also possible that there
could be a serious animal or plant disease outbreak or an extensive compromise of food safety in the
future.

Russia and its
development

Finland continue to share the majority of its border with Russia. The changes that have taken place after
the end of the Cold War support stability and reforms in Finland's neighbouring areas. The promotion of
stability in Russia is particularly important for Finland. Finland values bilateral relations and practical
cooperation with Russia, which has taken the lead as Finland's biggest trading partner. Finland
contributes to partnership between the EU and Russia aimed at supporting Russia's development into an
effective democracy and market economy, which is governed by the rule of law.

Page 35 of 36



ORESEC Deliverable D 2.2 Country report on Finland

Maritime security
— the event of
accidents
involving oil-
carrying vehicles

The maritime traffic in the Gulf of Finland has increased in the last few years and the likelihood of
accidents involving oil-carrying vehicles has become apparent. The internal security programme identifies
means for improving the situation by measures such as doubling control measures for offsetting oil spills
and improvements in oil spill clearance readiness in the face of an accident.
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