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Introduction

This country report on France represents one of the 12 country reports that have been compiled as
part of the FORESEC project’s State of the Art Scan on European security (see more about the
project at http//:www.foresec.eu). The Scan provides an overview of the security field in the 12
countries chosen. The countries were selected to give a good overview of the different cultures,
geographical locations, national strategies and societal challenges that face European security and
shape the priorities and interest at the European level.*

Section 1 of the report discusses the concept of security in France, sections 2 looks at the current
security-related activities including organisations, strategies and doctrines, role of the private
sector, key technologies and current research programmes and projects. Section 3 discusses the
public opinion in France vis-a-vis security threats and technologies. Section 4 gives an overview of
current national and international foresight activities and section 5 highlights issues where
European level collaboration is seen to have most added value. Further details concerning each
section are provided in the Appendix.

1. Concept of Security

According to the French National Research Agency (ANR), global security can be defined as the
capacity to guarantee, within a given community and its members, a high enough level of
preventive action and protection against risks and threats of any nature and impact, wherever they
might come from, in conditions which favour development without any interruption in their daily
lives and individual and group activities. This general approach, which is characterised by an
overall handling of security, both through systems and cross-sectoring, dealing with causes along
with effects, is the one retained by the European Commission in the (PERS) security chapter of the
European Union Seventh Framework Programme for research and technological development
(FP7).

Since the 1990s, there have been no direct military threats near the French borders. However,
while traditional external state-based threats are generally considered to have lost much of their
relevance, new areas of instability have appeared, and new types of threats have emerged. Today,
for example, international terrorism represents a major security challenge for France. It has both a
domestic and an international dimension and, therefore, is a strategic threat to France’s national
territory as well as to French interests abroad. It can originate from groups based outside or within
the territorial boundaries of the country. International terrorism thus largely defies France’s
traditional Westphalian approach to security, according to which the most important factor shaping
interstate relations is the distribution of power among states and less attention is paid to non-state
or transnational actors. International terrorism also defies the classical distinction between internal
and external security threats.

Additionally, the concept of national security covers issues such as organised crime or illegal
migration, which are at the top of France’s internal security agenda. Internal security also
encompasses hotions of societal and human security. Indeed, a country’s security and stability
depend on its social organisation, education system and social cohesion. In the case of France,
the riots that took place in October and November 2005 in the banlieues (suburbs) when, for
almost three weeks, young people of immigrant origin took to the streets in the poor suburbs
surrounding France’s cities, demonstrate how factors such as lack of integration and social
cohesion, poverty, unemployment and exclusion can jeopardise a country’s internal security. As a
result, there is now a stronger demand for security from citizens, with relevant political impact.

! The FORESEC state of the art Scan covers Austria, Bulgaria, Estonia, Finland, France, Germany, Italy,
Poland, Slovenia, Spain, Sweden and United Kingdom
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For the first time, the forthcoming 2008 French Defence White Paper will focus on both the areas
of defence and national security. This illustrates the complexity of the contemporary strategic
environment and France’s determination to take into account the ‘grey areas’ which have appeared
in the traditional boundaries between defence and security and to broaden its approach to security
management.

2. Current security related activities
2.1 Organisations

In France, the State is primarily responsible for protecting persons and property, maintaining public
order and enforcing the law. According to the French Constitution, The President of the Republic is
the guarantor of France’s territorial integrity (Article 5) and the Commander-in-Chief of the armed
forces (Article 15). In this capacity, he has the power to use nuclear weapons, if necessary. The
Prime Minister is responsible for National Defence (Article 21), and the Minister of Defence is in
charge of organising and mobilising the armed forces.

One of the main organisations in the field of security is the Ministry of Interior, which is home to the
National Police, or Direction Générale de la Police Nationale (DGPN). The National Police is the
main civil law enforcement agency of France, with primary jurisdiction in cities and large towns.
The DGPN comprises the intelligence services, i.e. the Direction Centrale des Renseignements
Généraux (DCRG) which is charged with the protection of internal security and domestic
counterintelligence, and collects information on groups considered to be threats to national
security. The director of the RG reports to the Minister of the Interior and briefs the President on
domestic national security issues. The RG work in close conjunction with provincial governments
and prefectures of the national police to protect national interests within France. The Direction de
la Surveillance du Territoire (DST), another directorate of the National Police, is responsible for
counterespionage, counterterrorism and more generally the security of France against foreign
threats and interference. The DST also focuses on protecting French scientific, research, and
economic interests abroad. The Direction Centrale de la Police aux Frontieres (DCPAF) ensures
that all cross-border circulation legislation is adhered to, and steers and coordinates the action of
all national police departments on illegal immigration control. It is also in charge of operational
international cooperation within the scope of its jurisdiction and contributes to the security of
international modes of transport and aerospace policing, while helping ensure the security of the
rail networks.

The Ministry of the Interior is also responsible for civil protection: the Civil Defence and Protection
Directorate (DDSC) of the Ministry is the central structure responsible for risk management in
France, whether daily life accidents or major disasters. The DDSC's Risk Management
Subdirectorate organises and backs the work of government representatives in defence areas and
departments. Together with very many other bodies, the Subdirectorate assesses risks, including
natural, technological, nuclear and marine pollution-related, and defines the framework for relief
operations and civil defence measures. In emergency situations the DDSC takes action together
with other ministries, such as the Ecology Ministry for addressing major natural and technological
risks, the Health Ministry for addressing health hazards, and the Agriculture Ministry for addressing
food safety risks.

The Ministry of Defence presides over the armed forces, as well as the Gendarmerie Nationale
(DGGN) and the Direction Générale de la Sécurité Extérieure (DGSE). The Gendarmerie Nationale
enforces the law and guarantees public security. It polices some 90% of France, including all towns
with fewer than 20,000 inhabitants. It includes three major components: the Gendarmerie mobile
(riot police who can be deployed anywhere in the country), the Gendarmerie Départementale (who
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operates from fixed points) and specialised units. Although the Gendarmerie is currently under the
authority of the Ministry of Defence, it is operationally attached to the Ministry of the Interior for its
operations within France and should be placed entirely under its control on 1st January 2009.
Military intelligence, as well as strategic information and counter-espionage operations, is directed
by the DGSE. The agency employs analysts as well as active field operatives, and is the primary
foreign intelligence agency. Specialised units include the Groupe d’Intervention de la Gendarmerie
Nationale (GIGN), an elite counter-terrorism and hostage rescue unit. The Ministry of Defense is
also home to the Délégation Générale pour '’Armement (DGA) which is responsible for conducting
development and evaluation programmes for weapon systems for the French military. It is in
charge of shaping the defence-related research. The DGA also coordinates the armament
programmes with industry in France, within Europe, but also with customers for export.

The Secrétariat Général de la Défense Nationale (SGDN) is specifically dedicated to defence and
security-related interministerial coordination. Reporting to the Prime Minister and working in close
liaison with the President of the Republic’s office, the SGDN assists the Head of Government in
fulfilling his responsibilities in matters of national defence and security. It focuses on research,
preparing decisions and monitoring their implementation. It coordinates and runs working groups,
set up in collaboration with all ministries concerned, the most important of which are the Ministries
of Defence, Foreign affairs, Economy, Finance and Industry, Health, Research and Transport. The
SGDN helps the Prime Minister fulfil his responsibilities in the general management of defence,
and carries out the following tasks:

Acting as the Secretariat for the Defence Councils and Committees

Acting as the Secretariat for the Interministerial Committee on Intelligence

Contributing towards the security of the country against risks on the national territory
Monitoring crises which affect the security environment

Strengthening the security of the State’s networks and information systems and those of
public services

Controlling arms exports and transfers of sensitive technologies

e Coordinating economic intelligence actions

e Supporting defence studies and teaching

Its scope therefore includes issues of national security in the broadest sense. The SGDN is at the
centre of French domestic and external security affairs.

The Ministry of Foreign Affairs carries out France’s diplomatic action in Europe and throughout the
world. It is responsible for the day-to-day execution of French foreign policy. It reports on the
evolution of the international situation and on political, economic and cultural changes in foreign
countries, based on the information provided by French embassies and consulates abroad. The
Ministry’'s administration acts as a representative of France to foreign governments and
international organisations. The Ministry is responsible for protecting French interests in foreign
countries: it makes suggestions on how to react to external events, including security-related ones,
such as those likely to cause instability or lead to conflict, or natural disasters which may affect
French citizens abroad.

Other governmental institutions are responsible for security in their particular sectors. One example
is the Direction générale des Douanes (Customs Office), which is a department of the Ministry of
Finance. The Customs administration carries out checks during customs clearances of goods and
control of passengers, carriers and merchandise through inspection at points of entry and mobile
controls throughout the territory, including the buffer zones. These controls enable the authorities
to conduct targeted searches of sensitive materials and transport vehicles that may be used to
organise trafficking and smuggling of persons or products. Another example is the General
Directorate for Research and Innovation (DGRI) within the Ministry for Higher Education and
Research, which is entrusted with designing strategic choices in research and development.
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Supporting public policies, especially those which aim at guaranteeing the citizens’ overall security,
stands as one of the key goals of research policy. Research and innovation in such fields as
biotechnology, space, nanotechnology, information and communications science and technology
and social human sciences may contribute to enhancing all citizens’ safety.

2.2 Strategies and doctrines

French military doctrine is based on three main concepts: protection of the national territory, which
means being capable of resisting attacks against the territory or the population at all times; force
projection, which means that the French armed forces must be capable of operating in any theatre
and to protect France’s assets and its citizens abroad; and protection of the country’s ‘vital
interests’. The 1994 Defence White Paper defines such interests as follows: “the integrity of the
national territory, including the mainland as well as the overseas departments and territories, the
free exercise of our sovereignty, and the protection of the population constitute de core [of these
interests] today.”” In a 2006 speech, President Chirac stated that the “defence of allied countries”
could be part of France’s vital interests.® He also stated that “securing strategic supplies and the
defence of allies” could become, depending on the context, part of the French vital interests, and
therefore be covered by nuclear deterrence. In the same speech, Chirac added that “heads of
states who would resort to terrorist means against [France], as well as the ones who would
contemplate the use of weapons of mass destruction, must understand that they would be exposed
to a firm and appropriate response” from France.

In addition to these concepts, the aim of national independence has long been central to French
security and defence policy. However, France has adapted this policy to the changing international
context. During the Cold War, French independence was based on a nuclear deterrent force. Even
today, French leaders argue that France needs to retain and modernise its nuclear force, as the
world can change rapidly and the emergence of a new major threat to Europe is not a far-fetched
scenario. However, after conducting a final series of six nuclear tests, the French signed the
Comprehensive Test Ban Treaty in 1996. In addition, France has significantly reduced its nuclear
arsenal: on average, France’s nuclear defence budget for 2003-2008 was planned to be €2.8
billion per year.

Other changes were introduced with the publication of the White book on defence in 1994. A new
military programme law (LPM) followed the White book in which a major review of French defence
policy was outlined for the period of 1995-2000. After Jacques Chirac’s election to the Presidency
in 1995 the changes were speeded up amongst other things through a new LPM for 1997-2000
that replaced the one from 1994. The changes introduced through these reform packages were
important. They included the abolition of conscription and the decision to rely on a professional
army. As a result, the country undertook a major restructuring to develop a professional military
that would be smaller, more rapidly deployable and better tailored for operations outside of
mainland France. France completed the move to all-professional armed forces when conscription
ended on 31 December, 2002.

Defence spending has been increased substantially since 2002, with the objective of reaching
2.5% of GDP. This increase has been enshrined in the Military Planning Act for 2003-2008, which
calls for spending of €14.84 billion each year to maintain and improve capabilities through delivery
of new equipment. This represents an average increase of 6.8% in constant euros over the whole
period compared to the previous military programme law for 1997-2002. In 2008, defence spending
will represent at least 2% of GDP. The LPM for 2003-2008 sets troop numbers at 446,563 in 2008.

% Livre Blanc sur la Défense, 1994, p. 4. <http://www.premierministre.gouv.fr/IMG/pdf/Livre_blanc_1994-
2003_1.pdf>

% Chirac, Jacques. [Speech of President Jacques Chirac during his visit to the French strategic forces],
Landivisiau/l'lle Longue (Brest), January 19, 2006.
<http://www.ambafrance-au.org/article.php3?id_article=1492>.
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Thus, radical transformations have recently taken place in the French security and defence policy.
Whilst remaining committed to the principle of national independence, France moved from a
traditional notion of territorial defence and national autonomy as well as a particular emphasis on
the military dimensions of defence towards emphasising interdependence amongst states as an
important condition for security. Multilateralism now constitutes a key element in the national
approach to security. This is clearly demonstrated, for example, by President Sarkozy’s recent
statement that France could return to NATO'’s integrated military command next year. This change
in doctrine is also likely to be reflected in the new White Paper on defence which is currently being
prepared and which will review France's security requirements. The White Paper will probably pay
special attention to strengthening the European dimension of the French defence and security
policy and France’s contribution to the security of the Atlantic Alliance as a whole.

2.3 Private Sector

France’s defence industry represents a significant part of the French economy: over the last ten
years, one third of French business activity took place in the defence equipment sector. 2004
figures show it is worth €15 billion in terms of orders per annum, €3-4 billion in terms of exports per
annum, and approximately 180,000 people are employed directly by the industry. France ranks
among the world’s top five arms exporters. The country was the third largest supplier in the 1999 to
2005 period, with 7% of global deliveries. France has signed strategic co-operative accords with
three Arab countries, including Libya, which could open up the door to future major arms deals.

The DGA, the French defence procurement agency, invests €120 million per year in security
research. It actively participates in competitiveness clusters and contributes to the financing of the
research programme of the National Research Agency (ANR). The DGA’s objective is to have
long-term key industrial capacity at its disposal for the nation’s strategic autonomy. It guards the
durability and competitiveness of the economic and industrial fabric necessary for the preparation
and development of military systems required by the military and takes part in the management of
particular defence companies.

In addition to companies with complete or nearly complete state ownership (SNPE, Giat Industries
and DCNS), the French defence industry comprises companies with an industrially shaped context
(Thales and Sagem), influential families (Lagardére and Dassault) with considerable power over
the defence industry, and transnational companies (EADS, MBDA and Thales). Over the last few
years, the French defence industry has been undergoing significant restructuring and
consolidation. In 2005, for example, the government privatised the largest French maritime
defence organisation, Direction des Constructions Navales (DCN), now renamed DCNS (part-
owned by Thales).

All these companies are important actors at a European and global level, and many of them have
taken part in the Preparatory Actions on the Enhancement of the European Industrial Potential in
the Field of Security Research (PASR 2004, 2005 and 2006) supported by DG Enterprise and
Industry, as project coordinators or partners:

e Various branches of the Thales group (Thales Security Systems, Thales Communications,
Thales Research and Technology, Thales Avionics) have played a part in projects in the
field of common intelligence and traceability, systems interoperability for security, reactive
information systems for crisis management, border surveillance, protection of transportation
and infrastructure, etc.

e Sagem has been a partner in projects for the development of solutions for wireless
interoperability, and for the protection of air transportation. Sagem Défense Sécurité has
coordinated projects related to integrated surveillance systems, border security, information
capture and management for police officers and preparedness in the field of bioterrorism;
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o EADS, its division EADS Defence and Security, and its subsidiary EADS Astrium have
contributed to projects seeking to develop shared information management tools for rescue
and identification and to facilitate interoperability for situation awareness and crisis
management;

o Dassault has coordinated a project on the potential contribution of Unmanned Aerial
Vehicles (UAV) to peacetime security on European borders and is involved in other support
activities related to the protection of air transportation and the creation of a security network
for technological research in Europe.

French technological and industrial capacities are also reliant on small- to medium-size and
industrial companies. Whether direct suppliers or participants in armaments programmes run by
large prime contractors, SMEs provide essential technology, and beyond that, they create jobs
while stimulating the economy and innovation. The DGA maintains their innovative capacity (for
example through ’exploratory research and innovation’ study contracts) and secures the durability
of their skill and expertise.

With regard to the privatisation of security services in France, according to the Confederation of
European Security Services?, the annual growth in the sector stood at 14% in 2002. There were
2,100 private security companies in the country, generating an annual turnover of €4,000 million
(22% of turnover from public contracts) and employing 141,000 people. Activities included:

e guarding, with €2,220 million turnover and 117,000 employees;

o surveillance, with €800 million turnover and 7,000 employees;

e airport security, with €285 million turnover (+37% / 2002), 8,800 employees and 19
companies (2003);

e transport of valuables, with €670 million turnover, 8,500 employees and 13 companies.

2.4 Key technologies

The French state plays a central role in shaping the defence industry, primarily through the central
role of the DGA, which has all the main instruments in its control: programme specifications,
research planning, industry policy and international cooperation. The DGA is also one of the main
operators of the development of security technologies and research programmes.

In the field of security, the emergence of new kinds of threats calls for strategies which put great
emphasis on technological innovation. The French defence sector is a leader in Research and
Development, with €3.5 million each year, representing 20% of all French R&D expenditure. The
DGA stands as one of the main operators of the development of security technologies. It supplies a
spectrum of responses covering civil security as well as general defence needs. It is responsible
for developing the technologies and systems used by the French armed forces and the
gendarmerie, and has competences in security-related areas such as:

biotechnologies and chemical or nuclear attacks;
security of information systems;

drones and surveillance systems;

vulnerability of equipment and structures;
communication systems.

The DGA also:

o develops the programmes required by the armed forces to fulfil their security missions: the
Helios space observation system, SPATIONAV system and FREMM multipurpose frigates

* COESS Annual Report 2004, p. 28. < http://www.coess.org/documents/annual_report_2004.pdf>
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for the surveillance of sea approaches, the air operations command and control system
(SCCOA - Systeme de Commandement et de Conduite des Opérations Aériennes)
required for air security, the system to protect against CBRN threat , etc.

e prepares future technologies and systems such as UAV, detection through walls, new
sensors, etc.

In addition, France is actively involved in the development of security technologies at the European
level through its participation in the Preparatory Actions on the Enhancement of the European
Industrial Potential in the Field of Security Research (PASR 2004, 2005 and 2006) supported by
DG Enterprise and Industry. French companies (public and private) have coordinated projects in
many different areas such as:

e Surveillance and identification: ISCAPS (PASR 2004), the objective of which was to reduce
the risks of malicious events by providing efficient, real-time, user-friendly, highly
automated surveillance of crowded areas; BS-UAV (PASR 2005) which aimed to present a
structured analysis of the potential contribution of Unmanned Aerial Vehicles to peacetime
security on European borders; i-TRACS (PASR 2006) which sought to develop an
innovative advanced tracking system consolidating and integrating multiple data sources;

e Crisis management. CRIMSON (PASR 2004) which sought to research, develop and
validate an innovative system using the latest Virtual Reality technologies for the inter-
organisational preparation, rehearsal and management of security missions in response to
urban crisis; TIARA (PASR 2004), the purpose of which was to create a European network
which may participate in the management of crisis after the accidental or malevolent
dispersal of radionuclides in a public space; MARIUS (PASR 2005) which aimed at
developing a pre-operational autonomous Command Post which can be deployed rapidly to
monitor every type of crisis management operation; CITRINE (PASR 2006) which aimed at
developing a set of shared information management tools and models to facilitate the
integration of diverse emergency and management services for humanitarian operations
and rescue tasks;

o Systems interoperability: STABORSEC (PASR 2006) which aimed to provide an inventory
of the standardisation efforts to be deployed to cover interoperability needs in the field of
border security; WINTSEC (PASR 2006) which explored solutions to overcome the barriers
for wireless interoperability across different security agencies;

e CBRN: BODE (PASR 2006) which addressed the necessity of developing a reliable,
accurate, stand off detection tool for biological particles; BIO3R (PASR 2006) which sought
to contribute to the improvement of European preparedness in the field of bioterrorism.

2.5 Current research programmes and research projects

The research themes are linked to medium- or long-term defence requirements while retaining a
basic research effort to ensure the necessary reactivity in face of accelerated technological
changes and new types of threats. The DGA has set up a certain number of partnerships with
national research centres such as CNRS (Centre National de la Recherche Scientifique, National
Center for Scientific Research), CEA (Commissariat a I'énergie atomique, Atomic Energy
Commission) or CNES (Centre National d’Etudes Spatiales — Space Agency). In parallel,
cooperation with the French National Research Agency (Agence Nationale de la Recherche or
ANR) is progressively being reinforced. Defence takes part in a large number of ANR programme
steering committees and is expanding exchanges between their scientific and technical managers
and their opposite humbers at ANR, especially in terms of appreciating which themes should be
supported.

ANR ”Concepts, Systems and Tools programme for Global Security” programme
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The ANR is a funding agency for research projects. Its aim is to increase the number of research
projects issued from the entire scientific community, and to provide funding based on calls for
proposals and peer review selection processes. The ANR addresses both public research
institutions and industries with a double mission of producing new knowledge and promoting
interaction between public laboratories and industrial laboratories through the development of
partnerships. Projects are selected based on their scientific quality, as well as on their economic
relevance for industries, when applicable.

In 2006, the ANR launched a new programme on “Concepts, Systems and Tools programme for
Global Security® in partnership with the DGA, which resulted in 43 project proposals gathering 230
partners from the public and private sectors. 14 projects were selected for a total amount of €11.07
million and 78 partners. Projects have a maximum duration of four years.

In 2008, the main thematic axes of the ANR’s call for projects on global security are the following:

e the security of the citizen covering the fight against terrorism and serious crime,
issues linked to petty crime and delinquency but also evidence management
(forensics, for example);

¢ the protection of vital infrastructures and networks (transport, energy, computers) and
their interconnections;

e crisis management, whatever its origin (malicious intent, natural or accidental
catastrophe) from preparation phase through planning to repair;

e border security, land, sea and air and also flow management of goods and immaterial
goods and their interconnections

CEA Simulation programme

The CEA is a public research body whose mission is to develop applications of atomic energy,
both civilian and military. The Pdle Défense (Defence Division), the main objective of which is to
carry out the Simulation programme, had a budget of €1.33 billion in 2005. The military
programmes of the CEA are mainly funded directly by the French Ministry of Defence.

The Simulation programme was launched in 1996 after French nuclear testing was brought to a
final halt. The programme is aimed at guaranteeing the long-term future of a safe and reliable
deterrent capability.

The nuclear warheads that will renew today’s weapons, at the end of their life, must be guaranteed
without testing. They are built around the concept of robust warheads based on performance that
is not sensitive to technological changes and tested during the last test campaign in 1995-1996.
There will, however, be deviations between warheads tested in Polynesia and those used on future
weapons, due to the ‘militarisation’ of the nuclear device or liable to arise during the weapon's
operational lifetime. The Simulation programme was built and designed to ensure correct
performance and safety, taking these deviations into account. The timeframe of the programme
allows specialists who were involved in nuclear weapons testing time to pass on their know-how
and provide the new teams with the necessary scientific support.

The backbone of this programme is a software package that uses computation to reproduce the
different operating phases of a nuclear weapon. Now that there are no tests, detailed predictive
models of all the physical phenomena involved have become crucial. This implies in-depth basic
physics work and a significant increase in available computing power.

The reliability and safety of weapons must be guaranteed through validated design calculations.
This is achieved by using past nuclear test results and new experimental resources: the Airix X-ray
machine to monitor phenomena involved in the non-nuclear phase of operations and the
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Megajoule laser (LMJ) to validate the nuclear phase. Operating feedback from the Laser
Integration Line (LIL), a prototype of the LMJ, and progress made in modeling, have led to genuine
advances in fusion target design.

Computational resources like the Tera supercomputer and experimental facilities like the LMJ and
LIL are key features of the Simulation programme. They represent outstanding achievements both
in terms of technical characteristics and the performance levels offered. These resources are now
available to the scientific community in France and abroad in accordance with the ‘open’ policy
approved by the Ministry of Defense in 2002.

3. Public Opinion

According to experts — be they civil servants, security experts or Parliamentarians, threats to
French security are mainly of a non traditional nature. “Macroeconomic instability”, “migratory
pressures”, “environmental threats”, “natural disasters and pandemics”, “cyber attacks” and
“terrorist attacks” are almost always mentioned in opinion polls. Conversely, threats such as
“conventional war” or “ethnic conflict” are more rarely mentioned, and most often described as
likely to become less important in the future. This confirms the perception among public opinion
that security is no longer only about defence/military issues and threats emanating from states.
This perception is reflected in a 2007 Eurobarometer survey in which unemployment, inflation,
pensions, the country’s economic situation and insecurity are ranked as the top five issues with
which France is confronted. Eurobarometer figures also indicate that French public opinion is
increasingly concerned with problems linked to the decrease in purchasing power, the national
health system and the environment.®

However, this appears to contradict what opinions polls have constantly shown since 1990, i.e. the
fact that the terrorist threat remains at the top of the list of potential threats identified by the French
publice. This has been the case for 48% of the French in April 2001; 61% in 2002; 59% in 2003;
64% in 2004; 59% in June 2005 (before the London attacks); 62% in 2006. A 2006 German
Marshall Fund poll also says that “International Terrorism” is an “Extremely important” or
“Important” threat for 95% of the French.’

Question: ‘l am going to read you a list of possible international threats to Europe in the next 10 years.
Please tell me if you think each one is an extremely important threat, an important threat or not an
important threat at all.’
. Don’t
Extremely Important Not important K
) now /
important threat threat threat at all
Refusal
International terrorism 60 35 5 -
Large number_s of immigrants and 22 51 26 1
refugees coming into Europe
Iran acquiring nuclear weapons 53 37 9 1
The global spread of a disease
such as the avian bird flu 26 50 25 i
A major economic downturn 36 52 11 1
The effects of global warning 60 33 6 -
The growing power of China 28 53 19 1
Violence and instability in Iraq 36 51 13 1
Islamic fundamentalism 54 37 8 1

® European Commission, “Rapport National France”, Eurobarometer 68, Public Opinion in the European
Union, autumn 2007, Brussels, 2007, p. 5.

® Ministry of Defence. “Les Frangais et la défense”, annual opinion poll, BVA, Paris, July 2005 and July 2006.
" The German Marshall Fund of the United States. “French Threat Perceptions in 2006”, TNS Opinion,
Transatlantic Trends — Topline Report 2006, 2006, pp. 20-28.
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TNS Opinion, Transatlantic Trends — Topline Report 2006, The German Marshall Fund of the United States,
2006, pp. 20-28.

This difference between public opinion and experts may find an explanation in the fact that French
policy-makers have always insisted that terrorism as a threat should be taken extremely seriously,
but not overestimated. Other existing threats do not disappear with the growing importance of
terrorism.® This, in turn, may also reflect the sense, often expressed among French leaders, that
the terrorist threat is overestimated in general (in the US and in Europe) and that it should not
shape the French security policy excessively. However, this observation is to be nuanced by the
importance given to terrorism at the governmental level, through the release in 2006 of the White
Paper on Terrorism.® Indeed, the release of a document dedicated to terrorism seems to
demonstrate that France pays particular attention to that issue. The White Paper on Terrorism is
the first attempt to define a comprehensive doctrine to fight terrorism. Global Terrorism is
presented as a strategic threat that has never been as important as in 2006.

It is interesting to note that 61% of the French see the role of the French Ministry of Defence as
important in the fight against terrorism,*® which gives an indication on the military nature of the fight
against terrorism for the majority of French public opinion. Furthermore, 83% of the French declare
that they “trust the French armed forces to identify and prevent terrorist threats that target
France”.'* Similarly, a 2007 Eurobarometer survey shows a high level of trust in the army among
the French population (77%)."> Over recent years, the convergence of internal and external
security issues has led to a growing involvement of military forces in the fight against terrorism. In
this context, troops have been deployed mainly to protect critical infrastructure against terrorist
actions, as well as for other surveillance tasks. The French army’s participation in counter-terrorism
is based on the so-called ‘Vigipirate’ plan, which comprises two stages: ‘Vigipirate simple’, with
enhanced controls and surveillance of important installations and lines of communication, and
‘Vigipirate renforcé’, under which military units may be deployed in support of police forces.

Opinion polls show that for 72% of the French, the defence budget should stay as it is or be
increased.'® The debate is more on the share taken by personnel expenditures and the need to
have 434,000 personnel by 2015 with 50,000 deployable troops, or about the rationale for some
heavy equipment programmes, such as the second aircraft carrier or the 300 combat aircraft.
Popular support for the continued existence of nuclear deterrence remains fairly high. In 2006, to
the question, “Could a country like France ensure its defence without the deterrent force (nuclear
force)?”, 61% answered “no”, and 34% said “yes”. The number of those in favour of “modernising”
(44%) or “maintaining” (35%) the French deterrent has been growing since 2000; conversely, those
in favour of “reducing” are now a small minority (16%).** France has never had a significant
antinuclear movement. This is partly due to the fact that for the French, nuclear weapons largely
remain the positive symbol of an independent foreign and defence policy, in particular from the
United States.

As far as recent events are concerned, many people in France were against the president’s
proposal to deploy more soldiers to Afghanistan. 68% of respondents opposed President Sarkozy’s

& In his speech on nuclear deterrence on 19 January 2006, Jacques Chirac declared that “it is not because a
new threat appears that the others disappear”.

% La France face au terrorisme. Livre blanc du Gouvernement sur la sécurité intérieure face au
Terrorisme. Paris: La Documentation francaise, 2006.

1% Bureau, Jean-Francois. "Les Frangais face au terrorisme”, [speech by the spokesperson of the

French MOD], November 17, 2005.

1 Ministry of Defence. “Les Francais et la défense”, Op. Cit.

'2 European Commission, “Rapport National France”, Eurobarometer 68, Public Opinion in the European
Union, autumn 2007, Op. Cit., p. 6.

'3 Ministry of Defence. “Les Frangais et la défense”, Op. Cit.

* Ministry of Defence. “Les Francais et la défense”, Op. Cit.
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plan to increase the number of French troops in the country.”® The French government faced a
censure motion on April 1 in the lower house National Assembly from the Socialist Party, angry at
the President’s decision to send an extra 1,000 soldiers to serve in Eastern Afghanistan. The
nonbinding motion reflects anger on the left at a lack of public debate over the reinforcement of
French troops.

As regards the role played by the EU in the field of security and defence, one should note the gap
often observed between experts and public opinion, in the sense that public opinions are generally
more eager to see the EU playing an essential role in security management.*® According to a 2007
Eurobarometer survey, 82% of the French population is in favour of ESDP."’

4. Current foresight activities
4.1 National foresight activities
Civil security:

The key of the system is the Vigipirate plan, which is France's national security alert system,
developed for prevention and prediction purposes. It was created in 1978 and has been activated
several times since. The system defines four levels of threats represented by four colors: yellow,
orange, red, crimson. It calls for specific security measures, including increased police or
police/military mixed patrols in subways, train stations and other vulnerable locations.

The Vigipirate plan is backed up by action plans which are particular cases of emergency plans.
They define the measures to be taken near risk-prone installations or facilities when disaster
strikes. These plans are called ‘pirate’ and the variations are as follows:

Piratome: attacks with nuclear or radioactive matter
Piratox: attacks with chemical poisons

Biotox: attacks with pathogenic biological agents
Piranet: attacks on information systems

Pirate-mer: maritime terrorist attacks

Piratair: air terrorism

Metropirate: public transport

Pirate-ext: for French nationals under threat abroad

Action plans define the missions of the public and public-oriented services, of the local
communities and the conditions for the involvement of private operators, the action of which is
required. They also plan the warning transmission and the liaisons to establish between the
participants and the authorities concerned. Finally, they define the terms and measures to be taken
for informing and protecting the population, and should the case arise, schemes for evacuation and
possible accommodation sites. The ’pirate’ plans are prepared and co-ordinated by the Secrétariat
Général de la Défense Nationale (SGDN). For all of these specialised plans, the army and non-
military national services collaborate closely.

The following is a detailed description of two of the above plans developed against the threat of
biological and nuclear terrorism:

'* Source: BVA / Sud-Ouest. Methodology: face-to-face interviews with 970 French adults, conducted on
March 28 and 29, 2008. No margin of error was provided.

'® See on this the semi-annual Eurobarometer Polls.

1 European Commission, “Rapport National France”, Eurobarometer 68, Public Opinion in the European
Union, autumn 2007, Op. Cit., p. 28.
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¢ The Biotox Plan addressing biological threats: under the auspices of the Ministry of Health,
the Biotox Plan on biological risk - which stems from an inter-ministerial effort commenced
in 1999 and adopted in October 2001 - complements the Vigipirate Plan through specific
measures in the areas of prevention, surveillance, early warning and emergency action.®
The Biotox Plan calls for closer cooperation between civilian and military agencies
concerned with biological threats. Its budget is approximately €60 million. New
arrangements were incorporated after 11 September 2001, to increase security at facilities
for the production, storage and transport of hazardous biological materials. An
epidemiological warning was issued requiring the mandatory natification and reporting of
unusual phenomena such as anthrax. As part of the programme, two military laboratories
and a hospital were made available around the clock to facilitate microbiological diagnosis.
The French government placed an order worth €150 million to ensure the availability of
critical antibiotics. A policy decision was taken to increase vaccination stocks by three
million to have a total of eight million doses. Finally, the government took measures to
facilitate the provision of iodine tablets among the population.

e As regards nuclear protection, historically, French nuclear plants have had limited
protection against aircraft impacts. After 11 September 2001, several new measures were
implemented under the Piratome Plan to ensure the physical safety of vulnerable nuclear
installations. In October 2001, the French Defence Ministry announced that radar systems
capable of detecting low-flying planes and air defence missiles had been deployed at La
Hague and lle Longue.'’® Additional security measures introduced at nuclear facilities
include further restriction of access to such facilities, improved surveillance, and control of
staff access to highly-sensitive areas. Finally, within the International Atomic Energy
Agency (IAEA), France actively engages in measures taken for the physical protection of
nuclear material, including through assistance to countries - such as the former Soviet
Union — where concerns over the vast quantities of fissile materials resulting from
disarmament treaties remain.

The ‘Orsec Plan’ completes the above plans by defining the provisions of an organisation of large-
scale assistance in case of widespread or long lasting disasters such as floods, storm,
earthquakes or major industrial disaster.

As regards nuclear accidents, France is currently developing a doctrine in order to be prepared to
manage the consequences of a nuclear disaster on its territory.”® While, for years, French
authorities have been concentrating on safety, they are now considering the possibility that an
accident may occur, with medium and long-term environmental effects and sanitary consequences
for public health. Two scenarios have been envisaged: a break in a steam generator pipe, and a
partial fusion of the reactor’s core, with leaks lasting respectively one hour and one day. Several
guestions follow on from these speculations, e.g. should the population be allowed to return to the
contaminated territory, and when? How should the medical follow-up be organised? How should
the waste be managed? What compensation should be granted? A methodology to deal with these
issues is being developed by the authorities in cooperation with charitable, educational, medical
and media organisations.

'8 Biotox forms part of the larger Piratox Plan under Vigipirate. Piratox was established in the early 1990s.
<http://www.sante.gouv.fr/htm/dossiers/biotox>

YLa Hague is Europe’s largest nuclear waste reprocessing plant. lle Longue is a military base for nuclear
submarines off the Brittany coast in northwest France.

2 Morin, Hervé. “La France se prépare aux conséquences d’un accident de type Tchernobyl sur son sol”, Le
Monde, February 20, 2008.
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Defence:

The prospective action of the DGA aims to identify the threats which France is likely to be
confronted with in the next three decades. Future military requirements are described in different
types of foresight studies which investigate the new types of armaments to be developed and the
corresponding new technologies required.

The 30-year prospective plan of the DGA (PP30) is the main tool for the identification of
equipment needs and the orientation of defence studies and research. It is part of the Defence
planning process. PP30 is based on three upstream forecasting processes:
e geostrategic prospective to identify future risks and threats;
e operational prospective to specify the military capabilities required to face the threats;
e technological prospective to define priorities among the technological solutions available in
the future in order to develop systems.

The logic behind the PP30 forecasting process can be represented by the following diagram:*

Geostrategic Prospective
. Geostrategic context
. Risks and threats

Operational Prospective P
- Missions of forces Th.cmmlogkul tive
e rne e - Cross-disciplinary technology

- Specific technology

« Military Capabilities RN Faam

Technical-operational solutions
(Future systems and forms of action)

Critical technology

Planning of research actions
(technical-operational studies, R&T and R&D)

Hypotheses for Forces equipment plan

Force Systems Prospective

PP30 is updated annually. It offers a structured and coherent overview of what the future defence
system might be like. It anticipates the types of future engagements, taking into account new
threats, and presents ideas for systems able to fulfil the operational requirements of tomorrow.
PP30 also analyses the impact of technological innovations and breakthroughs in the evolution of
defence systems and the appearance of new arms. The launching of an armaments programme
arises from the convergence of an operational requirement identified thanks to PP30 and from the
success of the different technological feasibility work. The preparation stage then allows for
drawing up a limited set of conceivable solutions that fulfil a specific military requirement.

Upstream studies (Etudes Amont) are carried out in the field of sciences, techniques,
technologies, concepts and methods, before the launch of an armament programme. The objective
of these studies is to give industrialists the technological capacity to manufacture the required
future materials, and to give the DGA the capacity to specify the needs related to these future
programmes (whether they are at short-, medium- or long-term). Upstream studies are directed by

* Ministére de la Défense. "The 30 Year Prospective Plan: A Summary”, p. 4.
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long-term military needs described in a prospective plan which specifies the new types of
armament to be developed and the new technologies required.

Exploratory defence studies of politico-military, economic and social type (EPMES) feed the
strategic reflection within the Ministry, by bringing in an external analysis (they are carried out by
research institutes, universities, consultants, etc.) while sometimes also meeting the needs for
more specific expertise.

Studies of operational and technico-operational type (EOTO) clarify the choices in terms of
equipment at an operational and technical level. They are mainly carried out by military officials
and operational army research centres.

Based on this prospective analysis and the evolution of technologies, the DGA directs and
conducts research in order to master the technologies that will be necessary to design future
military equipment.

4.2 International foresight activities

The French army carries out international foresight activities as part of the NATO Response Force
(NRF). The NRF is a multinational force that can be rapidly deployed by NATO as a collective
defense, crisis management or stabilisation force. It consists of land, air and sea components
provided by NATO members. Contributed forces first train together and then become available for
a 6-month period before being replaced by the new force. France is one of the four leading
contributors and contributes to every NRF. Regular exercises and mock crisis operations allow for
the effective integration, co-ordination and synchronisation of forces.

Noble Mariner 07:

NATO Forces took part in three closely linked exercises centred in the Baltic region in May 2007 to
train maritime, air and land component commands. These exercises were executed separately
from each other, but simultaneously in the North Sea, Kattegat, Danish Straits and in the southern
Baltic Sea including adjacent Danish, German, Swedish and Polish waters, airspace and land.
Forces from 17 NATO nations: Belgium, Canada, Denmark, Estonia, France, Germany, Greece,
Italy, Latvia, the Netherlands, Norway, Poland, Portugal, Spain, Turkey, the United Kingdom, and
the USA trained together with two partner nations: Finland and Sweden. Over 80 maritime units
including aircraft carriers, amphibious and assault ships, destroyers, frigates and mine counter
measures vessels, plus a total of 73 aircraft, ranging from fighters and attack aircraft to tanker
aircraft, and a brigade of ground forces participated. The fictitious scenario required NATO forces
to deploy the NRF to a Joint Operations Area off the coast of Poland, in response to an escalating
conflict inside a divided country. As the exercise developed, the Land, Sea and Air Forces,
operating under a UN mandate, had to respond to a range of situations, including terrorist acts by
extremist groups, a dispute over oil and gas reserves, smuggling of weapons, possible chemical
weapons, refugees and displaced persons and religious and ethnic cleansing. The exercises
culminated in conducting amphibious and land initial entry operations, conducting Non combatant
Evacuation Operations and setting the conditions to restore regional stability and security. This
then allowed NGOs and humanitarian relief efforts to re-enter and assist those caught up in the
conflict.

Noble Midas 07:

In October 2007, NATO and partner nations held a maritime exercise called Noble Midas 07 in the
waters adjacent to Split, Croatia. Approximately 2,000 military and 50 civilian personnel, over 30
ships and submarines and 20 aircraft from NATO and the Croatian Armed Forces trained together
in this crisis response operation scenario, where NATO was appointed by the UN to build up an
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immediate reaction in a fictitious country on the brink of civil war. According to the scenario, for
several days, two forces maneuvered at close quarters in the narrow sea, assessing each other's
intentions, ready to open fire on command. The exercise comprised forces from Bulgaria, France,
Germany, Greece, ltaly, the Netherlands, Norway, Romania, Spain, Turkey, the UK and the USA,
as well as two partner nations, Albania and Croatia. It was conducted by Allied Maritime
Component Command Headquarters Naples. The larger of the two multinational forces exercising
in the Adriatic was led by the French Marfor, created in 2004 to lead the maritime component of the
NATO Response Force. The aim of the exercise was to provide maritime warfare inter-operability
training in an asymmetric, multi-threat environment for the NRF-10 maritime staffs, forces and
other maritime units from NATO nations. On 1 January 2008, French Marfor assumed the role of
NRF Maritime Component Commander as part of the NRF-10 rotation that is on standby for
immediate deployment during the first half of the year. French Marfor is scheduled to again lead
the NRF maritime command in 2010, as part of the NRF-15 rotation.

4.3 ldentified threats

Prospective studies carried out by the Ministry of Defence in this field distinguish up to twelve
different categories of threats, such as classical military opposition or state-sponsored terrorism.
However, these threats can be reduced to four main categories:

Potential military threats:

China will soon become a leading actor on the international scene. In the meantime, the rise of its
military power will allow the country to play a decisive role at a regional level in the China-India-
Pakistan nuclear triangle, although it will need to reckon with India, which is aspiring to become a
great power. China will also see its role increase in the relationship with North and South Korea as
well as Japan, which will remain a counterweight due its privileged relations with the United States.

The role played by certain regional actors, for example in the Middle-East, will be decisive. Located
in the centre of a geopolitically sensitive and conflict-riven area, Iran is in a position to influence the
Persian Gulf, the Caucasus, the Middle East and South Asia. Iran is currently increasing its
capacity to produce enriched uranium with newly developed high-speed centrifuges, which can be
used to produce atomic material either for electricity or a nuclear bomb, and there are a number of
indications that the country is not only interested in civilian nuclear technology.

Strategic threats:

Russia has the world’s largest gas reserves and has emerged as the most important supplier
country to Western and Central Europe. It has already disturbed the gas supply of its direct
geographical neighbours and could threaten the supply to Western European countries. In the
future, Russian energy dominance and its political consequences could, therefore, become a
serious threat to French security.

In addition to state actors, non-state entities have appeared, the political ambitions of which are
sometimes radically anti-Western. These entities can find shelter in ‘failing’ states. They feed
international terrorism and pose a real threat to populations and institutions in the West. The
primary terrorist threat is likely to come from fundamentalist Islamist groups, e.g. Al-Quaeda, who
has issued several threats against France. Terrorists may develop new methods - perhaps
deploying chemical, biological, radiological, or even nuclear devices - as part of suicide attacks
upon civilian targets. They may also deploy psychology and cyber-warfare techniques.

Organised crime principally involving drugs, small arms, trafficking (people, money, arms):
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The relentless rise of organised crime has emerged as one of the most potent threats to the
planet's future, according to a State of the Future survey by the World Federation of United Nations
Associations. The annual takings of criminal gangs around the world are roughly equivalent to
twice the world's combined defence budgets.

Economic or industrial competition:

In order to contain the emergence and expansion of potential ‘peer competitors’, global economic
and industrial powers have to maintain their economic and technological superiority long-term.
Military Force modernization, economic competition, and commercial modernisation drive efforts
for the collection of trade information, critical technologies, and proprietary information which form
an integral part of France’s economic security. Dual-use technologies - those with civilian and
military applications - are the main potential targets of economic and industrial espionage.

5. European collaboration

Guided weapons technology:

In December 2007, Britain and France announced a new initiative in European defence research
collaboration, with the formation of an Innovation and Technology Partnership (ITP) focused on
materials and components for missiles. The ITP will be jointly funded by the British and French
governments and an industry/academia consortium led by multi-national group MBDA. The UK
Ministry of Defence will fund £2.5 million per annum and the French DGA €3.5 million per annum,
while industry expects to match the combined total of the government funding. The ITP will initially
run for 3 years, extendable to 5 years.

The ITP aims to fulfil joint research needs of UK and France for missile technology. It will identify
common capability and technology needs and identify and de-risk emerging technologies for future
equipment. Governmental experts of both nations will establish a Joint Team to monitor and
evaluate jointly the different work packages of this project, in the broader perspective of expertise
sharing. The collaboration also aims to provide more effective access to innovation from SMEs and
universities and forge better links between industry and government.

The ITP aims to consolidate a future European guided weapon capability by building the
technological base and allowing a better understanding of common future needs. It will also
prepare for future cooperative programmes by fostering co-operation.

Space-based defence:

European satellite cooperation is one of the objectives of French space defence policy. In 2007,
the French Defence Minister called for a 50 percent increase in the country's military space
spending and proposed a Europe-wide effort to strengthen military space capabilities through
reciprocal dependence on nationally owned space-based military assets. The French Defence
Ministry had previously embarked on a series of demonstrator satellites to test technologies for
missile warning, eavesdropping, laser communications, and the detection and identification of
ground-based radar systems to stimulate a Europe-wide effort and demonstrate France's belief in
the strategic necessity of space-based defence.

The EU has been having difficulties in getting collective space programmes and policies off the
ground. In November 2004, a joint meeting of EU and European Space Agency (ESA) ministers
agreed to define a common space strategy. The Commission issued a document in 2005 that
stated the main elements of a new space strategy should cover sector-specific industrial policy to
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develop critical technologies and a globally competitive space industry; international cooperation
that meets the “wider geopolitical objectives” of European external relations policies and effective
day-to-day operation of space systems and policy instruments for investing in programmes and
ensuring their efficient management.

In the policy document, "Let's Make More Space for our Defence: Strategic Guidelines for a Space
Defence Policy in France and Europe,” the French Ministry of Defence sought to remove a major
obstacle to multinational military space cooperation by contending that for the system to work,
each nation would need to be dependent on others for major network elements. The
recommendations said France should be less concerned about which European nation owns a
given asset than with preserving a cadre of French specialists trained in interpreting and
processing the satellite data. The report also noted that France was willing to be part of a
European missile-defence effort, but recognized the difficulty of such a programme given the
closeness of Europe to potential sources of hostile missiles.

The creation of the French-Italian Alcatel Alenia Space, merging French and Italian prime
contractors, has made it easier for France and Italy to consider joint projects. Two were under
discussion in 2007. The first was a military telecommunications satellite that would take the place
of the Sicral 2 satellite tentatively planned by Italy and the French Syracuse 3A. France and lItaly
also discussed the terms of a joint programme to develop a Ka-band-only satellite called
Athena/Fidus that would be used for both military and non-military broadband communications
which do not require jam-proofing or NATO-standard encryption levels. This satellite would be
financed by the French and Italian space agencies.

In preparation for the French presidency of the European Union in the second half of 2008, France
will focus on several objectives in the field of defence: reinforcing the European Union’s planning
and command capacities, developing European military capacities — particularly for strategic
transport, and making European Armed Forces more interoperable.

6. Conclusions

A consensus has emerged in France about the fact that security is no longer only about
defence/military issues and threats emanating from states. It follows that the military instrument is
no longer seen as being the only one in the management of security threats. In the light of this new
approach, the country has begun to strengthen the coordination of civilian and military resources
with the capabilities of the armed forces and security resources in order to cope with the risks. Yet,
the extent to which the shift from defence to security has been translated at policy level is unclear.
Some efforts have been made to broaden the approach to security management, as shown in the
White Paper on Terrorism,” but much remains to be done. In particular, the involvement of
agencies beyond the Ministries of Interior, Defence, and Foreign Affairs in the management of
threats is still difficult. However, a global approach to security requires that all the stakeholders
work together. France needs to go beyond a combination of partial responses to use the nation’s
resources more effectively, and beyond that, design more efficient transversal systems and reduce
vulnerabilities. This is undoubtedly one of the subjects on which the new Defence and National
Security White Paper will concentrate, with emphasis on defining needs, and the fact that someone
must federate the fragmented and diverse security players, in order to comprehend these needs.

Simultaneously, the modernisation of the nuclear forces continues so that the doctrines of French
dissuasion and independence remain pertinent. France has also taken a strong stance in favour of
multilateralism, as shown by its readiness to re-join the Atlantic Alliance as a full-fledged partner,

22| a France face au terrorisme. Livre blanc du Gouvernement sur la sécurité intérieure face au
Terrorisme. Op. Cit.
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and its increased contribution of troops operating under NATO command in Afghanistan.
Moreover, like other countries, France is constantly seeking to adapt its prevention plans for
prediction and dissuasion in the face of security threats. The country carries out various foresight
exercises at the national and international level. Terrorism is given high importance by the
government as it is openly threatening France’s vital and strategic interests. The new White Paper
is expected to address the challenges of terrorism and WMD proliferation and the corresponding
need to protect the homeland and improve domestic intelligence. At the same time, the necessity
to continue to be prepared for a high intensity conflict against a conventional enemy remains an
imperative. These diverging priorities are likely to fuel future debates about issues such as the role
of the armed forces, the nature and level of military spending, and the evolution of French nuclear
deterrent policy.

Page 20 of 28



FORESEC Deliverable D 2.2 Country report on France

7. References

Agence Nationale de la Recherche
http://www.agence-nationale-recherche.fr

Bureau, Jean-Francois. "Les Francgais face au terrorisme”, [speech by the spokesperson of the
French MOD], November 17, 2005.

Centre National de la Recherche Scientifique
http://www.cnrs.fr/index.html

Centre National d’Etudes Spatiales
http://www.cnes.fr/web/455-cnes-en.php

Commissariat a 'Energie Atomique — Direction des Applications Militaires
http://www-dam.cea.fr

Confederation of European Security Services
http://www.coess.org

Délégation Générale pour ’Armement
http://www.defense.gouv.fr

European Commission, “Rapport National France”, Eurobarometer 68, Public Opinion in the
European Union, autumn 2007, Brussels, 2007.
http://ec.europa.eu/public_opinion/archives/eb/eb68/eb 68 fr exec.pdf

La France face au terrorisme. Livre blanc du Gouvernement sur la sécurité intérieure face au
Terrorisme. Paris: La Documentation frangaise, 2006.
http://lesrapports.ladocumentationfrancaise.fr/BRP/064000275/0000.pdf

Livre Blanc sur la Défense, 1994
http://www.premierministre.gouv.fr/IMG/pdf/Livre blanc 1994-2003 1.pdf

Ministry of Defence
http://www.defense.gouv.fr/defense uk

Ministry of Defence. “Les Francgais et la défense”, annual opinion poll, BVA, Paris, July 2005.
Ministry of Defence. “Les Francais et la défense”, annual opinion poll, BVA, Paris, July 2006.
Ministry of Defence. "The 30 Year Prospective Plan: A Summary”

http://www.defense.gouv.fr/defense/content/download/48526/481370/file/the 30 years prospectiv
e plan - a summary pp30 chapitres en.pdf

Ministry of Foreign Affairs
http://www.diplomatie.gouv.fr/en/

Ministry of the Interior
http://www.interieur.gouv.fr

Morin, Hervé. “La France se prépare aux conséquences d’un accident de type Tchernobyl sur son
sol”, Le Monde, February 20, 2008.

Page 21 of 28


http://www.agence-nationale-recherche.fr/
http://www.cnrs.fr/index.html
http://www.cnes.fr/web/455-cnes-en.php
http://www.coess.org/
http://www.defense.gouv.fr/
http://ec.europa.eu/public_opinion/archives/eb/eb68/eb_68_fr_exec.pdf
http://lesrapports.ladocumentationfrancaise.fr/BRP/064000275/0000.pdf
http://www.premierministre.gouv.fr/IMG/pdf/Livre_blanc_1994-2003_1.pdf
http://www.defense.gouv.fr/defense_uk
http://www.defense.gouv.fr/defense/content/download/48526/481370/file/the_30_years_prospective_plan_-_a_summary_pp30_chapitres_en.pdf
http://www.defense.gouv.fr/defense/content/download/48526/481370/file/the_30_years_prospective_plan_-_a_summary_pp30_chapitres_en.pdf
http://www.diplomatie.gouv.fr/en/
http://www.interieur.gouv.fr/

FORESEC Deliverable D 2.2 Country report on France

NATO Noble Mariner 07
http://nmr-nad-ks.mw.mil.pl/

Secretariat General for National Defence
http://www.sgdn.gouv.fr/sommaire en.php

Service de santé des armées
http://www.defense.gouv.fr/sante

Tardy, Thierry. "Table 5.4. France’s preferred responses to threats”, National Threat Perception:
Survey Results from France, Garnet Working Paper No 18.5, Garnet Project JERP 5.3.2, May
2007, p. 15.

The German Marshall Fund of the United States. “French Threat Perceptions in 2006”, TNS
Opinion, Transatlantic Trends — Topline Report 2006, 2006, pp. 20-28.

Union Fédérale des Industries et Services de la Sécurité
http://www.ufiss.fr

Page 22 of 28


http://nmr-nad-ks.mw.mil.pl/
http://www.sgdn.gouv.fr/sommaire_en.php
http://www.defense.gouv.fr/sante
http://www.ufiss.fr/

FORESEC Deliverable D 2.2 Country report on France

Appendix A Current security related activities

Table 1 Organisations

Organisation | Short Description Mission Resources Collaboration Contact
Information
Responsible for the | Protect persons and Civil protection: Ministry of Ministere de
general interior property, public order, | €429 millions Defence, the I'Intérieur, de
security of the law enforcement and | (3%, 2007) Ministry of I'outre-mer et des
country, with civil protection. Security Economy and collectivités
Ministry of the | respect to criminal €8,199 million Trade, the territoriales
Interior acts or natural (57 %, 2007) Department of Place Beauvau
catastrophes, the Revenue and the 75008 Paris
granting of ID Customs Office. France
documents, the Tel: +33 1 40 07
supervision of 60 60
police forces. www.interieur.gou
v.fr
Responsible for Use of armed forces €47.7 billion Ministry of Interior, | Ministére de la
ensuring the safety | to protect the country | (2007, 92% the Ministry of Défense
of French citizens against external allocated to Foreign Affairs, 14, rue Saint
Ministry of and for protecting threat and civil missions of the Ministry of Dominique
Defence their interests on protection. defence and Economy and 75007 Paris
the national territory security) Trade, the SGDN | France
and abroad. 430,000 civilian | and the Ministries | Tel: +33 142 19
and military of Defence of 3011
personnel allied countries. www.defense.gou
v.fr
Responsible for Prepares the State for | €78.3 million All ministries SGDN
defence and confronting threats to | (2007) concerned 51, boulevard de
security-related the safety of the Staff: 560 (Defence, Foreign | la Tour-Maubourg
interministerial population, the affairs, Economy, | 75700 Paris
coordination. country’s Finance and France
SGDN Reports to the infrastructure or the Industry, Health, www.sgdn.gouv.fr
Prime Minister. continuity of national Research and
life. Carries out risk Transport)
analysis and planning
of terrorist threat
prevention and
intervention
measures.
Responsible for the | Protects French €4.5 billion Regular contact Ministere des
implementation of interests abroad and (2007) with 158 Affaires
French foreign French expatriates Staff: 16,460 embassies and étrangeéres et
Ministére des policy. thrc_)ugh diplomatic wi_th_ other europégnnes
Affaires action. Mlnlstrles_. Co- 37, quai d’_Orsay
. . Monitors the operates in 75007 Paris
étrangeres . .
development of crises parliamentary France

and international
conflicts which may
affect French
interests.

action. In contact
with the business
world.

Tel : +33 14317
53 53

www.diplomatie.q
ouv.fr
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Table 2 Strategies and doctrines

Name

Short Description

Objectives

Actions

Contact Information

Protection of

The armed forces (the
army and the National
Gendarmerie) are in
charge of protecting the

Safeguarding the
population, the
territory’s security and
integrity, as well as

"Permanent security
posture”: requires
adequate military
capabilities and sufficient

Ministére de la Défense

the national . i
- land, air and sea the running of resources to meet new
territory . ST . . .
spaces. The legal basis | institutions and socio- | security requirements.
for territorial defence is | economic activities. Co-operation with
a 1959 regulation "on neighbouring and allied
the organisation of countries.
national defence”.
Interventions and use Being able to deploy Requires armed forces Ministére de la Défense
of armed forces outside | forces (troops, which are trained to be
the national borders. weapon systems and | deployed far from their
associated logistics) base, as well as long-
in places located distance means of
Force
S several thousand transport.
projection

kilometres away
under short notice,
send an adequate
force, support it in the
long term and
prepare the return to
peace.

Protection of
‘vital interests’

Protection of the
integrity of the national
territory, free exercise
of sovereignty,
protection of the
population.

Notion introduced by
the 1972 Defence
White Paper.

Safeguarding French
strategic supplies and
the defence of allied
countries.

Use of conventional or
nuclear weapons.

Ministére de la Défense

National
independence

Deterrence based on
nuclear arsenal or
Force de frappe.
First nuclear test in
1960; operationally
viable weapons in
1964.

Preventing attacks
from powerful
adversaries by being
able to inflict damage
which is out of
proportion with the
stake of the conflict.

Use of nuclear weapons
(ballistic missiles aboard
submarines and
advanced medium-range
air to surface missiles
launched by the Air Force
and the Navy).

Ministére de la Défense
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Table 3 Private Sector

Name Short Description Main activities Impacts Contact information
EADS EADS is a global EADS Defence & Security EADS makes two EADS
leader in aerospace, | Systems Division provides significant Defence and
defence and related | network solutions combining contributions to Communications Systems
services. The Group | military aircraft, missile national security: the 1, boulevard Jean Moulin
includes the aircraft systems, defence and provision of 78996 Elancourt Cedex
manufacturer Airbus, | communications systems, information superiority | France
the world's largest defence electronics, and related | and effective net- Tel: +33 1 61 38 50 00
helicopter supplier services. centric operations. www.eads.com
Eurocopter and EADS provides global security EADS provides tools
EADS Astrium, the solutions for border for battlefield, crisis
European leader in surveillance, crisis management | and global security
space programmes and data transmission. The management to
from Ariane to Acropol network provides the respond to the new
Galileo. police with voice and data threats, and to make
encryption communication. protection of
MARIUS (Mobile Autonomous sovereignty,
Reactive Information system for | community and
Urgency Situations) allows for individuals possible.
the rapid deployment of crisis
management centres.
Thales Information systems | Thales is the country’s leading Thales has developed | Thales

for the Aerospace,
Defence and
Security markets.
Thales is the world
leader in mission-
critical information
systems for safety
and security
markets.

defence contractor, the main
supplier of onboard electronics
for the Rafale and Mirage
combat aircraft and a key
avionics supplier to Airbus and
Eurocopter. The company is
prime contractor for the large-
scale defence programmes of
the future: it is co-prime for the
French Army’s future
information and communication
system. Thales also has an
extensive involvement in non-
defence markets: it has
provided air traffic management
systems for many of France’s
airports.

Thales has developed
integrated comandment and
operation control posts,
equipped with intelligence and
data collection systems, and
secure telecommunications.
The Sprint systems are
dedicated to the collection,
organisation and analysis of
information from various
sources. They include a
component called Sierra, which
was developed for the
management of serious
chemical emergencies.

The main customers for security
technologies are: ground
transportation players,
government & administration,
energy & utilities, banking &
finance, medical, enterprises,
defence and aerospace sector.

safety and security
solutions to protect a
country, region, city,
sensitive site, critical
infrastructure or major
event.

Thales security
solutions enable
timely detection of
incidents, a rapid
response to crisis
situations and a
prompt return to
normal operations with
minimum impact on
human, political and
economic activity.

45 rue de Villiers

92526 Neuilly-sur-Seine
Cedex

France

Tel: +33 157 77 80 00
www.thalesgroup.com
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Sagem Sagem Défense Sagem’s Defense Security Sagem Défense Sagem Défense Sécurité
Défense Sécurité belongs to branch operates in civil, military | Sécurité provides 27, rue Leblanc
Sécurité SAFRAN, a high- and space markets, through the | critical technologies 75015 Paris
technology group, following product lines: for the civil, military Tel: + 3301 58 11 78 00
organized in four navigation and inertial guidance | and space markets. France
branches: equipment, optronic systems www.sagem-ds.com
Aerospace and equipment, avionics
propulsion, Aircraft systems, UAV (unmanned
equipment, Defense | aerial vehicle) systems, air-land
Security, systems and equipment,
Communications. biometric identification systems,
secure transaction terminals
and smartcards.
Sagem Sagem Sécurité is Sagem Sécurité specialises in The products Sagem Sécurité
Sécurité part of the Defense identification technologies. It developed by Sagem 27, rue Leblanc
and Security Branch | has developed AFIS Sécurité meet the 75015 Paris
of the SAFRAN (Automated Fingerprint security needs of France
group. Identification System) individuals, companies | Tel: + 33158 11 25 00
It is the world leader | Metamorpho, a system for and the State. They Www.sagem-securite.com
in digital fingerprint biometric investigation which are geared towards
biometrics and a manages fingerprints and can local protection, as
leading player in identify a person in real time well as nation-wide
multibiometric through a network of servers security.
technologies, and terminals covering an entire
smartcards, secure territory.
transactions and ID MorphoFace Alarm is a facial
management identification software which
solutions. can send real time warnings to
video surveillance systems. It
uses a database of persons
wanted by the police, and was
conceived to meet the
requirements of border control
as well as those of large
sporting events.
Dassault Dassault Aviation is Dassault Aviation offers two Dassault Aviation is Dassault Aviation
Aviation a French aircraft multi-role combat aircraft, the one of the major 78, quai Marcel Dassault

manufacturer of
military, regional and
business jets. It is
owned by Groupe
Industriel Marcel
Dassault (50.21%)
and EADS France
(46.30%).

Rafale and the Mirage 2000
family. Dassault is also involved
in several unmanned air vehicle
programmes. Dassault
Aviation is the prime contractor
of the European UCAV
(Unmanned Combat Air
Vehicle) demonstrator
programme, and in the
Euromale project (for which
EADS is the prime contractor).
The purpose of the project is to
equip European air forces with
a 24-hour all-weather battlefield
surveillance and ground target
reconnaissance system.

players in the global
civil and military
aviation industry. It
has expertise in
strategic technology
and complex airborne
systems. It is the main
supplier of the French
armed forces.

92552 Saint-Cloud

Cedex 300

France
www.dassault-aviation.com
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Table 4 Key technologies

Name

Short Description

Impacts

Applications

Space observation

Satellites built by EADS Astrium. Helios

Provides France with a high-

Surveillance of

system 2A launched in December 2004. Helios resolution military surveillance | nuclear facilities.
HELIOS 2 2B due to be launched during the first system.
quarter of 2009. Primary tasks:
e  Verifying the respect of
Total cost of the Helios 2 programme: €2 disarmament treaties;
billion. The two satellites account for half e Identifying crisis precursor
this amount, design 20 %, launch 15 %, signs to improve the
and ground segment 10%. effectiveness of preventive
measures taken by
The Helios 2 programme is conducted by political and military
the DGA on behalf of the French, Belgian authorities;
and Spanish defense ministries. e  Contributing at a strategic
Belgium and Spain are participating in the and operational level to
programme with a 2.5% cost share each. theanalysis needed for the
CNES is the delegated contracting conduct of military
authority for the space component and for operations (support to
the overall architecture of the Helios targeting, guidance,
system. mission planning and
battle damage
assessment.)
SCCOA The programme was initiated in 1993. The | The programme is intended to | The SCCOA
programme system consists of a range of sensors, provide the French Air Force equipment is

Air Operations
Command and
Control system

operations centres and communications
resources forming a complex network
offering automated and interlinked
surveillance and control, along with force,
resource, airspace and intelligence
management functions.

Total cost of the programme: €2.1 billion
(4 phases: 1993, 1997, 2001, and 2009).
The DGA awarded the contract
successively to EADS, which managed
stages 1 and 2 of the programme, and to
the company MOSS SAS (jointly owned
subsidiary of Thales and EADS), which is
managing stage 3.

with a highly automated global
management capability for
weapon systems (aircraft and
ground-to-air systems), both
within mainland France and in
overseas operational theatres,
based on a unified air
operations command centre
with high speed data links and
a high degree of
interoperability with French and
foreign armed forces. The
SCCOA will also be
interoperable with the NATO
ACCS system.

compatible with
civilian air traffic
control systems.

CALADIOM

Optical captor

The Caladiom is a video surveillance
system developed as part of a project
funded by the DGA. It was designed by
ENSTA and DGA, for the government,
and industrialists Bertin and CEA.

The technology allows long-
period mobile surveillance and
supply of information in
isolated, hostile or risky zones.
It can provide field forces with
remote visualization of threats,
enabling detection and
identification of threats from
long distance. It can also be
embedded on robots, drones
or a missile guidance system.

Among
numerous civil
uses are forest
fire detection,
sensitive site
surveillance
(airports, power
stations, etc.) or
driving
assistance for
mass-produced
cars.
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Appendix B ldentified threats

Table 5 Identified threats

Name

Short Description

Military threat

Large military or economic powers which can cause serious damage to France
(China), regional conflicts, proliferation (Iran).
Response: diplomacy, military intervention/use of force.

Strategic threat

Energetic threat: in the oil sector, a limited conflict could take place with Russia
over the recently discovered reserves in the North Pole; Iran could threaten to
block routes used by oil tankers through the Strait of Hormuz to dissuade
Western nations from launching a military operation against its nuclear
programme.

Failed states, terrorism, religious extremism and nationalism, e.g. radical Islamic
groups in the Maghreb or the Middle-East which have threatened France (e.g. al-
Quaeda).

Indirect action by terrorist networks: blowing up of ships carrying dangerous
goods (e.g. fertiliser, methane gas) in the Suez and Panama canals in such a
way that the canals' infrastructure would be damaged, resulting in a major
blockage.

Response: diplomacy, political/economic sanctions, crisis management/peace
operations, development aid, intelligence sharing.

Organised crime

Non-state actors: mafias, smuggling, trafficking (drugs, human beings...)
threatening state structure.

Response: intelligence sharing, police, reaching agreements with ‘source’
countries to help them dismantle their networks.

Economic or industrial competition

‘Peer competitors’ who threaten French economic assets (e.g. USA)
Industrial espionage.
Response: intelligence sharing.
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