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Introduction 

 

This report on Global Trends and Actors Shaping European Security (GTA) complements the 12 

country reports compiled in FORESEC (Deliverables 2.2) and feeds, alongside the country reports, 

into the synthesis report (Deliverable 2.4). The overarching objective of the GTA is to contribute a 

global perspective to the state of the art scan. It adds to the definition of a concept for European 

security in particular by looking at important global trends, major powers and their 

conceptualization of security as well as at the EU level security discourse. The purpose of this 

report is to come to conclusions regarding the main impact of global trends and major actors on 

European security.  

The report begins with an overview of the current EU-level discourse that outlines in how far a 

European conception of security and its associated practices and priorities already exists. This 

level of analysis is distinct from the national and the global level. Second, global trends in six areas 

are discussed: demographics; the environment; energy and resources; conflict; globalization; and 

communications, information and technology. This is followed by chapters that analyse the security 

policies and strategies of China, India, Russia and the US. The report thus includes the current 

dominant power in world affairs and the two rising powers with China having the largest national 

population and ultimately expected to become the world largest economy, and India being the 

largest democracy on the planet. Furthermore, Russia continues to exert major influence on 

European foreign policy not least because of European energy dependency on Russia. While there 

are certainly further candidates, such as Brazil, the FORESEC consortium felt that focussing on 

those four countries describes an acceptable trade off between breadth and depth of what is 

covered. Finally, the report concludes with a brief presentation of main findings and an analysis of 

its implications for European security. 
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1. EU Security Discourse: Strategy and Public Opinion 

 

In the context of the European Union, security is focused on the well-being of EU citizens and 

global peace and stability. The concept of human security is thus of relevance. According to the 

European Security Strategy (ESS) “A Secure Europe in a Better World” adopted by the European 

Council in 2003, internal and external dimensions of security can no longer be usefully separated 

from each other.1 

The security environment is characterised by a tension between the winners and losers of the 

ongoing process of globalisation and the increasing role played by non-state actors. The world is 

becoming increasingly interconnected which implies rising degrees of interdependence and hence 

vulnerability. In the context of the EU, for example, dependency on energy imports is set to rise 

from 50% of demand today to some 70% by 2030.  

European security is seen to be threatened by connected threats, some of which are asymmetric in 

nature and involve a multitude of actors. The security strategy points to the need for 

comprehensive responses to deal with threats stemming from terrorism, the proliferation of 

weapons of mass destruction, regional conflicts, failing states and organised crime.  

Bringing diverse instruments across civilian and military spheres together into a coherent response 

is seen as the greatest potential, if yet only partially realised, comparative advantage of the EU. 

Furthermore, the EU‟s approach to security is based on what is referred to as „effective 

multilateralism. This includes a strong international society, strong international institutions and 

respect for international law. 

 

1.1 Strategies 

 

Overall, on a conceptual level, the European security strategy, owned by the Council, is the most 

important strategy available to date at the EU level. It starts with the realisation that Europe enjoys 

a more secure status at the moment than it ever has and accords partial credit for this situation to 

the process of European integration and successive EU enlargements. The ESS furthermore 

points out that an organization with the EU‟s economic prowess has to engage on the global level 

– there was no choice to be had in this regard.  

Key threats identified are global terrorism motivated by complex causes, WMD proliferation, 

regional conflicts – which are most important as a driver of other threats such as terrorism, state 

failure, organised crime or demand for WMD -, state failure which also is said to fuel terrorism, 

organised crime and regional instability, and organised crime as such. Hence, the most important 

aspect of the EU threat assessment is that it describes a continuum of connected threats that 

cannot be dealt with in isolation. In fact, it is their interconnectedness that makes them so 

dangerous. None of the major threats listed requires a purely or even mostly military response – 

rather, a comprehensive approach and a mix of instruments is key. The EU is assumed to be well 

positioned to provide such a mix. For the EU as an organization, the ESS lays out a four part 

challenge: in order to live up to its aspirations and its responsibility to global peace and stability, 

                                                 
1
 European Union (2003): A Secure Europe in a Better World:  European Security Strategy, Brussels, 12 December 

2003. 
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the EU would have to be more active across the spectrum of means, more capable, more 

coherent, and work with international partners. 

Two further documents that are closely related to the ESS are the EU Strategy Against 

Proliferation of Weapons of Mass Destruction (WMD) of 2003 and the EU Counter-Terrorism 

Strategy of 2005.2 The former states the EU‟s objectives as being to “prevent, deter, halt and, 

where possible, eliminate proliferation programmes of concern worldwide” (p. 2). It is clear that 

WMD and their delivery systems are included in this objective. The idea of effective multilateralism 

is seen to be central and would include expanding and strengthening treaties, agreements and 

verification regimes in the fields of disarmament and non-proliferation. This involves support for the 

UN Security Council‟s role in this area, building support for verification regimes, coordinating export 

control regimes with partners, enhancing the security of sensitive assets within the EU, and fighting 

illegal trafficking. A second pillar in the strategy is the promotion of international and regional 

stability because instability fuels several countries‟ desire for WMD. Hence, threat reduction 

programmes and making non-proliferation issues a part of EU activities in general feature 

prominently. Like the ESS, the WMD strategy also highlights the need for cooperation with key 

partners. In particular, the US, Russia, Japan, and Canada are mentioned. Finally, it is argued that 

the EU itself needs to build up adequate institutional capacity to address this challenge in a 

comprehensive and sustained manner. 

The counter-terrorism strategy commits the EU to “combat terrorism globally while respecting 

human rights, and make Europe safer, allowing its citizens to live in an area of freedom, security 

and justice” (p. 6). The strategy is then build around four pillars: a) prevent that new recruits turn to 

terrorist organizations by addressing root causes of radicalization in and beyond Europe, b) protect 

citizens and infrastructure from attack through enhanced border, transport and critical infrastructure 

protection, c) pursue terrorists through the means of law enforcement and judicial and 

prosecutorial means, and d) respond by improving consequence management capacities in a 

coordinated fashion. While the strategy underlines that EU member states are primarily 

responsible for fighting terrorism, it carves out a role for the EU in contributing to the strengthening 

of national capabilities, the facilitation of European cooperation, the development of collective 

capability, and promoting international partnership.     

In addition, the European Neighbourhood Policy (ENP), proposed by the European Commission in 

2003 and endorsed by the Council in 2004, is of strategic importance in the security field.3 The EU 

has an obvious interest in stable and prosperous societies in its vicinity. Hence, so a central 

assumption of ENP, if the EU supports political and economic development in surrounding states it 

will foster prosperity and thereby security and stability.  

The ENP approach includes relations with Algeria, Armenia, Azerbaijan, Egypt, Georgia, Israel, 

Jordan, Lebanon, Moldova, Morocco, P.A., Tunisia, and Ukraine. In future, Belarus, Libya and 

Syria are also to be included. The EU agrees individual action plans with these countries and 

ownership is correspondingly joint. Areas that are covered include political aspects, economic 

activities, trade, justice, liberty and security, sectoral policies such as transport, energy and the 

environment as well as civil society and direct contacts between individuals. The underlying 

mechanism is that partners are rewarded for progress with intensified dialogue and thus deeper 

interaction with the EU. The EU hopes to focus on the protection of democracy, common foreign 

                                                 
2
 See: Council of the European Union (2003): Fight against the proliferation of weapons of mass destruction – EU 

strategy against proliferation of Weapons of Mass Destruction, 10 December, 15708/03; Council of the European Union 
(2005): The European Union Counter-Terrorism Strategy, 30 November, 14469/4/05.  
3
 See: European Commission (2007): Working Together – The European Neighbourhood Policy, Brussels. 
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policy priorities, the general promotion of multilateralism, and addressing common security threats. 

As a result the ENP is based on the assumption that the EU and ENP partners share a certain set 

of values and interests that can be expanded over time. Essentially, ENP tries to project the EU 

way of dealing with crucial policy changes to countries in its vicinity that are not membership 

candidates.  

A more recent addition is a paper presented by the HR/SG on climate change and security. The 

paper, presented in March 2008, is jointly owned by the Commission and the Council.4 The paper 

insists that the EU had to focus on the mitigation of and preparation for the inevitable effects of 

climate change as a part of its preventive security policy: “Climate change is best viewed as a 

threat multiplier which exacerbates existing trends, tensions and instability” (p. 2).  

Several forms of conflict are assessed to be at least in part driven by climate change: resource 

conflicts (over arable land, water, food); economic conflict caused by risks to coastal regions and 

critical infrastructure located there; border disputes and potentially also the loss of territory; 

environmentally induced migration; fragility because governments might no longer be able to meet 

basic demands of their citizens; and energy supply. Mechanisms for international governance will 

come under pressure as those causing climate change and those most affected by it will remain 

distinct groups for the time being.  

On the defence industrial and technological side, the European Defence Agency has presented 

strategy documents on the development of a European Defence Technological and Industrial Base 

(EDTIB) and initial thoughts on a European Defence Research and Technology Strategy.5 The 

former document argues that EU member state governments can no longer economically sustain a 

defence industrial and technological base on a national level, which was the approach of the past. 

Furthermore, in a security environment that sees multinational crisis management missions as the 

predominant framework for the use of armed force, national conceptions were no longer 

operationally sensible as well. The research and technology strategy calls for the definition of a list 

of technological and research themes to focus future investment. Aspects that needed to be taken 

into account in such an exercise, which is currently under way, include the possibility to translate 

military capability needs into clear research and technology goals, the probability that certain a 

technological push would have a game changing impact, and whether opportunities for effective 

collaboration can be identified. 

Beyond the concerns of the technology list for the defence research and technology strategy, 

several technologies can be identified as being crucial to improve security in Europe. First, 

biometrics as far as it allows for personal identification via finger prints, facial imaging or voice 

recognition. Part of the threat to EU citizens is driven by individuals be it in the field of organized 

crime, terrorism, or even illegal migration. Given the potential abuse of the data generated   

through biometrics, it is important that such moves are matched by better data protection 

technology and procedures.  

Related to this is the need for networked data systems to share, fuse, analyse, and exploit 

available date. This need stretched to integrated intelligence data. In the period between February 

and September 2008, the EDA and the EU Satellite Centre will conduct a series of trials in order to 

demonstrate how imagery from diverse sources and in various formats can be fused to a single 

                                                 
4
 High Representative and European Commission (2008): Climate Change and International Security, S113/08, 14 

March 2008.  
5
 European Defence Agency (2007): A Strategy for the European Defence Technological and Industrial Base, Brussels; 

(2007): Framework for a European Defence Research & Technology Strategy, Brussels. 
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ground station, for example in support of an EU-led crisis management mission. Such a system, 

referred to as Tactical Imagery Exploitation System (TIES) would improve the interoperability 

between Intelligence, Surveillance, and Reconnaissance (ISR) assets and ground terminals.   

Again related, area surveillance, for example for border protection or perimeter security, need to be 

improved including through a variety of sensors. This aspect is in turn linked to detection and 

identification technology for weapons, hazardous materials including explosives and CBRN 

materials.  

In parallel the European Commission funded security research work has been launched. To cope 

with the security challenges and changes, both the governments of EU Member States and the EU 

as a whole has decided to invest in security-related research, supporting their security policies, and 

to develop innovative processes and products. EU level civil security research started in 2004 

when the European Commission launched a three years Preparatory Action for Security Research 

(PASR) with a budget of 45 M€ for 2004-2006. The purpose of the PASR was the development of 

a fully fledged European civil security research programme that was eventually implemented as 

part of the 7th Research Framework Programme, the EU´s main instrument for funding research 

over the period 2007 to 2013. During the years of the PASR and early FP7, a number of national 

security research programmes were also prepared and launched in the EU Member States. 

In order to drive this whole process forward through the establishment of a strategic security 

research and innovation agenda, the European Security Research and Innovation Forum (ESRIF) 

has been created. A part of ESRIF‟s mandate is the identification of long term threats and 

challenges, mainly building on foresight and scenario techniques, linking predictions and 

expectations about future developments with the focal areas of the ESRIF working groups. 

 

 

1.2 Public Opinion 

 

On the aggregate EU level, public opinion sends mixed signals regarding security. On the one 

hand, as the latest Standard Eurobarometer (68, 2007), demonstrated, traditional security topics 

are rarely identified as top priorities by citizens. Asked to single out the most important issues their 

respective country was facing, 27% answered unemployment and 26% rising prices and inflation, 

thus putting a clear focus on individual economic security. Crime received 24%, immigration 15% 

and terrorism was mentioned by 10% of the respondents. This low level of threat perception is 

confounded by high support among EU citizens for joint national/EU decision making in security 

fields. The Eurobarometer 68 recorded 81% support for joint decision making on fighting terrorism, 

73% on protecting the environment, 68% on energy, 67% on defence and foreign affairs, 63% on 

immigration and 61% on crime. In more specific Eurobarometer surveys, such as Special 

Eurobarometer 266 (2007) on the EU‟s role in justice, freedom and security policy areas, high 

support for more EU level decision-making powers in these field is interpreted to mean that EU 

citizens expect higher levels of security as a result of more EU involvement. This is a sensible 

assumption since the characteristics of the threats underline the limited success any one single 

government can hope to have. At the same time it needs to be put into perspective by the general 

low level of threat perception present in the EU.6 

                                                 
6
 For surveys see: http://ec.europa.eu/public_opinion/index_en.htm . 

http://ec.europa.eu/public_opinion/index_en.htm
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Furthermore, opinion polls suggest EU citizens, when asked in a different way, whether they 

agreed that certain issues potentially pose important threats to EU security, many in fact do see 

multifaceted risks: terrorism, immigration, Iran, Iraq, China, Islamic fundamentalism, global 

warming, and pandemics were all seen as important or very important threats by more than 70% of 

the Europeans polled last year in 13 countries including non-EU member Turkey. The same polls 

also suggest that a clear majority would support closer monitoring of the internet and the more 

widespread use of surveillance cameras in public spaces while they would be concerned about 

governments scrutinizing banking transactions in greater detail and are definitely not willing to have 

their phone calls monitored.  

The problem is that these figures are misleading in an important way. Simply put: despite the fact 

that Europeans see many things as potentially threatening, they do not actually feel threatened or 

affected by them in their daily lives.  
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2. Global Trends 

 

The European Union and its member states are part of a highly interdependent and complex world. 

Future needs of European security policy, strategy and research should not primarily be driven by 

internal developments related to the process of European integration. Instead they should be 

defined with a view to the global context in which that process is located in order to marshal 

European resources and efforts to maximum effect. In the future, the EU and its member states are 

likely to find themselves in a more crowded and more strained world, confronted with different kind 

of conflicts, new technological challenges and opportunities.  

In 2006, two major and related long-term trend analyses in the security field were conducted by EU 

institutions: the EDA formulated an Initial Long Term Vision for European Defence Capability and 

Capacity Needs (ILTV) and the EU Institute for Security Studies published The New Global Puzzle: 

What World for the EU in 2025? (NGP), which fed into the EDA paper in the form of a global 

context analysis. Correspondingly, both have a 20 year outlook.7 

The ILTV argued that a look at central drivers such as demography and economy reveals the 

Europe of 2025 will be both older and less pre-eminent in the economic realm. It will furthermore 

be surrounded by countries and regions that will find it difficult to cope with globalisation, which is 

assumed to continue. In terms of technology, the ILTV document proposes to focus on micro-

electronics, communications technology, sensors, bio- and material-sciences, and energy 

technology.  

In 2025 the world would be increasingly diverse as globalisation produces winners and losers. 

Rising inequality will go hand in hand with increasing levels of interdependency. The erosion of 

distinctions between defence and security will continue. The role of armed force will increasingly 

focus on playing a complementary role to diplomacy in preventive crisis management. Traditional 

state-on-state conflicts in the European context are seen to be highly unlikely. Information 

technology will remain a key driver of globalisation and its effects. From the perspective of 

defence, research and technology will change its logic with an increasing number of capacities 

spun in from the civilian area rather than the traditional spin out from defence R&T.  

The NGP study sets out to analyse the most probable developments across a variety of major 

drivers in order to shed light on the determinants of the evolution of the international system.  The 

world population is expected to increase by almost a quarter by 2025. The EU‟s share will shrink 

and the old-age dependency ratio will increase for the EU while many developing countries will 

continue to have younger populations. An associated trend is that migration movements towards 

developing countries have increased and can be expected to continue to do so in light of the 

overall demographic trends. 

Globalisation is expected to continue and deepen. Improved openness in markets will lead to 

greater competition and will increase adaptation pressures to counter the risk of economic 

marginalization. While the US, the EU and Japan are expected to maintain strong economic 

positions they will be joined by new powerhouses such as China and India. Asia is expected to 

maintain the fastest growth rates and a global shift of economic power to Asia can thus be 

expected.  

                                                 
7
 See: http://www.eda.europa.eu/genericitem.aspx?id=146; http://www.iss.europa.eu/uploads/media/NGP_01.pdf . 

http://www.eda.europa.eu/genericitem.aspx?id=146
http://www.iss.europa.eu/uploads/media/NGP_01.pdf
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Energy demand is expected to rise by 50% between 2006 and 2030. Fossil fuels are destined to 

remain the primary sources of energy with the use of nuclear energy set to decline in developed 

countries but set to increase in developing nations. A two-thirds majority of the demand growth is 

expected to stem from rising energy needs of developing countries. While energy resources are 

expected to be sufficient to meet the growth in demand, their effective exploitation will become 

more difficult with a potential to drive up energy prices. Global warming can no longer be stopped 

but is not expected to lead to catastrophic events by 2025. The impact will be most severe in Africa 

and Asia. Continuing industrialisation and urbanization will be the main causes of environmental 

degradation. Developments in the fields of science and technology will be most important in 

information technology, nanotechnology, and biotechnology. Research and development 

investments should be directed accordingly. This chapter will briefly review the most central trends 

including but also beyond the ones just outlined. 

 

2.1 Demographics 

 

Global demographic trends encompass the areas of migration and immigration, population age 

dynamics, and international population trends. The number of international migrants has been 

increasing as a result of destabilizing conflicts, environmental degradation, and the prospect of 

better socio-economic conditions in developing countries.8 The International Organization for 

Migration estimates the number of international migrants at 130 million in 2008. The population 

outflow from Asia to developed countries is estimated at around 1.2 million a year, and about 330, 

000 from Africa.9 

The second important trend is the ageing population of major economies – notably Western 

Europe and Japan. The average lifespan in industrialized countries is increasing, along with the 

proportion of persons over 65. A declining population of young and working-age people raises 

questions about financing social security, health care systems, and even the size and structure of 

military forces. In 2025, Europe will account for roughly 6% of the world‟s population. Some 

predictions see the EU‟s population peaking at 470 million in 2025 before beginning to decrease.10 

The fertility rate in Europe is expected to average 1.5. Long life expectancy will lead to 37.4% of 

the population to be aged from 65-79 years. Demographic growth in the EU has been more a 

product of immigration than internal dynamics.11 

The third notable demographic trend is the overall increase of the world‟s population. 

Demographers have predicted that the world population may grow to 7.9 billion in 2025, and to 

about 9 or 10 billion by 2050. More than 95% of that growth is expected to take place in developing 

countries. China‟s population is expected to reach 1.44 billion by 2025, though a high proportion of 

the population will still be of working age. In China and India, there will be an increasing divide in 

living standards between urban and rural populations. The context of this explosion may well be a 

shortage of water, energy, and rabid industrialization, and the accompanying intensification of 

efforts to secure these resources for the national interest. In 2030, more than 60% of the world 

population will live in urbanised centres. Urbanisation will present a number of challenges including 

                                                 
8
 Trends in International Migration (SOPEMI:OECD, 2004) 

9
 World Population Prospects: The 2004 Revision 

10
 „Confronting Demographic Change: a new solidarity between the generations‟ European Commission, Green Paper, 

COM (2005) 94 Final, 16 March 2005.  
11

 Alain Monnier, „Les Evolutions demagraphiques de l‟Union Europeenne‟, questions internationales, no.18, La 

Documentation Francaise, Paris, March/April 2006. 
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environmental degradation, and the spread as well as emergence of epidemic diseases. Today, 

9% of Africa‟s population is HIV AIDS-infected. In Sub-Saharan Africa, population is expected to 

grow to 1.04 billion in 2025, with 59% of the population expected to be aged below 24.By around 

2020 Africa will have around 11 major cities with populations of at least five million.12 In the Middle 

East and North Africa, population growth rates will slow down to about 1.3% in 2025, and the 

population is set to reach 537 million,13 with strong growth in the working-age population. 

 

2.2 Environmental Issues 

 

Environmental issues are likely to play a greater role in securing stable and sustainable economic 

growth in the future. Environmental changes will also impact on developing countries‟ ecological 

systems, and the desirability of remaining in those countries. Serious deterioration in living 

conditions will create strong impetus for emigration towards Europe and other industrialized 

countries.  

As industrialisation and urbanisation in developing countries continue, the emission of greenhouse 

gases and general pollution will increase, contributing to global warming and a general 

deterioration in current ecological conditions. The International Energy Agency expects the growth 

in energy consumption to accelerate by 1.6% per year at least until 2030.14A UN Intergovernmental 

Panel on Climate Change reported in February 2007 that there was incontrovertible evidence that 

global warming had occurred over the past 100 years, and that the majority of the rise was „very 

likely‟ to be due to increases of man-made greenhouse gases. This has substantial implications for 

all regions, including Europe, in the areas of demography; population trends, and the global 

economy. There has been a notable increase in global precipitation, a trend that is expected to 

continue for the next century. Sea levels have also been rising, at a rate of 3cm per decade, and 

are projected to continue at roughly the same rate for the foreseeable future. This trend will have a 

substantial impact in Southeast Asia and the Pacific, for example, where small island nations will 

see their very existence threatened. It will also impact on food security and political stability in 

some nations such as Thailand, which already suffers from flooding problems in its southern 

regions. 

Deforestation, soil fertility, salinity, and water access are becoming increasingly contentious issues. 

Tribal groups in Darfur, Sudan and Kenya seem to have begun to compete for water and grazing 

resources. By 2050, some experts predict that the Black Sea will disappear, a quarter of living 

species will die, and 75% of alpine glaciers will disappear, along with 40% of the Amazon forest 

and 2.5 million square kilometres of arable land.15 

The most important environmental consequences for Europe will be temperature rises – between 

0.1 and 0.4 degrees Celsius per decade. Precipitation is expected to increase in southern Europe 

and heat and cold waves will impact on existing electricity supply and infrastructure.16 It seems 

unavoidable that Europe will face a more polluted world in the future. 

 

                                                 
12

 World Urbanization Prospects: The 2003 Revision 
13

 http://esa.un.org/unpp 
14

 World Energy Outlook 2005. (IEA, Paris) 
15

 Studies conducted by Jordanian and Israeli experts; Nature; European Environmental Agency; FAO. Cited in Enjeux, 
Les Echos no.245 April 2008. P. 54 
16

 Impact of Europe‟s Changing Climate, EEA Report 2/2004 (European Environment Agency, 2004) 
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2.3 Energy and Resources 

 

There has been a steady rise in oil prices, and oil demand for transport is very closely correlated 

with GDP. Growing demand from nations in the Asia-Pacific is pushing this trend as their 

economies further develop and an overall consumerist Asian middle class emerges. Development 

and increased opportunities for socio-economic upward mobility in large sections of China and 

India‟s populations will drive growth in the transport sector. By 2010, Asian oil demand is expected 

to increase by 50%, to 29m b/d, which will represent about 35% of world oil demand. From the 

period 1999-2004, the transport sector accounted for almost all growth in world oil demand.17 The 

general trend is that demand is increasingly coming from non-OECD countries. 

Fossil fuels will remain, for some time, at the centre of the world‟s energy system. This is 

accompanied by a disproportionate match between the geography of petroleum production and the 

geography of consumption. The use of natural gas globally is also growing, a resource which is 

much more dispersed around the globe than oil. In 2003, oil provided 95% of the fuel transportation 

globally, and it was projected that demand in this sector was likely to increase by 57% in the next 

twenty years. 

Coal remains the primary energy source for emerging economies such as India and China. It is 

procured locally and is relatively cheap. In 2003 it provided almost 70% of primary energy 

consumption in China. Based on recent trends, China is expected to import roughly 5.3 million 

barrels a day from OPEC by 2020.18 OPEC is expected to continue as the leading supplier during 

this period.19 Oil production is expected to peak between 2010 and 2035 before undergoing a 

decline. Gas will follow closely, and coal production will peak around 2050.20 World gas demand is 

projected to grow by more than three-quarters over the next two decades. 

 

2.4 Conflict 

 

The nature and concept of conflict has broadened substantially since the end of the Cold War. The 

focus, at least according to the threat perceptions of many European nations, has been less on the 

possibility of conventional state-on-state armed conflict, and more on threats to international peace 

and stability; threats to European security are transnational, interconnected, deterritorialized, and 

non-state in nature.  

Internationally, there are fewer interstate conflicts, but more connected to non-state actors. Thus, 

sub-national and transnational entities present challenges to the political and territorial integrity of 

states. For example, the IISS lists 400 such groups in a database of non-state actors. The number 

of linkages between various transnational groups is increasing, which, in some cases, makes it 

less useful to distinguish between terrorist and criminal groups. Their activities are facilitated by 

mass transport and cheap communication and thus linked to globalization. Their activities have 

important impacts on the social fabric of societies, and affect the governability of a society. E.g. in 

                                                 
17

 World Energy Outlook 2005. Energy and Co2 Emissions Trends in the Transport Sector. Laura Cozzi, International 
Energy Agency. Stern Review Team and Department for Transport Seminar on Transport, 12 January 2006, London.  
18

 U.S. Department of Energy World Energy Outlook 2003. 
19

 The Exxon-Mobil long-range energy outlook of 2001 anticipates a lower global oil demand in 2020 and a larger role for 
non-OPEC suppliers (Mark A. Schwartz, IEEP Energy Seminar, Jan. 23, 2002, John Hopkins University, SAIS, 
Baltimore) 
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China, drug trafficking from Southeast Asia contributes to spread of AIDS inside China, and 

increased levels of drug addiction. For non-state actors the current global environment is a 

permissive one. For example, the high levels of cross-border and container traffic provides ample 

opportunity for illicit trade. The nature of conflict is changing and non-state actors, the effects of 

climate change, and urbanization pose problems for international organizations as an effective 

response is difficult to develop. 

The past decade has also seen an increasing demand for international crisis response within 

multilateral frameworks. The number of deployed troops is increasing as is the number of missions 

in which European forces are deployed at any one time. The geography of deployment has also 

seen a marked shift to „out-of-area‟ missions. In 1995, 85% of European troops that were part of 

multilateral crisis management operations were deployed within Europe (the Balkans), reaching 

89% in 2000. In 2005, however, that figure plummeted to just 39%, with an increasing percentage 

of forces deployed in the Middle East (32%) and Central and South Asia (27%). At the same time, 

the civilian component of crisis management has gained importance and, in fact, many of the most 

important skills to resolve conflict lie in the civilian realm. 

 

2.5 Globalization 

 

Economic globalisation is expected to deepen, with the intensity of cross-border trade expected to 

increase and new investment in transport infrastructure in expanding economies such as India and 

China. Some analysts expect China to outpace the U.S. in 2025, and reach 130% of the size of the 

U.S. economy by 2025. India could also reach 90% of the size of the U.S. economy. Developing 

countries such as Brazil, Russia, Mexico, and Indonesia all have strong potential to become major 

economic heavyweights.21 However, forecasts of this kind are predicated on certain assumptions 

about future demographic, political, and socio-economic conditions of these countries, and based 

on present trends. Any number of factors could dramatically affect the economic trajectory of these 

countries and the world economy.  

Europe, the US, Japan, and Korea will retain strong economies, and will offshore an ever-

increasing amount of labour-intensive and other services that do not require local expertise or 

where foreign provision of these services is cheaper. Service offshoring was projected to increase 

from $1.3 billion in 2002 to $24 billion in 2007.22 The ability of an increasing number of economies 

to produce goods will mean increased competition and pushes towards developing niche markets. 

The economic rise of China and India, which will foster greater economic growth and trade 

between other Asian economies, will contribute to an increase in the shift of power towards Asia-

Pacific. These economies will make inroads into the science and technology sectors, thereby 

presenting competition for some European markets. This economic growth, if sustained with 

targeted investment and stable socio-economic foundations, will generate long-term export and 

investment markets. 

Beijing presently holds over $1 trillion in foreign reserves, over which $700 billion are in U.S. 

treasury bonds. A mixture of current-account surpluses, net private capital inflows and an RMB 

pegged to a collection of currencies has increased the PRC‟s purchasing power of foreign 

                                                 
21

 PriceWaterHouseCoopers „China to overtake us by 2025, but Vietnam may be fastest growing of emerging economies‟ 
4 March 2008 http://www.pwc.com/extweb/ncpressrelease.nsf/docid/B99EDBB955503B33852573FE005678F5 
22

 World Investment Report: The Shift Towards Services, UNCTAD, UN, 2004. 
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reserves. Beijing relies on the United States to continue to purchase Chinese exports because 

American consumer demand fuels domestic growth through increased investment and jobs 

creation for a burgeoning Chinese middle class. Washington relies on Beijing not only for cheap 

imports to dampen inflation, but on Chinese capital to fund a growing account deficit and its own 

foreign investment outflows, on which Beijing is also dependent to foster domestic growth. The 

development of Asia‟s economies and the large increase in the volume and expansion in the 

geography of international trade will have important implications for security. Countries will seek to 

protect trading routes. This trend will also see the greater potential for human trafficking and 

opportunity for piracy in Southeast Asia, for example.  

 

2.6 Communications, Information, and Technology 

 

Innumerable types of advances are being made, with an ever-increasing amount of investment 

being poured into areas such as nano-, bio-, and information technology. Computing power in the 

last thirty years has almost doubled every two years. Changes to the way information is stored and 

transmitted means that some elements on which present-day societies rely to function, become 

increasingly vulnerable to cyber-crime. There is an associated loss of personal privacy.  

Telecommunications and information technology will become cheaper and proliferate at a more 

accelerated pace as more and more countries develop internal consumer markets for these 

products, and Europe and the U.S. continue to demand lower cost products. The number of 

internet users in the Asia-Pacific region, for example, has expanded from 66.2 million in 1999 to 

374.4 million in 2005. The number of more adept users could increase Europe‟s vulnerability to 

cyber-crime. The global economic damage from internet fraud is estimated to have doubled over 

the year 2003 to 2004 from some USD 250bn to some USD 500bn. 

The complex economic and technological processes often referred to as globalisation have caused 

a dramatic decrease in the cost of transportation and communication, thereby facilitating global 

trade (although these inroads have been slightly offset by the ever-increasing cost of oil and coal 

as strong demand continues to come from China and India).  

The continuing segmentation of labour brought about by technological advances in production 

techniques has also contributed to a greater volume of world trade, although the continued 

outsourcing of labour to developing economies contributes to rising unemployment levels in 

Europe as national economies strive to tailor their workforces to reflect/to meet these new global 

economic realities. 

Advances in biotechnology are also allowing countries to adapt to and absorb environmental 

shocks such as droughts, diseases; creating genetically modified livestock and plants that are 

resistant to diseases and develop at a faster rate. Genomic profiling, biomedical engineering, 

disease therapy and drug developments are also areas where significant headway is being made. 

A general result of rapid advances in the field of information technology is the diffusion of 

knowledge and information which has both negative (for example in terms of facilitating terrorism) 

and positive (for example by fostering trade) connotations for European security. 
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3. China’s Security Policy 

 

The Chinese government has produced little publicly available information about its national 

security strategies and those which have emerged, such as the 2004 and 2006 Defence White 

Papers, offer only limited perspectives.  Nor is it always clear to what extent actual policy decisions 

are related to any overarching strategic concept. This is partially the result of a political culture 

which has traditionally lacked transparency. But it may also reflect the fact that many aspects of 

China‟s national security strategy are under active debate as China‟s international situation 

undergoes rapid and sometimes unexpected change. It is however possible by analysing existing 

documentation, leadership statements and policy decisions, to identify something which does 

amount to an overarching strategy focused on: maintaining the Chinese Communist Party‟s hold 

on power; maintaining internal political stability; ensuring  sustained economic development; 

pursuing national reunification and ensuring China‟s territorial integrity; and promoting China‟s rise 

as a great power.    

 

3.1 Traditional attitudes towards security 

 

China‟s attitudes towards national security are informed by a complex nexus of historical, social 

and economic considerations. Traditionally, China has always focused on the security of her land 

borders which have remained largely unaltered for the past two thousand years and from which 

most threats have come. Little attention was paid to maritime security and during the Ming dynasty, 

following the voyages of Admiral Zheng He, the Chinese state turned its back on the sea, thus 

leaving it unprepared for and defenceless against the incursions of the Western powers in the 

nineteenth century. The determination to avoid a repetition of the ensuing “century of humiliation” is 

a key driver in determining China‟s attitude towards security. Another key driver is the 

preoccupation with political and social stability. Throughout China‟s history, dynasties have faced 

threats from ethno-religious movements, from the Yellow Turbans during the Han dynasty through 

to the Taiping rebellion in the late Qing. This accounts for the current government‟s unwillingness 

to tolerate such movements as Falungong, or any other organisation with the potential to challenge 

the authority of the state or the Party. 

The Chinese Communist Party has sought to compensate for a lack of political legitimacy through 

the ballot box by focusing on economic growth on the one hand and nationalism/irredentism on the 

other. Since Deng Xiaoping‟s policies of reform and opening up took root in the early 1980s, the 

Chinese government has subordinated all other considerations to the need to sustain the high 

levels of economic growth which to date have lifted up to 400 million Chinese out of poverty. At the 

same time, the Chinese government has moved to assert its control over unredeemed Chinese 

territory, recovering sovereignty first of Hong Kong and then Macao, and making clear her 

determination to achieve the same outcome for Taiwan in a policy which has so far fallen short of 

but does not exclude the use of force. Indeed the need to develop the capabilities to retake Taiwan 

by force has been a key driver of Chinese military modernisation (see below). Similarly China has 

pursued an aggressive policy against Tibetan and Uighur separatist movements, while taking every 

opportunity to promote patriotism among the majority Han population. 

In terms of foreign policy China has until recently sought to maintain a low profile in accordance 

with the “Twenty-four Character Strategy” mapped out by Deng Xiaoping in the aftermath of the 4 
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June 1989 suppression of the Democracy movement.23 But the need for export markets to fuel 

economic growth, together with increasing requirements for raw materials, have led to China 

become an enthusiastic participant in multilateral organisations and global commercial and 

financial arrangements. China has also begun to develop a complex array of commercial interests 

around the globe, especially in emerging markets where Chinese companies are showing a greater 

appetite for risk than their western counterparts. At the same time, China is coming to terms with 

the reality of its emergence as a global power, and the consequent need to adopt a profile and set 

of behaviours commensurate with its emerging status. This is starting to raise questions about the 

continuing validity of long-standing policies such as the principle of non-interference in the internal 

affairs of other states, an approach which has to date enabled China to resist external scrutiny of 

its own policies and institutions and to adopt a so-called values free foreign policy, justifying 

relationships with pariah states in the pursuit of national interests.     Chinese thinking on foreign 

policy is likely to evolve further in the coming years as the country seeks to reconcile traditional 

outlooks with contemporary realities. 

 

3.2 Internal security 

 

At the heart of China‟s approach to internal security is the need to balance economic growth with 

the preservation of political and social order and the continued leading role of the Communist 

Party. A policy of rapid industrialisation and urbanisation has produced double-digit economic 

growth over the past twenty years and has created a substantial middle-class whose consumption 

habits increasingly mirror those of developed nations.24      But this growth has come at a cost; 

massive environmental degradation – China now has sixteen of the world‟s twenty most polluted 

cities - and increasing social unrest as the disparities between rich and poor widen. A particular 

characteristic of the past few years has been a high and rising incidence of public disturbances and 

protests – 87,000 in 2005 – often by farmers deprived of their land by corrupt and unaccountable 

local officials or householders whose properties have been destroyed with minimal compensation 

to make way for redevelopment projects, often of dubious economic value. This level of social 

unrest has prompted Communist Party Chairman Hu Jintao to downplay the emphasis on 

economic development at all costs and to advocate the concepts of a “harmonious society”25 in 

which the fruits of economic development are more equitably shared.      

Of particular concern to China‟s leadership is the degree to which the kind of protests referred to 

above are increasingly being co-ordinated by informal networks of demobilised soldiers, retired 

government officials and young lawyers using the country‟s highly developed mobile phone and 

Internet networks (China is thought to have in excess of 200 million Internet users). These informal 

                                                 
23 The “ Twenty-Four Character Strategy” attributed to Deng Xiaoping is a refinement of concepts discussed by Deng 
with senior Party colleagues in the autumn of 1989 when considering how to respond to international sanctions following 
the suppression of the Democracy movement.     The version of the Strategy now commonly cited by Chinese officials is 
as follows:  observe dispassionately; secure our position; deal calmly with events; conceal our capacities and bide our 

time; cultivate a low profile; never take a leadership role. (冷静观察；站稳脚跟；沉着应付；韬光养晦； 善于守拙；绝不当头。 Deng Xiaoping Collected 

Works vol. III. 
24 It is impossible to state with certainty the size of China‟s middle classes.    A 2004 report by the Chinese Academy of 
Social Sciences (CASS) estimated that using a definition based on the possession of household assets of between 
RMB150,000 and 300,000 ($18,137 to $36,275) China would by 2010 have a middle class of 170 million comprising 57 
million households. 

25 The concept of a harmonious society ( hexie shehui- 和谐社会) and the accompanying concept of Scientific Development 

became accepted as “guiding principles” at the 17t
h
 Party Congress in October 2007. 



FORESEC Deliverable D 2.3 Global Trends and Actors Shaping European Security  
   

 

   
Page 18 of 48 

 

groupings form the nearest thing to political protest movements that exist in China. The 

government response has been to formulate a policy consisting of three strands: 

 Revive popular legitimacy of the Chinese Communist Party through economic 

development, social order and foreign policy. 

 Respond to popular anger over economic, political and social problems and prevent it 

getting out of control. 

 Repress serious political opposition especially from foreign-backed or ethno-religious 

groups.26 

The government has also flirted with the idea of introducing modest levels of democracy, a term 

which featured frequently in Hu Jintao‟s keynote address to the Seventeenth Party Congress. In 

October 2005 the State Council Information Office issued a White Paper on Building Political 

Democracy in China. Direct elections were instituted for 600,000 village headmen with the intention 

of extending this process to include mayors of townships. This latter step has not yet been taken. 

But the overriding position of the Chinese government, as set out by Premier Wen Jiabao in early 

2007, is that for China, full democracy remains a distant prospect. 

 

3.3 Entities involved in domestic security 

 

China‟s government comprises a dual system of party and state control.27 In practice the party is 

predominant though formally subject to the rule of law and the authority of the constitution. The 

principal party organs are the Standing Committee of the Politburo, which is of varying size, the 

Politburo whose membership is set at twenty-four, the Secretariat, the Central Military Commission 

and the Central Discipline Inspection Committee. These entities are supplemented by an array of 

Leading Small Groups charged with determining policy on specific issues. The highest state entity 

is the State Council under which come all China‟s ministries and commissions. At a central 

government level party and state posts are fused. In practice political power derives from state 

position but invariably the holders of such positions also occupy high party posts. At provincial level 

and below party and state posts are separate with the former enjoying more status than the latter. 

It should also be noted that local government officials, though supposedly part of a centralised 

system, in practice have much autonomy and central government frequently struggles to assert its 

authority. 

In terms of institutions charged with national security, the following are the most relevant: 

The Political and Legal Committee of the Chinese Communist Party: This is the supreme party 

organ charged with political and strategic oversight of China‟s security and legal institutions. Its 

current chairman is former Public Security Minister Zhou Yongkang. 

Ministry of State Security (MSS): Established in 1983 as an amalgamation of the former 

Investigation Department of the Central Committee of the Communist Party and the counter-

intelligence and counter-espionage departments of the Ministry of Public Security q.v., the MSS 

has as its mission “to ensure the security of the state through effective measures against enemy 

                                                 
26 Murray Scott Tanner in “China‟s Internal Security; Testimony to the US-China Economic and Security Review 
Commission.”     Rand Corporation February 2006. 
27 For full details of China‟s system of government see www.china.org.cn  

http://www.china.org.cn/
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agents, spies and counter-revolutionary activities designed to overthrow China‟s social system”. 

There is no publicly available information about the size or budgets of the MSS which fulfils the 

roles of both security service and foreign intelligence service including having primary responsibility 

for counter-terrorism. In addition to its Beijing headquarters, the MSS has a State Security Bureau 

in each province. The MSS derives much of its signals intelligence (SIGINT) from the Third 

Department of the General Staff of the People‟s Liberation Army, a secretive organisation about 

which no information is publicly available. It is also able to call on the resources of the Ministry of 

Public Order and Peoples‟ Armed Police q.v. The MSS has liaison relationships with most major 

counterpart organisations overseas. It also has its own think-tank, the China Institute of 

Contemporary International Relations (CICIR) which is in fact the 8th Bureau of MSS. It can be 

contacted at www.cicir.ac.cn. 

Ministry of Public Security (MPS): The MPS is responsible for providing a wide range of public 

security functions including policing services, correctional services, social security and public order, 

household registration, immigration and border control, fire control services, security of public 

information networks, transport security, VIP protection and some specialist tasks such as security 

of mines and elements of critical national infrastructure. It is assisted in these functions by the 

660,000-strong paramilitary People‟s Armed Police which is under the dual control of the MPS and 

the Central Military Commission and with a separate budget of which no details are available. Each 

province of China has a separate Public Security Bureau, with sub-structures at regional and local 

levels. The MPS has three training institutions; the University of Public Security, the Police Officers‟ 

University and the Institute of Criminal Police. The MPS has extensive international links with 

counterpart organisations and with Interpol. Information about the MPS can be found on its official 

website at www.mps.gov.cn. An English-language version of this site is promised shortly. 

Supreme People‟s Procuratorate: This entity equates in most regards to a Ministry of Justice, 

overseeing the functioning of China‟s judicial system. China‟s legal system, along with most other 

aspects of civil society, was destroyed during the Cultural Revolution.    Moreover China has never 

had a strong tradition of rule by law. Efforts are however being made to develop China‟s legal 

system, a process which includes training provided by Western countries. But in the face of 

resistance from powerful vested interests it remains to be seen whether a credible legal system will 

take hold. 

 

3.4 National Defence 

 

In recent years China has begun to demonstrate greater transparency in regard to national 

defence, publishing a series of Defence White Papers, the most recent of which dates from 2006.28 

This describes China‟s defence policy as being purely defensive in nature and having the aim of 

“maintaining China‟s security and unity and realising the goal of building a moderately prosperous 

society (xiaokang shehui) in an all-round way”. It is indeed the case that the People‟s Liberation 

Army (PLA) is focused primarily on the defence of China‟s own borders, with the aim of ensuring 

that instability in neighbouring states will not spill over into China itself. But what has more than 

anything been driving an extensive programme of professionalisation and modernisation begun in 

the nineteen-nineties is the development of sufficient capabilities to be able if necessary to retake 

Taiwan by force in the face of resistance from the USA. This means that ultimately it is against the 

                                                 
28 China‟s National Defence in 2006, available at www.china.org.cn.  

http://www.cicir.ac.cn/
http://www.mps.gov.cn/
http://www.china.org.cn/
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US military that the PLA seeks to benchmark its performance and capabilities with a particular 

emphasis on the ability to wage “informationized warfare”. 

The key elements in the PLA‟s military development are naval, and in particular submarine warfare 

capabilities, conventionally-armed ballistic and cruise missiles, and information warfare capabilities 

including anti-satellite and other space-based operations designed to degrade US military 

communications. The aim is to develop the capability quickly to retake Taiwan whilst denying 

access to any US forces which might seek to enter the Taiwan Straits area to defend the island. 

But China‟s rapidly developing naval capabilities also have the longer-term purpose of defending 

the sea-lanes through which most of China‟s oil supplies currently pass – 80% of China‟s oil 

supplies go through the Malacca Straits. And there are signs, notably the strong likelihood that an 

aircraft carrier programme will shortly be approved, which suggests that China may be looking 

ultimately to project power further afield in order to be able to protect its global interests.29      

China‟s defence institutions are as follows: 

The Central Military Commission (CMC): There are in fact two such commissions, one party and 

one state, but with the same membership and functions. The eleven-man CMC is China‟s supreme 

military policy-making body and is responsible inter alia for deciding senior appointments, military 

deployments and military budgets. The composition of the CMC is predominantly senior military 

officers but it Chairman, Hu Jintao is a civilian, thus demonstrating the military‟s subordination to 

the Communist Party. 

Ministry of Defence: China‟s Ministry of Defence exercises no policy control over the military and 

exists only to provide a counterpart organisation for foreign states to interact with. 

The General Headquarters of the People‟s Liberation Army: This entity comprises the General 

Staff Department, General Political Department, General Logistics Department and General 

Armaments Department. Within the General Staff Department comes the Second Department 

(2/PLA), an intelligence organisation whose foreign collection capabilities appear to surpass those 

of the MSS q.v. and the Third Department which is responsible for signals intelligence. The 

General Armaments Department is a relatively new entity responsible for the procurement and life-

cycle of all PLA weapons systems. 

The respect arms of the PLA are the Army, with 1.6 million men, the Navy with 245,000 men, the 

Navy with 250,000 men and the Strategic Missile forces with somewhat in excess of 100,000 men. 

They are deployed around seven Military Regions and twenty military districts. The size of China‟s 

military budget is a matter of some contention. According to the 2006 White Paper it is US $45 

billion but foreign analysts put the figure at closer to US$ 100 billion30 A key factor in China‟s 

military development has been the reorganisation and reinvigoration of its defence industries, now 

overseen by a civilian Commission of Science, Technology and Industry for National Defence 

(COSTIND). Denied access to the most developed western technologies following the 4 June 

incident and previously heavily dependent on imported Russian systems, China now aspires to 

                                                 
29 For a detailed assessment of China‟s military strategy and capabilities, see the US Defence Department‟s 2008 
Report to Congress on the Military Power of the People‟s Republic of China available at 
www.defenselink.mil/pubs/china.html.  
30   The International Institute for Strategic Studies puts the figure at US$ 103.4 billion, based on a combination of direct 
costs for foreign military purchases and purchasing power parity for in-country expenditure.    Military Balance 2008 
(Routledge) pp. 369-370. 

http://www.defenselin.mil/pubs/china.html
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develop its own hi-tech military systems and in pursuit of that objective is prepared to permit a 

degree of foreign investment in these industries.31 

 

3.5 Foreign policy 

 

The overriding aim of China‟s foreign policy can be characterised as promoting a stable and 

peaceful international environment within which China can pursue economic development.     This 

involves a multifaceted strategy in which hard power is combined with soft power with the aim of 

convincing nations, especially those in the East and Southeast Asian regions, that China‟s rise to 

great power status will be peaceful and unthreatening. In practical terms, this policy has involved; 

seeking accommodations with the United States of America notwithstanding multiple tensions in 

the relationship, in accordance with former Vice-Premier Qian Qichen‟s dictum that co-operation 

with the USA must take precedence over confrontation, and economic development must take 

precedence over re-unification;32 active engagement in regional fora such as ASEAN and the 

Shanghai Co-operation Agreement and cultivating good relations with neighbours including latterly 

Japan; cultivating strategic relationships with the EU as a counterweight to the USA; engagement 

in aid and development projects in Africa, Latin America and other parts of the developed world; 

promoting Chinese culture through the arts, language training and sport, most notably via Beijing‟s 

hosting of the 2008 Olympic Games.       

China has made increasing efforts to live up to the injunction made in September 2005 by then- US 

Deputy Secretary of State that it should become a responsible stakeholder in the international 

system. It has taken a leading role in the six-party talks relating to North Korea‟s nuclear 

programme; supported the international community in its efforts to achieve a suspension of Iran‟s 

nuclear enrichment programme; appointed a special envoy to Darfur and persuaded the Sudanese 

government to accept the deployment of a hybrid UN/African Union peacekeeping force; 

participated actively in UN peacekeeping operations; and taken an active role in counter-

proliferation which China sees as an important element in ensuring its own security. China has also 

demonstrated an increased readiness to play by the rules of the WTO. At the same time, China 

has single-mindedly pursued its own interests as evidenced by her persistent efforts to restrict 

Taiwan‟s international space, and by her readiness to engage with pariah regimes such as Burma 

and Zimbabwe. 

Over the past decade, China‟s engagement with the wider world has reached unprecedented 

levels as the country seeks to secure the natural resources needed to fuel its economic growth 

wherever these can be found. One result of this has been a significant increase in the number of 

Chinese entities, both state and private-sector, with significant overseas interests.     These 

interests do not always intersect and the Chinese Ministry of Foreign Affairs (MFA) has found it 

increasingly difficult to reconcile these interests or to hold the ring. Moreover the speed with which 

this overseas engagement has taken place has created a dynamic which has gone beyond the 

expectations of the Chinese state or its ability to keep pace with it.    Examples of the kind of 

problems which have arisen include the recent disarray between the PLA and the MFA over 

                                                 
31 For details of China‟s new military industry policy see A New Direction for China‟s Defence Industries.    Rand 
Corporation 2005 
32 Chong Pin-lin in Beijing‟s New Grand Strategy; An Offensive With Extra-military Dimensions.     Association for Asian 
Research 18 December 2006.     Qian‟s dictum has never formally been acknowledged as representing official policy but 
a number of knowledgeable Chinese officials and academics have privately confirmed its validity. 
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China‟s 2007 anti-satellite test, and the refusal to allow US naval vessels to put into port in Hong 

Kong. Policy disconnects of this kind can be expected to continue as China grapples with the 

increasing complexities of its international engagement. 

 

Key entities involved in shaping China‟s foreign policy include: 

The Foreign Affairs Leading Small Group. The highest party/state organ concerned with foreign 

affairs. The role of this group is to issue general guidance on the direction of China‟s foreign policy. 

It is chaired by Hu Jintao. 

The Central Foreign Affairs Office of the Chinese Communist Party. A new entity headed by State 

Counsellor Dai Bingguo, the purpose of this entity is to exercise strategic co-ordination between 

government departments in relation to foreign policy. Staffed by senior diplomats and academics, it 

is a relatively accessible part of the Party machinery. 

The Ministry of Foreign Affairs (MFA). The MFA has relatively greater status within China‟s state 

bureaucracy than is typically the case with foreign ministries elsewhere, and in recent years major 

efforts have been underway to professionalise MFA personnel with a focus on language skills and 

regional expertise.     

 

3.6 Academia and think-tanks 

 

The role of academics in shaping foreign policy remains unclear though there are signs that latterly 

China‟s leadership has been more open to influence from individual academics.     Chinese think 

tanks are invariably affiliated to government institutions and there is no such thing as a genuinely 

independent think tank in China.33 

 

 

                                                 
33 For an overall if somewhat dated assessment of China‟s think tanks, see David Shambaugh : China‟s International 
Think Tanks: Evolving Structures and Process.     China Quarterly (2002) 171 pp 575-596.  Cambridge University Press 
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4. India’s Security Policy 

 

India has a relatively large and multifaceted national security establishment, comprising the Prime 

Minister‟s Office (PMO), varying Ministries of the central government and Departments of state 

governments with international borders, intelligence agencies, ruling political party leaders, other 

influential politicians, senior bureaucrats, retired senior officials, and, arguably, certain think tanks 

and academic experts. To this list, can now be added economic and trade-related ministries, large 

public and private sector corporations and influential businesspersons, as India‟s economic growth 

provides it greater influence in the region and beyond. Yet, decision-making on key national 

security issues remains highly complex, with only a few people actually involved. This process is 

not transparent, and can be highly „informal‟ at times, without any institutionalised mechanism.  

While it is difficult to assess how influential these key national security decision-makers are, 

especially as their influence varies according to the specifics of the issue, it is possibly to make a 

broad generalisation of their core beliefs and value systems. In essence, key national security 

decision-makers perceive India as a large, democratic, secular, pluralistic and multi-ethnic state 

which is vulnerable – precisely for these reasons - to the difficult geographical and political 

environment it finds itself in. India‟s size (both territory and population) and democratic polity are 

also perceived as a threat to its smaller neighbours, where for some democratic politics have given 

way to military rule, and for others domestic insecurities are seen as having an Indian dimension. 

Hence, while India‟s immediate neighbourhood is regarded with some concern by those in 

government, largely representing „challenges‟, the region beyond in Southeast Asia and the Gulf is 

seen as largely representing „opportunities‟ for India‟s foreign and security policy.  

But, in view of India‟s relatively recent historical experience of colonialism and its primary concern 

over territorial unity and integrity, the priority for key national decision-makers is, and will always 

remain, domestic stability and security. This is followed by perceptions of threats, challenges and 

opportunities on the basis of concentric circles ranging from India‟s immediate neighbourhood 

(including Pakistan and China), its near and extended neighbourhood (including the Gulf and 

South east Asia), and the global security environment (primarily focusing on the U.S). 

 

4.1 Domestic Security 

 

Although several Ministries of the Indian government bring out annual reports tabled before 

parliament, including the Ministries of Home Affairs, External Affairs and Defence, along with 

several parliamentary reports of varying use, the key to understanding India‟s national security 

perceptions is not provided by assessing individual Ministry publications or parliamentary reports, 

but by examining holistic inter-Ministerial perspectives on these issues. In the absence of any 

domestic or defence „White Paper‟, the best indicator of such a perspective is the Indian 

government‟s own high-level Group of Minister‟s (GoM) report on the „Reform of the National 

Security System‟. Apparently written by the country‟s premier intelligence assessment agency, it 

was partially declassified in February 2001, and still largely holds true some seven years later. A 

follow-up report which was recommended be written five years later, has not yet been 

implemented.  

The Chapter on „Challenges to the Management of National Security‟ of the high-level GoM Report 

was presumably written by the Indian government‟s Joint Intelligence Committee (JIC)/National 
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Security Council Secretariat (NSCS), as it was “tasked to service” the GoM.34 This succinct 9-page 

analysis focuses on national security as a “function of a country‟s external environment and the 

internal situation, as well as their interplay with each other”.35 It adds that in today‟s interdependent 

world, “the distinction between internal and external security concerns often gets blurred”.36 It also 

sets out a realistic concept of national security including “economic strength, internal cohesion and 

technological prowess”, along with military strength.37 

Terrorism is clearly the primary threat to India‟s domestic stability & security. And, this has, 

according to the GoM report, a largely external dimension. Pakistan is blamed for destabilising the 

province of Jammu & Kashmir (J&K), and accused of actively sponsoring terrorism as “a matter of 

state policy”.38 The GoM report adds that “…militancy is a direct consequence of the unremitting 

efforts of Pakistan‟s covert agencies, particularly its Inter-Services Intelligence (ISI)…ethnic 

cleansing efforts have also been part of Pakistan‟s strategy”.39 Since January 1990 (till February 

2001), it states that terrorism in J&K has resulted in the loss of over 20,000 lives, including nearly 

2,000 security personnel.40 

At the same time, there is growing concern over the spread of terrorism beyond J&K to other parts 

of India. In the past two years, these have included the bomb blasts in New Delhi on October 29, 

2005 (killing 62 people), Varanasi on March 7, 2006 (killing 20 people) and Mumbai on July 11, 

2006 (killing 184 people).41 These terror attacks are alleged to have been carried out by Pakistan 

or Bangladesh-based terrorists, but both countries have denied these charges. 

The intensification of the low-intensive guerrilla war by the Naxalites (Maoists) poses another key 

challenge to domestic stability and security. In mid-April 2006, Indian Prime Minister Manmohan 

Singh described the Naxalites as India‟s „single biggest internal security challenge‟.42 According to 

reports, the Naxalites comprise some 9,000 armed rebels, along with an estimated 40,000 full-time 

cadres, although the latter are largely equipped with low-technology arms and equipment.  

According to the Ministry of Home Affairs,  76 of 299 districts in nine provinces – Chhattisgarh, 

Andhra Pradesh, Jharkhand, Bihar, Orissa, West Bengal, Maharashtra, Madhya Pradesh and Uttar 

Pradesh – are “badly affected” by Naxalite violence.43 Other reports indicate Naxalite activity in 156 

of 383 districts in 13 provinces. In addition to the absence of a coherent national counter-Naxalite 

policy, there is an abysmal lack of coordination between the centre and the provinces, as well as 

among the provinces, in intelligence collection, dissemination, and operational security matters. 

Another major security threat is in India‟s northeast region, which faces a complex myriad of local 

insurgencies, tribal and ethnic clashes, irredentist claims and illegal immigration. This is fuelled by 

narcotics trafficking, the proliferation of small arms and light weapons, and kidnappings and 

extortion. Rising unemployment and drug addiction, corruption, and neglect by the central 

                                                 
34

 Report of the Group of Ministers on National Security, Reforming the National Security System, Partially 

declassified version, Government of India, February 2001. p. 1. 
35

 Ibid., p. 6. 
36

 Ibid., p. 7. 
37

 Ibid. 
38

 Ibid., p. 11. 
39

 Ibid. 
40

 Ibid. 
41

 International Institute for Strategic Studies (IISS) Strategic Comments, “Terror in India: Mumbai Bombings”, 

Volume 12, Issue 6, July 2006. 
42

 IISS Strategic Comments, “Countering Naxalite Violence in India: Policy Confusion”, Volume 12, Issue 7, August 

2006. 
43

 Ibid. 



FORESEC Deliverable D 2.3 Global Trends and Actors Shaping European Security  
   

 

   
Page 25 of 48 

 

government in New Delhi exacerbate these conditions. Surrounded by Nepal, China, Bhutan, 

Myanmar, and Bangladesh, this landlocked region is linked to central India through the 22-km 

Siliguri corridor - known as the „chicken‟s neck‟ by its geography – thereby increasing its 

vulnerability.  

The „seven sisters‟ (provinces) of the northeast - Arunachal Pradesh, Assam, Meghalaya, Manipur, 

Mizoram, Nagaland, Tripura – with a population of 32 million (3.7% of total population) – are home 

to over 200 ethnic and tribal groups. While the tribal Nagas have attempted to set up an 

independent homeland since Indian independence, the Mizo insurgency began in the mid-1960s. 

Over a hundred separatist and militant groups currently operate in the region, although only 12-15 

are sufficiently large to make an impact. The total strength of these groups is estimated at over 

13,000 cadres. Since 1992, an estimated 15,000 people have been killed in the northeast, 

including 3,500 insurgents and nearly 2,000 security forces personnel.44 Currently, Assam is the 

most violent-prone northeast province. The GoM report notes that the external dimension of their 

security is critical. This includes the “ethnic divide accentuated by migrations from without”, which 

is “exacerbated by foreign intervention”. Intelligence reports also suggest that “the ISI is extremely 

active in fomenting unrest in the area”.45 

In terms of the country‟s vulnerabilities, three additional key issues are communal violence, the 

narcotics-arms nexus and illegal migration. The GoM Report notes the rise of jihadi groups and 

states that „a large number‟ have already entered India. It warns of the growth of madrassas 

(religious schools) in the country reportedly indoctrinating Muslims in the border areas in 

fundamentalist ideology, which is “detrimental to the country‟s communal harmony”.46 It also warns 

of jihadi groups being “aided and abetted by the ISI”, which has built up “new networks in 

Bangladesh and Nepal”.47 In terms of the narcotics-arms nexus, the GoM Report notes that 

terrorists/insurgents receive weapons “from Pakistan through the ISI” with the “assistance of 

organised smuggling groups”.48 This has led to the generation of black money and money 

laundering, with “a large amount of fake Indian currency being smuggled into the country”.49  

On illegal migration, there is growing concern over the “large-scale unchecked migration from 

Bangladesh”. In 2001, this was estimated at 12 million people. These numbers are perceived 

sufficient to destabilise the politics and economy of the region, and increase social and ethnic 

tensions.50 

But, what the report does not mention is the growing post-9/11 fear – exacerbated by ongoing 

conflicts in Iraq and Afghanistan – of the radicalisation of a small minority of the Indian Muslim 

community. This is increasingly apparent by terror attacks within India supported by Indian Muslim 

extremists, links of Indian Muslim extremist groups with jihadi groups operating in India‟s 

neighbourhood, and fear over the possibility of links of Indian radical Muslims with Al Qaeda. While 

this is clearly a cause of prospective concern, the sensitivity of this issue, in a country with the 

second-largest Muslim community in the world, may force the government into „self-denial‟, 

especially in the build-up to the next general elections in the next few months.  
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4.2 Border management and external security 

 

The management of India‟s land borders - long, man-made artificial boundaries, which, at times, 

are disputed - is also a key security issue for the country‟s national security decision-makers. India 

has nearly 15,000 kms of land borders and a coast line of 7,516.5 kms. (including island 

territories), and shares these borders with nine countries. India‟s security establishment regards 30 

of its 35 provinces/union territories as “frontline”, as they have one or more international borders or 

a coastline.51 The GoM Report identifies the main problems of border management as the 

“undefined” nature of some of India‟s maritime borders and much of its land borders “not (being) 

demarcated on the ground”.52 

Having fought three-and-a-half wars with Pakistan, and amidst a “proxy war against India since the 

1980s”53 Pakistan remains India‟s primary security threat. Pakistan‟s “traditional hostility and 

single-minded aim of destabilising India” is perceived to focus not just on Kashmir, but on a “search 

for parity”.54 Nonetheless, a peace process between the two countries has taken place since 

January 2003.  

The India-Pakistan borders remain a major source of hostility between the two countries, including 

the dispute over Kashmir. Both also disagree over the nomenclature of certain sections of the 

border in Kashmir. While India perceives nearly 200kms of this border as the international border, 

Pakistan calls it the Working Border; they also disagree over the non-delineated border from Point 

NJ9842 in the high Himalayas, thereby giving rise to the Siachen conflict. But, both agree on the 

Line of Control (LoC) dividing Kashmir. Even though large parts of the India-Pakistan international 

border and the LoC have been fenced on the Indian side, they are still vulnerable to smugglers and 

cross-border infiltration of militants.  

In relation to China, with which India fought a humiliating border war in 1962, India‟s security 

establishment sees its rapid economic growth, coupled with its ambitious military modernisation 

programme, as a source of concern. China is often sees as India‟s major strategic challenge in the 

future, even as it is poised to become its largest trading partner in the next few years. India‟s 

longest land border after Bangladesh is with China, at 3,550 kms. But, large sections of it are in 

dispute, with no delineation or demarcation on the ground. While India claims 43,000 km2 of the 

Chinese-controlled former princely state of J&K (comprising Aksai Chin and the Shaksgam valley, 

the latter ceded by Pakistan to China in 1963), China claims 90,000km2 of eastern India. Several 

rounds of border talks between Indian and Chinese special representatives - initiated in 2003 – 

have taken place. During the visit of Chinese Premier Wen Jiabao to India in April 2005, there was 

agreement on a three-stage process to tackle the border dispute - of which the first was the signing 

of an 11-point agreement on 'political guiding principles'. Along with movement on military 

Confidence Building Measures (CBM) along the LoC, China explicitly recognised Sikkim as part of 

India, and in a quid pro quo, India recognised the Tibet Autonomous Region (TAR) as part of 

China.55 In another significant development on July 6, 2006, India and China re-opened border 

trade through the 4,300 metres-high Himalayan pass of Nathu La after 44 years. But, in the past 

                                                 
51

 Ibid., p. 58. 
52

 Ibid., p. 59. 
53

 Ibid., p. 10. 
54

 Ibid. p. 9. 
55

 “India and Pakistan: Cautious Engagement”, IISS Strategic Survey 2004/05 (2005), pp. 327-28. 



FORESEC Deliverable D 2.3 Global Trends and Actors Shaping European Security  
   

 

   
Page 27 of 48 

 

few months there appears to be a hardening of views by both sides on the border, which makes 

the resolution of the border dispute far more intractable. 

While the 4,000 kms India-Bangladesh border is complicated by rivers which shift routes and the 

presence of a number of populated enclaves on each other‟s territory, the primary concern is of 

illegal Bangladeshi immigration into India. The fencing of the border, where possible, is unlikely to 

end this. Although the India-Nepal border has been an open one, increased policing is being 

carried out as a result of the presence of Maoist cadres near the border, along with a reported 

increase in the ISI presence in Nepal. India‟s borders with Bhutan and Myanmar have been a focus 

of much attention recently in view of the coordinated military operations carried out in proximity 

against Northeast Indian insurgent groups. It is often not realised that India shares maritime 

boundaries with six countries, including Indonesia and Thailand, which requires a higher priority on 

the management of maritime resources and infrastructure.   

 

4.3 Key organisations  

 

The key organisations involved in the formulation of security policy in India include the Prime 

Minster‟s Office (PMO), Ministries of the central government, the apex intelligence agencies and 

key security institutions. 

The PMO is clearly the most important decision-making body on security matters in India. While 

the Prime Minister is responsible for key decisions, he has a top-level group of advisors and senior 

officials to assist him in formulating and exercising these decisions. While the recently-established 

position of National Security Advisor (NSA) to the Prime Minister is the key official for both 

domestic and foreign policy decisions, the Principal Secretary to the Prime Minister and the Media 

Advisor to the Prime Minister are other key officials. There is also considerable speculation over 

the role of the head of the party that governs the ruling coalition in security policy decision-making. 

In the absence of a formal position of Deputy Prime Minister, the Minister for Home Affairs has 

traditionally been the senior-most Cabinet Minister after the Prime Minister. But, in the current 

Congress-led coalition government, the Minister for External Affairs is well known to be the second 

senior-most Minister. As a result, his Ministry, and his senior officials, are accorded a greater role 

in security policy decision-making than in the past, although the Home Ministry is eager to preserve 

its traditional dominance. The External Affairs Minister is also the head of numerous Groups of 

Ministers (GoM), thereby formalising such a role. His top bureaucrat, the Foreign Secretary, is 

assisted by a number of Secretaries, Additional Secretaries, Joint Secretaries, Directors, Deputy 

Secretaries, Under Secretaries and Section Officers etc.  

India‟s intelligence establishment comprises a multi-layered and complex mix of civilian, military, 

border guarding and paramilitary agencies, with some overlap in function and areas of operation. 

The national civilian intelligence agencies, the Intelligence Bureau (IB) and the Research & 

Analysis Wing (R&AW), are the most powerful.  

Until September 1968, the IB was India‟s sole national civilian agency for intelligence collection 

(both internal and external) and analysis. The IB today is responsible for the collection and 

dissemination of intelligence on all matters having a bearing on internal security, including law & 

order, counter-terrorism, counter-insurgency and VIP security, and is the lead agency for counter-
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intelligence in the country, covering the armed forces as well.56 The IB has a vast network of 

officials in the provinces and along the border through its subsidiary units, including the Subsidiary 

Intelligence Bureau (SIB). It also has a limited capability to intercept communication 

signals/messages. In view of its roles and capabilities, it is invariably used for domestic political 

purposes by the political leadership, including the surveillance of political opponents.57 

Senior officers in the IB are primarily drawn from the Indian Police Service (IPS), who serve on 

deputation, along with those on promotion from provincial police services, border guarding and 

paramilitary forces. There is no officer-level cadre in the IB. At the non-officer level, the IB recruits 

directly. The Director, Intelligence Bureau (DIB) is the highest-ranking police officer in the country. 

The current DIB, Mr. P.C. Haldar, a 1970 batch IPS officer of the Bihar cadre, took over on January 

1, 2007 for a two-year term. In theory, the DIB as the head of a subsidiary bureau in the Ministry of 

Home Affairs is to report to the Home Secretary (the bureaucratic head of the Home Ministry). But, 

this is largely limited to administrative and financial matters. In practical terms, especially over 

policy and operational matters, the DIB reports directly to the Prime Minister or the NSA, as well as 

the Union Home Minister.58 

The origin of R&AW dates to the small foreign intelligence unit set up in the IB by T.G. Sanjeevi 

Pillai in early 1949. In the early 1960s, two senior IB officials, R.N. Kao and K. Sankaran Nair were 

sent on deputation to Ghana to help set up its foreign intelligence organisation.59 Following the lack 

of intelligence analysis on China and Pakistan prior to India‟s 1962 and 1965 wars, R&AW was 

created by Prime Minister Indira Gandhi on September 21, 1968.  

R&AW today is responsible for the collection and dissemination of all intelligence having a bearing 

on external security, including political, military, economic and scientific & technological issues. It 

also collects intelligence on the external ramifications of counter-terrorism, counter-insurgency, 

counter-intelligence and VIP security. It has field intelligence posts along the border within the 

country, and officials posted in Indian diplomatic missions abroad.60 Reportedly, R&AW is divided 

on the basis of the collection /production of intelligence and evaluation/analysis.  

Senior officers in R&AW are primarily selected from civil service probationers and those on 

deputation from the Indian Administrative Service (IAS) and allied services. For its military 

intelligence tasks, the R&AW inducts serving as well as re-employed military personnel. The 

senior-most military officer in R&AW, a two-star army officer, the Chief Military Intelligence Advisor 

(CMIA), is responsible for all military intelligence matters and acts as the point of contact with the 

DIA and the intelligence directorates of the three armed forces. Science & technology experts and 

regional specialists are also recruited, though the latter is still limited. Since the late 1980s, R&AW 

has had a regular cadre for intake, the Research & Analysis Service (RAS).  

The R&AW Chief is formally titled Secretary (R) (Research) in the Cabinet Secretariat. In 2006, 

Secretary (R) was given a minimum tenure of two years. The current Secretary (R), Ashok 

Chaturvedi, a 1970-batch IPS officer of the Madhya Pradesh cadre before joining the RAS, took 
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over on January 31, 2007 for a two-year term. While the Cabinet Secretary may have 

administrative and financial control over R&AW, Secretary (R), in practice, reports to the Prime 

Minister and the NSA on operational and policy matters. In addition, both the IB and R&AW also 

analyse and assess intelligence, and, when required, perform or coordinate intelligence-based 

operations, the latter covertly.  

Until January 1999, the Joint Intelligence Committee (JIC) functioned as the main, though not the 

sole, intelligence assessment organisation. It had a small permanent staff, with representatives of 

intelligence agencies and the users attending its weekly, periodic or quarterly meetings. In 

December 1998, a four-tier National Security Council (NSC) structure was set, which 

encompassed the JIC. At the apex level, the NSC was chaired by the Prime Minister and 

comprised key security-related Cabinet Ministers, including the Ministers for Home, External 

Affairs, Defence, and the Deputy Chairman of the Planning Commission. At the second level was 

the newly-created formal position of the National Security Advisor (NSA) to the Prime Minister, who 

headed the NSC structure and attended NSC and CCS meetings.  

At the third level, was the Strategic Policy Group (SPG), chaired by the Cabinet Secretary with the 

Secretary, NSCS as Member Secretary. The SPG is the only high-level government group that 

includes the heads of the civilian intelligence and security-related Ministries, along with the three 

armed forces chiefs. Its main task is to make policy recommendations to the NSC. At the fourth 

level is the National Security Advisory Board (NSAB), comprising retired senior officials, academics 

and experts appointed for a two-year term to advise the NSC. To service and operate this new 

four-tier national security apparatus, the JIC was converted into the NSCS in 1999.  

The JIC/NSCS is the apex-level organisation for the assessment & coordination of intelligence in 

India. However, it is not exclusive in the conduct of intelligence assessments, which are also 

carried out by the IB, R&AW, the armed forces intelligence directorates & the DIA. In addition to 

intelligence coordination and intelligence assessment, the JIC/NSCS tasks the intelligence 

agencies and services the NSC. The JIC/NSCS is not an intelligence collection agency, but 

receives intelligence inputs & analysis from all the collection agencies, both tactical and strategic. 

On the basis of fortnightly meetings with intelligence/Ministry representatives, it prepares strategic 

assessments on threats for the Prime Minister & select Cabinet Members. The JIC/NSCS also 

prepares papers for the Prime Minister and select Cabinet Ministers on the formulation of national 

security policy in the short and medium-term. Having moved from the Cabinet Secretariat to the 

Prime Minister‟s Office in 2002, the JIC/NSCS enjoys a special status and reputation.  
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5. Russia’s Security Policy 

 

Since the end of the Soviet Union, Russia‟s perceptions of threats – both external and internal – 

have been reshaped a number of times.  In the immediate collapse of the Soviet Union, Russia 

found its greatest challenge was what its role would be in the international arena. Only with a 

consensus on the new Russian national identity could national interests be identified and, with 

them, a definition of key security concerns to the Russian Federations.  This consensus was finally 

reached in 1993 when the nation concluded that Russia‟s role as a great power rested on its 

influence in the former Soviet States, leading to a reorientation on itself and its interests on the 

region it considered its „near abroad‟.  

As Russian internal stability has been re-established under President Putin (following the chaotic 

1990s, where Russia was wracked by an economic crisis and soaring crime domestically, as well 

as residual ethnic and separatist conflicts within its borders (Chechnya), but also in its near-abroad 

(Central Asia and the Caucasus), the military and security services have recalibrated their efforts to 

tackle external threats or their impact on Russia‟s domestic stability and sovereignty. With an 

increasingly menacing security outlook, growing budgetary revenues from high-price energy 

exports, and active support from President Putin, the Russian state was able to stop and in many 

ways reverse the recline of Russia‟s security sector, which in the 1990s had undergone a profound 

institutional and financial crisis, and had equally suffered from the mass exodus (or redundancy) of 

the most qualified personnel and wide spread corruption. However, it has not yet managed to 

completely move beyond its past and agree on a clear vision on what key threats to Russia are 

and what capabilities it needs to address them. There is no doubt that the current re-evaluation will 

continue now under the new President Dmitry Medvedev, who remains dependent on Putin.  The 

consequence of this is that Russia‟s security thinking is a process in which only some perceptions 

represent a matter of public and political consensus, and capabilities often do not correspond to 

real or projected security threats and challenges. 

 

5.1 Internal and external security  

 

According to Russia‟s Security Council, Russia‟s understanding of „National Security‟ 

encompasses the security of individuals, society and the state from internal and external threats.61 

As articulated in Russia‟s last National Security Concept in 2000, the threat was intended to 

indicate that the then new leader President Putin wanted to introduce a strategic and systematic 

approach to security policy and security sector reform. It did not, however, present a coherent and 

detailed concept of security and guidelines for transforming the Russian armed forces and security 

services to meet current security threats. The strategy expanded on provisions included in 1993 

Defence Doctrine to include recent international events such as first wave of NATO enlargement 

and NATO‟s intervention in Kosovo.  

Since 2000, Russia has developed a more complex understanding of its security environment and 

a greater consensus about its external threats. Statements made by the then Minister of Defence 

Sergei Ivanov in 2007 and the Chief of General Staff of the Armed Forces of the Russian 
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Federation, General Yuri Baluevsky in 2007 have alluded to the creation of new defence doctrine.62 

The new doctrine was created by the collaboration of the Security Council with key governmental 

ministries in response to changes in the international system and the resultant transformation of 

security threats as well as Russia‟s current socio-economic situation.  According the draft doctrine, 

the dissolution of the bipolar system maintained during the Cold War has created an increasingly 

instable international security environment with non-traditional security threats that creates 

increased rivalry in almost all areas of international relations. This is a marked shift from the 

emphasis placed on common threats seen at the beginning of Putin‟s presidency, when Russia 

displayed solidarity with the US after September 11th in the face of international terrorism. Recently 

however, Russia has spoken increasingly of „new threats‟.  On several occasions, Russia has 

indignantly defined the West and the US in particular as representing a major threat to Russia.  

Putin‟s polemical speech at the Munich Conference on Security Policy in February 2007, in which 

he accused the US of exacerbating security issues and undermining the principles of international 

law, is a notable example of rising tensions.63 

In his speech on the New Defence Doctrine, Baluevsky outlined what Russia considers to be the 

12 actual threats to national security.  These can be divided into five main categories; US 

aspirations to world leadership and the expansion of its economic, political and military presence in 

areas of traditional Russian influence, including the further expansion of NATO and other military 

blocks/alliances to the detriment of Russia; the existence of potential nuclei of localised wars and 

armed conflicts in proximity to Russia‟s borders; a global build up of arms and weapons of mass 

destruction; access to energy resources; and, terrorism, be this Islamist, international, separatist, 

or the ensuing domestic xenophobic tensions they can cause. There was also a deep recognition 

that Russia faces many other major internal security threats such as organized crime; the 

deterioration of domestic industrial infrastructure, such as nuclear infrastructure, which could lead 

to major disasters; and finally, a major demographic crisis that manifests itself through a shrinking 

workforce, falling military recruitment numbers, and exacerbated by a growing HIV/AIDS epidemic 

  

5.2 Long-term trend analysis of the security environment 

 

Over the past several years Russia‟s perceptions of key security concerns have shifted from 

domestic to external. Although domestic threats remain acute, particularly in terms of strategic 

trends such as public health, demographics and environment/technological accidents, there are 

fewer concerns about terrorism or secessionist conflicts on Russia‟s own territory. At the same 

time, the government is concerned over external security environment which according to Russian 

security community is becoming less predictable and Russia‟s ability to counter new global and 

some regional threats remains limited.  

Russia feels that the current unipolar system is inherently unstable and that it will give way to a 

multipolar structure which balances the interests of the international society. It considers that the 

failure and counter-productivity of unilateralism has been shown through recent military 

intervention – namely the invasion of Iraq.  The 2007 Foreign Policy Review refers to this as “The 
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inertia of unilateral response.”64  Russia considers that continuing globalisation will lead to a more 

equal distribution of influence and economic growth resulting in a multi-polar international structure 

which will strengthen collective and legal initiatives leading to inseparability of security in the 

world.65 Russian Foreign Minister Sergei Lavrov also predicts that the US model of unrestrained 

trade growth does not supply realistic solutions to contemporary challenges such as pollution, 

global poverty and climate change. In this climate, “Russia can only exist in its present borders as 

an active global power which initiates policy across the spectrum of international problems based 

on a realistic estimation of its own opportunities.”66  Russia‟s active participation in international 

affairs will be on both a practical and an intellectual level – in the formation of the ideas behind 

international relations.   

In his 2006 address to the Federal Assembly, Putin stated that; “Under the conditions of 

globalisation, during which a new international structure is being formed, the role of the UN is 

growing dramatically.  The UN is the most representative and universal global forum and it remains 

the „supporting-framework‟ of the contemporary global order.”67 However, Russia‟s rhetorical 

support for the UN is not matched by practical efforts to reform and reorganise it in a way to make 

it more able to deal with mounting security concerns.   

Russia recognises other regional organisations will also play a role in the global system.  

Cooperation with CIS states is a top Russian priority, as is a strong relationship with the EU. 

Russia hopes that the CSTO (Collective Security Treaty organisation) will play a major role in 

regional security and cooperation.  In this atmosphere of increased „regionalism‟, Russia also 

pursues good cooperation with OSCE and SCO (Shanghai Co-operation Organisation).   

In terms of long-term security concerns, Russia will remain opposed to further NATO enlargement, 

particularly to countries of the Former Soviet Union, such as Ukraine or Georgia. It is also 

concerned about the prospects of NATO being unable to prevent the rise of Taliban in Afghanistan 

and the spill over of violence and drug trafficking over its borders into Central Asia.  Furthermore, 

with no prospect for the settlement of “frozen conflicts” in the South Caucasus, and the recent 

escalation of these conflicts, particularly those bordering directly on Russia (Abkhazia and South 

Ossetia) are viewed as a long-term security threat. While Russian officials never explicitly mention 

the rise of China as a long-term threat – under Putin Sino-Russian relations have developed into 

perhaps the closest partnership in its history – but many Russian experts often mention China as a 

long-term threat to Russia‟s territorial integrity. A combination of fast depopulation of Russia‟s Far 

East and Eastern Siberia coupled with its rich deposits of natural resources (oil and gas) are seen 

as potential targets for China‟s expansion.  

Finally, Russian officials view Western efforts to promote democracy outside its borders as a 

potential major threat to Russia‟s sovereignty and long-term stability. So called colour revolutions 

in Georgia and Ukraine have provoked major concern in Russia which led to curtailing the freedom 

of press, closure of many NGOs, limitations on Western grants to NGOs, as well as pressure on 

opposition political parties and bans on public demonstrations. It is unlikely that these restrictions 

are going to be relaxed soon, as Russia‟s road to democracy seems to be much longer that was 

originally expected by the US and European states.  Concerns over external intervention in 
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Russia‟s internal affairs will remain one of the key preoccupations of Russia‟s security community, 

which distracts valuable resources form addressing real threats.   

 

5.3 Key strategies 

 

Russia‟s strategy for dealing with the security environment is a combination of practical, diplomatic 

and military efforts.  Russia is reforming federal organs and introducing new legislation to combat 

threats.  It also seeks to improve its geostrategic security and to ensure that it plays a decisive role 

in international affairs, allowing it to project its national interests in an inextricably interconnected 

world.   

Russia‟s investment in its armed forces and on defence shows that Russia‟s threat perceptions 

remain acute. General Baluevsky stated that the maintenance of a reliable defensive capability is a 

high-priority national interest for Russia68 and there have been dramatic increases in official 

defence budget from $14bn in 2004 to $40bn in 2008.  IISS estimates that the actual defence 

expenditure has increased from $23.7bn to $58.4bn.  Russia is modernising its arms and its 

defence technology, it has invested in new nuclear submarines, new air defence weapons 

systems, Topol-M intercontinental ballistic missiles and sophisticated Sukhoi military aircraft. The 

armed forces are also undergoing reform and professionalization.  The continuation of military 

reform and the transformation to a professional army (whilst retaining conscription) were listed by 

Baluevsky as national priorities in his 2007 speech on Russia‟s New Defence Doctrine69. The 

impetus behind this military spending and reform indicates that Russia predicts that current 

perceived military threats, structural instability in the international system and the widening of the 

conflict zone will continue into the medium if not the long term. 

Russia is devoting a lot of time and money to the development of key strategies to its perception of 

the security environment.  The formation of a New Defence Doctrine – the first complete revision in 

15 years - is evidence of this and shows that Russia feels that it is necessary to develop a clear 

strategy to deal with this environment.  

Russia is also dealing with security threats through reforming its counter-terrorism policies (which 

was triggered by disastrous performance by Russian military and security services during the 

school siege in Beslan, Southern Russia).  A March 2006 bill defined terrorist acts and outlined the 

roles of federal organs in the fight against terrorism, emphasizing the importance of singleness of 

command. It also stipulates that telecommunications, electronic mail and post can be monitored to 

obtain information on an act of terrorism or to prevent other acts of terrorism.  The new legislation 

provides for the use of the armed forces for the suppression of international terrorist activities 

outside the borders of the Russian Federation   It also allows the Armed Forces to use weapons 

and combat technology to destroy a plane being used to carry out a terrorist attack that threatens 

either people or causing an environmental disaster.  

Looking abroad, Russia is encouraging the realisation of its prediction that the „unipolar moment‟ is 

over and ensuring its place as a major world player.  “Over the last 15 years, an understanding that 

there is no alternative to multi-polar diplomacy as the method for the regulation of international 
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relations on a global and regional level has taken root...In these conditions, the role and 

responsibility of Russia in international affairs has grown significantly.”70   

Russia views the UN as a particularly significant forum for projecting the Russian national interest 

and „Participation in the Activities of the UN‟ is highlighted as the first section of Russia‟s 2007 

Review of Foreign Policy‟.  This document states that “Active participation in the UN, including as a 

permanent member of the Security Council enables us to effectively influence the global objective 

of achieving a stabile, just and democratic world order and to realise our national interests through 

broad international cooperation”71 However, perhaps ironically, at present Russia does not 

contribute significantly to UN‟s multinational operations, nor it is keen to accept UN‟s leading role in 

promoting the resolution of conflict in Abkhazia. 

Russia‟s perception of increasing border instability by the expansion of military blocks such as 

NATO is being addressed in two main ways.  Firstly strong rhetoric against such initiatives projects 

Russia‟s concerns onto the international stage.  This is congruent with Russia‟s strategy of using 

international cooperation and fora to counter potential security threats.  Secondly, Russia is 

pursuing a policy of greater regional cooperation and of mitigating the NATO threat through 

encouraging its cooperation with regional organisations such as CSTO.  The 2007 Foreign Policy 

review suggests collaboration between these organisations in the fight against narco-terrorism 

emanating from Afghanistan72.   

Russia‟s strategy of cooperation includes an emphasis on „strategic partnership‟ even with those 

states where there are unresolved issues between the two states.  This is emphasised in 

statements released after Putin and Bush‟s meeting in Sochi after the 2008 NATO Bucharest 

summit.  Despite several serious areas of disagreement, the leaders announced that a „strategic 

partnership‟ was necessary.  In his recent article in Profile, Foreign Minister Lavrov wrote that “We 

shall be united in the face of common challenges and threats on the ground of our national 

interests which must be understood and pursued in pragmatic and not ideological terms.  We have 

already started to hear the word „pragmatism‟ from our partners, which does not contradict the 

concept of a „strategic partnership,‟73 and this is a strategy Russia has pursued outside the 

Eurasian landmass as well. 

Documents on Russian security also espouse the use of “preventative diplomacy, international 

laws, intelligence, economic and other non-coercive means to protect the vital interests” 74 as 

opposed to military force.  

 

5.4 Organisations Involved in Security Policy  

 

Ministry of Defence is the main security structure which still has over 1,000,000 servicemen 

(official Russian statistics include 1.2 million, IISS Military Balance estimates as 1,027 million). It is 

still mostly manned by conscripts but as part of transformation to professional service has recruited 

over 100,000 professional soldiers and NCOs. It is also believed that Russia currently has around 
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20,000 nuclear weapons (strategic and tactical). According to the Moscow Treaty it is expected to 

reduce its strategic weapons to around 1,700 to 2,200 by the end of 2012. The ministry of defence 

is mostly tasked to deal with external threats to Russia‟s security.  However, it has taken part in the 

internal war in Chechnya and still stations troops in the North Caucasus with the purpose of 

guaranteeing security and fighting rebels and insurgencies.  

Over the past 8 years of Putin‟s Presidency the defence budget has increased from 5 to $40bn and 

the army is now able to maintain its personnel strength (including recruitment of 

contract/professional serviceman), to conduct regular exercises and to modernise its weapons and 

equipment. In 2002, military research and development was R31bn, in 2007 it was R120bn and in 

February 2007, then Defence Minister Sergei Ivanov told the State Duma that the 2007-2015 State 

Armament Programme would be R5,000 bn75.  However, the pace of modernisation remains slow 

due to decline of Russian defence industry which for over a decade survived through exports of 

outdated Soviet equipment.  New R&D has been developing slowly partly due to the lack of 

expertise and capacity to develop completely new modern platforms. In the next decade Russia 

will have to abandon the principle of full self sufficiency on defence industrial sphere and begin 

developing joint platforms with other key defence producers as well as promote itself as an 

exporter of components to Western markets.  

Russia does not take part in any joint operations with NATO, though its peace-keeping forces 

operate in CIS area including conflict zones in Abkhazia (about 3,000), South Ossetia (500) and 

Transdnister (1,199) – though it is worth highlighting that both Georgia and Moldova want these 

peace-keepers to be withdrawn.  Russia also has military bases in Tajikistan (5,500 troops) and 

Kyrgyzstan (500), and around 13,000 Russian Navy personnel are stationed in Ukraine 

(Sevastopol) where Russia is leasing the base for its Black Sea Fleet.  

Recent reforms of the MOD have brought little real success in transforming the Armed Forces into 

modern and accountable entity and its ability to take part in real combat operations have not been 

tested since Chechnya.  Russia‟s armed forces have made progress under Putin and have served 

a symbol of Russia‟s revival and “great power” rather than a meaningful transition to modern 

mobile, professional and modernised forces which will be able to address the challenges of the 21st 

century.  

Russian Interior Ministry (MVD) – The MVD is a ministry with 22 departments and bureaux.  

These include departments for criminal investigation, road and traffic safety, counter terrorism and 

organised crime, economic security, ensuring public order, scientific research, interpol and a 

department as a contact point for European Interpol.  Federal Migration Service has been recently 

subordinated to the Minister of Interior. The MVD also has a Special Purpose Police Squad 

(OMON)76.  They are a tough armed unit often used for crowd control.  IISS estimates that it has 

170,000 active troops – Interior Troops77 who have involved in the 1994-1996 Chechen conflict and 

have taken part in the Counter terrorism operations in the North Caucasus since 1999.   Since 

September 1999 the Interior Ministry General has commanded the Combined Group of Forces in 

the North Caucasus which formally includes MOD, FSB and special forces under its command78.  

The current Minister of Internal Affairs is General Rashid Nuraliev.  
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For 2008, the Budget for the MVD was R259.1bn (c.$10.85bn) – an increase of 18.9% on 2007 - 

and R386.9 bn (c. $12bn)  for 2009 – a 34.8% increase - (not including expenditure on pension 

security and investment).  However, despite these significant increases, the MVD finances 

continue to be an issue.  In the press release of the 2008-2010 budget forecast, the Financial 

Economic department of the MVD draws attention to several points of financial insecurity in the 

MVD, including the forecasting of a deficit as a result of plans for a major overhaul of motor-

transport, buildings, construction and law-enforcement bodies.        

Federal Security Service (FSB) the role of FSB, which is a successor agency to KGB and is 

responsible for internal security, has been significant under Putin who has expanded the influence 

of FSB in all spheres of political life and governance in Russia.  At the same time, FSB‟s role in 

guaranteeing internal security and fighting terrorism has come under growing criticism after the 

Beslan fiasco and in light of growing instability in the North Caucasus.  In the recent years FSB has 

been involved in monitoring political opposition and activities of Russian and foreign NGOs whom 

they have presented as „agents of foreign influence‟ seeking to undermine Russia‟s sovereignty 

and to promote internal instability. This preoccupation with averting a colour revolution scenario 

from playing out in Russia (which seemed unrealistic in any case) has diverted valuable resources 

from FSB‟s core activities. 

The official website divides the FSB into five main organs; the Federal Security Bureau of Russia, 

the Territorial Organs, Security Services in the Armed Forces, Border Services, other Security 

Services including the aviation unit, scientific research units, legal experts, special training branch 

etc.79  It is difficult to estimate the number of FSB troops.  The official figure is 4,000 serving in the 

central apparatus. The current Director of the FSB is Aleksandr Bortnikov. He replaced Nikolai 

Patrushev in May 2008. 

According to the new anti-terrorism law, FSB is responsible for co-ordinating anti-terrorist activities 

of other security sector agencies.  In February 2006, a decree on Anti-terrorism measures80 

declared that an anti-terror committee would be formed and that the chairman of this committee 

would be the director of the FSB.  The committee coordinates the counter-terror activities of the 

federal executive body, the government executive bodies, local government bodies and non-

governmental organisations and entities.81   

The FSB budget is largely confidential and consequently difficult to estimate, but in 2005, there 

were news reports that the FSB budget had increased by 360% under Putin.82   

In 2003 the Border Guard (FPS) was subordinated to the Federal Security Service.  During Soviet 

times, it was part of the KGB, but became an independent entity in 1991. Also in 2003, the Duma 

adopted a national state border program that allotted 65 billion roubles to improve border 

infrastructure. 

There are now seven regional border-guard administrations, which correspond to the seven federal 

districts of the Russian Federation, plus the newly created FPS Coast Guard. All in all Russia has 

61,000 kilometers of sea and land borders, 7,500 kilometers of which is with Kazakhstan, and over 

4,000 kilometers with China. According to FPS Deputy Director Lieutenant General Aleksandr 

Manilov, 1 kilometer of border protection costs around 1 million rubles, ITAR-TASS reported on 8 
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December 2005. In a May 2005 interview, FPS Director Pronichev said Russia's most unsettled 

borders are those with the Baltic states, Kazakhstan, and those in the North Caucasus.  

Ministry for the Affairs of Civil Defence, Emergency Situations and Disaster Relief 

(EMERCOM) EMERCOM is perhaps the most reformed of all security sector institutions in Russia.  

In 2001-2, EMERCOM delivered 40 tonnes of aid to Afghanistan and they took part in the 

international humanitarian operation bringing aid to the victims of the Tsunami.  EMERCOM works 

in close cooperation with international and intergovernmental organizations such as the UN, 

NATO, International Civil Defense Organization, European Union, Organization of African Unity 

(African Union), Red Cross and Red Crescent; however, interaction with the United Nations is 

probably the most important. EMERCOM has also carried out training exercises with international 

operations such as the 2002 Bogorodsk international training exercises on the provision of disaster 

relief with NATO through the Partnership for Peace.   

EMERCOM is divided into 11 departments and addresses the following areas; Risk Management, 

Search and Rescue, Fire-fighting, Civil Defense, the CENTROSPAS (air rescue) squad, the 

Leader Centre (which carries out humanitarian operations and rescue operations of extra risk), 

Small Vessels inspection, Management in Crisis Situations, Urgent Psychological Assistance, 

Rescue on Water, Project Examination, and the ministry was designated a supervisory role in; fire 

safety, safety in water, protection of citizens and territory from emergency situations.  The Minister 

of EMERCOM is Sergei Shoigu. 

The 2008 budget is divided as follows; 48.2% of the total expenditure will go the maintenance of 

fire security, 24.7% to the maintenance of systems of civilian defence and 27.1% to the protection 

of territory and citizens from natural disasters and emergency situations of a technological nature.  
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6. US Security Policy 

 

The National Security Structure of the United States is ultimately presided over by the President 

who also holds the title of Commander in Chief, heading both civilian and military national security 

capabilities. His principal forum for determining and contemplating national security affairs is the 

National Security Council that was first established in 1947 under President Truman. According to 

the White House website, “the function of the Council has been to advise and assist the President 

on national security and foreign policies. The Council also serves as the President's principal arm 

for coordinating these policies among various government agencies.” 

Regular attendees at meetings (both statutory and non-) are the Vice President, Secretary of State, 

Secretary of Treasury, Secretary of Defense, National Security Adviser, Chairman of the Joint 

Chiefs, Director of National Intelligence, while the Chief of Staff, Counsel, and Assistant for 

Economic Policy to the President are all regularly invited. Other cabinet members and relevant 

heads of departments are invited to attend when issues directly pertaining to their activities are 

involved. 

In the wake of 9/11 the President established a Homeland Security Council (HSC), a National 

Counterterrorism Center and the Defense Department established the Northern Command to 

address “homeland defense and civil support.” In addition to the President, the members of the 

HSC are the Vice President, the Secretary of Homeland Security, the Secretary of the Treasury, 

the Secretary of Defense, the Attorney General, the Secretary of Health and Human Services, the 

Secretary of Transportation, the Director of National Intelligence, the Director of the Federal 

Bureau of Investigation, and the Assistant to the President for Homeland Security and 

Counterterrorism. The following senior officials are invited to attend any HSC meeting: the Chief of 

Staff to the President, the Chief of Staff to the Vice President, the Assistant to the President for 

National Security Affairs, the Counsel to the President, the Director of the Office of Management 

and Budget, and the Chairman of the Joint Chiefs of Staff. Other senior officials are invited to 

attend HSC meetings pertaining to their responsibilities or otherwise as appropriate. At the 

President‟s request, the agenda‟s for the meeting is set by the Assistant to the President for 

Homeland Security and Counterterrorism. 

According to the Office of Management and Budget (OMB) 2009 fiscal year budget for the U.S. 

Government, the Defense Department‟s actual expenses for 2007 were $600,941 billion; a figure 

they estimate will increase to $668,584 billion in 2008. Of this, $75.9 billion in 2007 and an 

estimated $76.5 billion in 2008 was and will be spent on “Research, Development, Test and 

Evaluation.” In addition, an additional cross-cutting Homeland Security budget of some $40.1 

billion (and an additional emergency supplemental $2,906.9 million) was spent in 2007 and $44 

billion (and an additional emergency supplemental of $3,114.3 million) will be spent in 2008. 

Finally, the total actual discretionary spending (a number not including supplementals) on security 

in 2007 was $594 billion, a number that they estimate will increase to $656 billion in 2008.83  
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6.1 National Security Strategy84 

 

The latest US National Security Strategy (NSS) was released on March 16, 2006, updating the 

previous one of 2002. It defines a national security strategy founded upon two pillars: “promoting 

freedom, justice, and human dignity” and “confronting the challenges of our time by leading a 

growing community of democracies.” The driving purpose of this strategy is to “provide enduring 

security for the American people,” something to be achieved through creating “a world of 

democratic, well-governed states that can meet the needs of their citizens and conduct themselves 

responsibly in the international system.” The main perceived threat addressed by the strategy is 

international terrorism, and the document envisions a long-term and wide ranging strategy to 

counter this threat, from expanding the community of democracies and prosperity to investing more 

in “our capacity to detect and respond to biological attacks” and “ensuring that the U.S. military 

forces and emergency responders are trained and equipped to manage the consequences of a 

chemical weapons attack.” 

The driving long-term thinking encapsulated by the NSS is best summarized by the statement: 

“there was a time when two oceans seemed to provide protection from problems in other lands, 

leaving American to lead by example alone. That time has long since passed.” Current American 

national security thinking stretches beyond simply assuming that all security threats are effectively 

countered through “hard” military power – the full array of U.S. government tools must be brought 

to bear to effectively protect American interests at home and abroad. One specific position created 

in the NSS that directly pertains to this shift, is the decision to strengthen the position of head of 

USAID by empowering them with control over all State Department foreign assistance and 

changing their title to Director of Foreign Assistance. The new role remains at the Deputy 

Secretary of State level and put in a request for a budget of $39.5 billion in the 2009 request, and 

reflects the increased emphasis placed upon foreign assistance as a security tool in the United 

States armoury. 

 

There are nine strands detailing what the United States will do in its NSS: 

 Champion aspirations for human dignity; 

 Strengthen alliances to defeat global terrorism and work to prevent attacks against us 

and our friends; 

 Work with others to defuse regional conflicts; 

 Prevent our enemies from threatening us, our allies, and our friends with weapons of 

mass destruction (WMD); 

 Ignite a new era of global economic growth through free markets and free trade; 

 Expand the circle of development by opening societies and building the infrastructure 

of democracy; 

 Develop agendas for cooperative action with other main centers of global power; 
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 Transform America‟s national security institutions to meet the challenges and 

opportunities of the 21st century; and 

 Engage the opportunities and confront the challenges of globalization. 

 

6.2 National Strategy for Homeland Security85 

 

In the wake of the 9/11 attacks in July 2002, the U.S. government issued its first National Strategy 

for Homeland Security (NSHS), which has since been updated with an updated version published 

in October 2007. The U.S. government has also published a “National Strategy for Combating 

Terrorism”86 in September 2006 that focuses more specifically on the terrorist threat, but given the 

broader purview intended within this paper, the NSHS lends itself better. 

NSHS 2007 defines Homeland Security as “a concerted national effort to prevent terrorist attacks 

within the United States, reduce America‟s vulnerability to terrorism, and minimize the damage and 

recover from attacks that do occur.” However, this definition is not complete in regards the totality 

of the NSHS 2007, which (likely as a product of Hurricane Katrina) then goes on to characterize 

the “threat environment” to the United States under three broad headlines: “Terrorism; 

Catastrophic Natural Disasters; and Catastrophic Accidents and Other Hazards.” As the Strategy 

points out, “effective preparation for catastrophic natural disasters and man-made disasters, while 

not homeland security per se, can nevertheless increase the security of the Homeland.” Clearly, 

however, the emphasis within this strategy is to protect the United States from terrorist attack, and 

reflecting this, the Strategy lays out four goals upon which “our entire nation should focus its 

efforts:” 

 Prevent and disrupt terrorist attacks; 

 Protect the American people, our critical infrastructure, and key resources; 

 Respond to and recover from incidents that do occur; and  

 Continue to strengthen the foundation to ensure our long-term success. 

The strategy seeks to protect Americans from what it calls “a generational struggle” and as a 

consequence, the emphasis within it is that this is a fight that will “call on each of you [the 

American people].” The strategy is aimed at developing a “national culture of preparedness....in 

securing the Homeland,” and declares that the United States “will use all instruments of national 

power and influence – diplomatic, information, military, economic, financial, intelligence, and law 

enforcement.” 

The first three strands of the NSHS listed above are broadly predictable in their nature, and reflect 

a fear of possible WMD terrorism, cyber-terrorism, countering the spread of extremist 

radicalization, the need to strengthen and secure borders, the need to protect critical national 

infrastructure, the growing threats from IEDs, new legislation to aid law enforcement, as well as a 

heavy emphasis on the cross-departmental and regional nature of the response that is called for.  

                                                 
85 Quotes in this section are taken from the National Strategy for Homeland Security 2006, which can be found at: 
http://www.whitehouse.gov/infocus/homeland/nshs/NSHS.pdf  
86 The complete document can be found: http://www.whitehouse.gov/nsc/nsct/2006/nsct2006.pdf  
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For the final strand details what future strategies for U.S should look like, starting with a four-tiered 

Management System “Guidance,” expressed through up-to-date strategies and policies; 

“Planning,” which transforms this outline into concrete strategic, operational and tactical plans; 

“Execution,” which puts these strategies into play; and finally, “Assessment and Evaluation,” which 

produces lessons learned and best practices which feed back into the beginning of the process. 

There is a further emphasis on training to improve “incident management” abilities, and the 

centrality on “interoperable and resilient communications” systems. Finally, the Strategy points to 

the development and application of “a variety of chemical, biological, radiological, and nuclear 

countermeasures” to both counter WMD terrorism but also the public health consequences of a 

wide range of natural and man-made disasters. 

 

6.3 Quadrennial Defense Review87 

 

The Quadrennial Defense Review (QDR) is a document that the U.S. Department of Defense 

(DoD) has produced every four years since 1997 when the first was commissioned. It lays out what 

the Department‟s senior leadership believes is the direction the department is going in, and which it 

should go in. QDR 2006 was the third QDR and is the first “war-time” QDR (while QDR 2001 was 

released on September 20, 2001, it had largely drafted before the 9/11 attacks and consequently 

did not entirely reflect the new threat paradigm), and it presents a Department that is prepared to 

“engage in what will be a long war.” 

The QDR focuses on four priorities for the Pentagon: 

 Defeating terrorist networks. 

 Defending the homeland in depth. 

 Shaping the choices of countries at strategic crossroads. 

 Preventing hostile states and non-state actors from acquiring or using WMD. 

It is important to also note the more in-depth approach to deterrence that the document elucidates, 

shifting “from a „one size fits all‟ deterrence toward more tailored capabilities to deter advanced 

military powers, regional WMD states, or non-state terrorists.” This reflects the broad threat 

assessment that the DoD sees itself as facing, and reflects much of the long-term planning and 

procurement decisions. 

QDR 2006 determines the following “key programmatic decisions” to be launched in fiscal year 

2007: 

 Increase Special Operations Forces by 15% and increase the number of Special 

Forces Battalions by one-third. U.S. Special Operations Command (U.S. SOCOM) will establish 

the Marine Corps Special Operations Command. The Air Force will establish an Unmanned Aerial 

Vehicle Squadron under U.S. SOCOM. The Navy will support a U.S. SOCOM increase in SEAL 

Team manning and will develop a riverine warfare capability. The Department will also expand 

Psychological Operations and Civil Affairs units by 3,700 personnel, a 33% increase. Multipurpose 

Army and Marine Corps ground forces will increase their capabilities and capacity to conduct 

irregular warfare missions. 

                                                 
87 Quotes in this section are taken from the February 2006 Quadrennial Defense Review Report, that can be found at: 
http://www.defenselink.mil/qdr/report/Report20060203.pdf  
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 To strengthen homeland defense and homeland security, the Department will fund a 

$1.5 billion initiative over the next five years to develop broad-spectrum medical countermeasures 

against the threat of genetically engineered bio-terror agents. Additional initiatives will include 

developing advanced detection and deterrent technologies and facilitating full-scale civil-military 

exercises to improve interagency planning for complex homeland security contingencies. 

 To help shape the choices of countries at strategic crossroads, strengthen 

deterrence, and hedge against future strategic uncertainty, the Department will develop a wider 

range of conventional and non-kinetic deterrent options while maintaining a robust nuclear 

deterrent. It will convert a small number of Trident submarine-launched ballistic missiles for use in 

conventional prompt global strike. The Department will also increase procurement of unmanned 

aerial vehicles to increase persistent surveillance, nearly doubling today‟s capacity. It also will 

begin development of the next generation long-range strike systems, accelerating projected initial 

operational capability by almost two decades. 

 To improve the nation‟s ability to deal with the dangers posed by states that possess 

weapons of mass destruction and the possibility of terrorists gaining control of them, the 

Department will greatly expand its capabilities and forces for addressing such contingencies. It has 

assigned U.S. Strategic Command as the lead Combatant Command for integrating and 

synchronizing combating WMD, which provides a focal point for the Department‟s efforts. The 

Department will also establish a deployable Joint Task Force headquarters for WMD elimination to 

be able to provide immediate command and control of forces for executing those missions. 

There is further an emphasis that the strategy laid out will only be achievable by “maintaining and 

adapting the United States‟ enduring alliances.” Finally, in the long-term, DoD identifies 

“departmental institutional reform and governance; irregular warfare; building partnership capacity; 

strategic communication; and intelligence” as the main priorities. 

 

64. Mapping the Global Future88 and National Intelligence Strategy89 

 

This is primarily a survey of the strategies laid out by the U.S. intelligence community, as captured 

by the National Intelligence Council‟s (NIC) Mapping the Global Future report, a product of its 2020 

project that aims “to provide US policymakers with a view of how the world developments could 

evolve, identifying opportunities and potentially negative developments that might warrant policy 

action,” and the Director of National Intelligence‟s National Intelligence Strategy (NIS) that was a 

direct response to President Bush‟s call in the NSS that “our vast intelligence enterprise will 

become more unified, coordinated and effective.” 

The NIS identifies five main strategic “mission objectives:” 

1. Defeat terrorists at home and abroad by disarming their operational capabilities and 

seizing the initiative from them by promoting the growth of freedom and democracy. 

2. Prevent and counter the spread of weapons of mass destruction. 

3. Bolster the growth of democracy and sustain peaceful democratic states. 

                                                 
88 “Mapping the Global Future” can be found at: http://www.foia.cia.gov/2020/2020.pdf  
89 The National Intelligence Strategy of the USA can be found at: http://www.dni.gov/publications/NISOctober2005.pdf  

http://www.foia.cia.gov/2020/2020.pdf
http://www.dni.gov/publications/NISOctober2005.pdf
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4. Develop innovative ways to penetrate and analyze the most difficult targets. 

5. Anticipate developments of strategic concern and identify opportunities as well as 

vulnerabilities for decision-makers. 

It is numbers four and five of this list that are most pertinent for the purposes of this report, and the 

U.S. plans on achieving these ambitious goals through an active policy of deepening the 

intelligence communities abilities to comprehend and analyze foreign powers, while at same time 

enhancing technical capabilities. This will be done through a more focused effort to tap what open 

source materials are already out there, offering analysts new career possibilities to ensure 

retention, finding ways of enmeshing intelligence and counterintelligence more effectively, as well 

as developing a deeper pool of in-house knowledge on “every region, every transnational security 

issue, and every threat to the American people.” It is worth highlighting that these changes all 

largely reflect many of the blunders that were pointed to within the intelligence community in the 

wake of the 9/11 crisis. 

The Mapping the Global Futures instead takes a look into the future to assess what the world will 

look like for the United States in the year 2020, concluding that “the Unites States will retain 

enormous advantages, playing a pivotal role across the broad range of issues – economic, 

technological, political, and military – that no other state will match by 2020.” The report reaches 

five main conclusions that summarize the immediate fears the U.S. intelligence community thinks 

the U.S. will face in the next decade: first, geopolitically, they conclude that U.S.-Asia relations will 

become one of the biggest challenges that America will confront. Increasing globalization and 

interconnectedness will become problematic as it will leave the U.S. “more vulnerable to 

fluctuations in the fortunes of others” (a fact that reflects the NSS thinking as laid out earlier). While 

they do not fear any other nation coming “within striking distance of rivaling U.S. military power” 

they posit that “more countries will be in a position to make the U.S. pay a heavy price.” 

Furthermore, the report states that the terrorist threat is likely to remain even if “the numbers of 

extremists dwindle,” however a broad counter-terror strategy that seeks to empower Muslim 

reformers, open up democracy and “approach the problem on multiple fronts offers the greatest 

chance of containing – and ultimately reducing – the terrorist threat.” Finally, they grow concerned 

about how “over the next 15 years the increasing centrality of ethical issues, old and new, have the 

potential to divide worldwide publics and challenge U.S. leadership.” Within this analysis one can 

clearly see the underpinnings of the NSS strategy that seeks to “promote freedom, justice, and 

human dignity” and “confront the challenges of our time by leading a growing community of 

democracies.” America must once again lead by example if it is to remain preponderant in the 

world. 

The NIC 2020 (now moving into 2025) Project (of which the Mapping the Global Futures is the end 

product) is a rolling event that looks 15 years out to try to understand what are the key threats and 

drivers and issues that American policymakers need to be aware of – consequently, its 

methodology is of particular pertinence and relevance for the project at hand. The analysts attempt 

to attack the issue from a variety of angles, using datamining tools, other researchers, tapping 

think tank and other academic work (both domestically and internationally) to gather together as 

much information as possible on unappreciated threats and emerging trends – and define a list of 

what seem to be the 10 most important developments. These encompass security in the broadest 

possible sense: energy issues, policy, climate change, demographics, technology advances, etc.  

Once this step has been taken, they then reach out through partners to hold workshop sessions 

around the world with local thinkers – getting them to think outside the box and to react to their 
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thoughts and concepts. From this they assemble some early drafts which they then take back out 

again for critique and comment and reaction. Finally, on this basis they start to develop scenarios 

that they can then use as the foundation for the horizon scanning – these span from the “hard” to 

“soft” – however, they maintain an inbuilt capacity for uncertainty. Once the scenarios have been 

developed they do run them through a computer modeller, however, this is intended as a way of 

having a point of comparison for the human run scenarios – as the computer may catch 

discontinuities that people miss. 

A major factor to be borne in mind in thinking these through (beyond analyzing in as holistic a 

manner as possible all the implications of certain drivers) is the impact of disruptive technologies, 

both in the positive and negative sense of the word. Assessing their practicability and feasibility is a 

crucial element in scenario planning, as there is always the potential for a technology to suddenly 

emerge or mature that could affect surprising aspects of our lives. A key foundation of the NIC 

report is a series of 10 “Relative Certainties” and 10 “Key Uncertainties” that provide the scenario 

thinkers with a set of parameters within which to work. Naturally, this process is constantly 

undergoing evaluation and reassessment, with input from both within the US Government and 

academic community, but also further afield with input actively sought from around the world. 

 

6.5 Public Opinion 

 

The American public is beset with polls and pollsters, so in the interests of brevity this section of 

the report chooses to focus on the polls held by the Pew Research Center, a widely respected and 

known independent institution. Their key finding in their poll of September 2007 was a “Diminished 

Public Appetite for Military Force and Mideast Oil,” and an almost complete reversal of an 

American policy of engagement with “far more Americans say reducing America's overseas 

military presence, rather than expanding it, will have a greater effect in reducing the threat of 

terrorism.”90 The threat from terrorism remains perceived as high, but the “public also continues to 

give the government generally favorable ratings for its response to terrorism.” However, the belief 

in the “effectiveness of a strong overseas military role in countering terrorism has a decidedly 

partisan cast” with more Democrats ascribing to the belief that greater foreign military intervention 

is exacerbating the problem. Both sides are united, however, in the belief that “America is less 

respected by other countries these days (65%).” 

In an interesting poll from January 2007, Pew assessed trends amongst a group they defined as 

“Generation Next” that “includes those Americans between the ages of 18 and 25 years old.”91 

While some of the findings can appear to simply be long-standing tendencies between young and 

old, other facts could point to deeper trends that will affect future thinking. Amongst the findings, 

there was greater concern about the environment and greater leniency towards immigration, and 

on defense spending there is a distinct clash between young and old with “only 13% say[ing] the 

U.S. should increase its spending on national defense, compared with 21% of those over age 25. 

More than one-quarter of Gen Nexters (28%) say defense spending should be cut back, compared 

with 18% of older Americans.” When turning to the use of military force “only 29% of Nexters say 

using overwhelming military force is the best way to defeat terrorism around the world. The vast 

                                                 
90 “Five Years on, Diminished Public Appetite for Military Force and Mideast Oil,” September 6, 2007: http://people-
press.org/reports/display.php3?ReportID=288 – all citations in this paragraph are drawn from here. 
91 “Portrait of "Generation Next": How Young People View Their Lives, Futures and Politics,” January 9, 2007, 
http://people-press.org/reports/pdf/300.pdf - all the quotes in this paragraph are drawn from here. 

http://people-press.org/reports/display.php3?ReportID=288
http://people-press.org/reports/display.php3?ReportID=288
http://people-press.org/reports/pdf/300.pdf
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majority (67%) say relying too much on military force to defeat terrorism creates hatred that leads 

to more terrorism. Older generations are more evenly divided on this issue: 41% say using 

overwhelming force is the best approach for defeating terrorism, 49% say this approach ultimately 

leads to more terrorism.” Interestingly, “young people also favour a more internationalist approach 

to foreign policy. Fully 62% say the U.S. should take into account the interests of its allies even if it 

means making compromises with them. Slightly more than half of older Americans (52%) share 

this perspective.” 

Finally, turning to the annual Transatlantic Trends report “an annual public opinion survey 

examining American and European attitudes toward the transatlantic relationship,” that also 

provides some insights into more general international threat assessment amongst the American 

public. Overall, “energy dependence (88%), an economic downturn (80%), and international 

terrorism (74%)” are seen as the biggest threats. Furthermore “support for democracy promotion 

among Americans has fallen over the past three years from 52% in 2005 to 45% in 2006 to 37% in 

2007.” These details are all interesting when one considers the relative absence of economic fear 

amongst the various strategy papers. 
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7. Conclusion 

 

The EUISS assessed the world in 2025 to be more populated, more exploited, more arid, and more 

polluted. As a result the wellbeing of billions of people will be strained. Globalisation is singled out 

as the most important factor. While the world will be multipolar, global governance will be more 

difficult as inequalities rise and the West loses some of its ability to shape global events and 

structures.92 It is also clear, however, that European security will depend to a significant degree on 

how the EU relates to and works with other major players on the world stage.  

China‟s rise has become one of the defining features of our time, both in the economic and security 

realm. China‟s ability and willingness to offer states no strings attached investment in exchange for 

access to raw materials presents Europe with a double problem: it deprives Europe of access to 

the raw materials, but it can further undermine European efforts to promote democracy or rule of 

law in some of the darker recesses of the globe. It is worth noting, however, that China has begun 

to recognize some of the problems in this “values free” approach to foreign policy, and embraced 

the call for it to start to become a “responsible stakeholder” – but this is a stance that is likely to 

have implications for Europe too. For example, the expansion of the Chinese footprint in less 

stable parts of the world means that China might have to think through what foreign deployments 

protecting its nationals or interests might look like, which starts to raise the spectre of a growing 

Chinese military footprint. Clearly, the enormous economic potential of China affords its leaders to 

develop the countries military capabilities relatively rapidly should they chose to do so. 

Underpinning these issues, however, are the major internal threats that China still faces, with 

separatist groups active in Xinjiang and Tibet, and social rifts caused by growing economic 

imbalances and environmental degradation. Economic growth and the existing social order are 

increasingly in conflict. These problems are further exacerbated by a sometimes tenuous control 

exerted by the central government over regional authorities – a disconnect that is often also 

present between government ministries and agencies. When one couples this potential instability 

with China‟s growing presence internationally, both physically, but also in economic, energy, and 

other globalized markets, there is a potential risk to Europe that is very hard to properly assess 

because of the lack of transparency and the rapidity of change that China is experiencing. It 

seems, however, that the top priority for Chinese leaders will remain the sustainability of economic 

growth. The European Union has to be ready for the likely development that this will trigger more 

international and multinational engagement from China‟s side. 

India‟s rise as a global power, based on population growth, significant military capabilities and 

increasing capacity in the high technology sector has to be seen in relation to pressing concerns 

about its internal stability. While India‟s growing need for natural resources means that it is likely to 

start to encroach on European interests around the world, as worrying from a European 

perspective is the nation‟s deep potential for internal instability, which could have potentially 

devastating regional and possibly global implications. Aside from the well-known problems to the 

West with Pakistan, India retains border disputes with Bangladesh, Nepal, Bhutan and Myanmar – 

with cross-border crime, terror groups, mass migration, and deep ethnic tensions all present. While 

relations with China have improved, they remain touchy with India‟s ongoing willingness to host the 

Dalai Lama and many of his followers in Dharamsala. Internally, India faces Kashmiri terror groups, 

as well as a substantial Maoist Naxalite insurgency (considered the biggest internal threat to the 

                                                 
92

 See: http://www.iss.europa.eu/uploads/media/NGP_01.pdf . 

http://www.iss.europa.eu/uploads/media/NGP_01.pdf
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nation by the Prime Minister). These internal and external issues have to be seen against the 

backdrop of a nation with hundreds of spoken languages and thousands of different ethnic and 

social groupings. India is thus likely to continue to define its security in more traditional terms 

related to territorial and internal integrity, in particular contrasted with the dominant security 

narrative in the EU. 

As Europe‟s biggest neighbour and main energy source, Russia remains a priority issue for 

European policymakers. There is a newfound Russian sense of self-assertiveness, thanks to the 

prosperity and relative stability that the nation has undergone under President Putin‟s watch, but 

also due to Russia‟s considerable leverage because of control over energy sources. Russia, 

however, is a lot less fixated upon Europe than the other way around, and when analyzing its 

perceptions of strategic threats, it sees its role as a great power on the world stage. Consequently, 

balancing US power remains high on the Russian agenda, something that will have implications for 

the EU as there remains an enduring temptation for Russian leaders to attempt to drive a wedge 

between the US and the EU. Furthermore, given the near neighbourhoods that Russia and Europe 

share, Russia‟s methods to ensure stability and control over them is something that presents 

European policymakers with a difficult set of questions. Finally, internal stability in Russia is 

something that the EU will have to take into account, with Islamist, international and separatist 

terrorism all lurking in the shadows, as well as a powerful organized crime structure that directly 

menaces Europeans. Beyond these, underinvestment in infrastructure across Russia (in particular 

in the energy sector) poses a problem for Europe, and it is hard to calculate what effect Russia‟s 

negative demographic rates will have upon the nation‟s foreign policy. 

With the pending US election and the prominence of the “change agenda” as a defining feature of 

both Democrat and Republican campaigns, it would be easy for European‟s to be lulled into a 

sense that we are on the cusp of seeing a major revisiting of US foreign policy. Yet policymakers in 

Europe would do well to appreciate that while the approaches to foreign policy may change under 

a new administration, it is unlikely that the perception of underlying strategic threats to the nation 

will change. The key threats identified by the public are energy dependence, economic downturn 

and international terrorism – all key issues in the current electoral cycle. While European‟s would 

probably share these concerns, it is the international terrorism one which has the most immediate 

security implications for the EU, with the US continuing to focus upon terrorism as an external 

threat with increasingly European roots. This feeds more broadly into an American strategy which 

sees protecting the Homeland and American interests as essentially a battle to be waged outside 

American borders – though there is an increasing realization that hard military tools will not be the 

most effective. 

It is notable that all major actors with the potential to exert a significant influence on European 

security reviewed here are driven by security policies that are decidedly less multilateral in outlook 

and posture than the EU and its member states. Furthermore, while there is overlap in threat 

perceptions, other global players but a bigger premium on traditional security concerns and a 

corresponding balance of policy instruments, with the possible exception of the US, that is less 

geared towards the vision of comprehensiveness that the EU promotes. In particular the rise of 

China and India as major powers and the questions of how they integrate in the international 

system will be a central uncertainty in coming years, in particular as it is likely to go hand in hand 

with a decreasing ability of the EU and its member states (and the US) to wield decisive influence 

on global affairs.  

A growing range of actors will be able to benefit from existing technology and knowledge with 

adverse effects for European security because this trend might strengthen terrorist groups and 
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other transnational as well as sub-national groups while also increasing the potential for the 

proliferation of WMD and their delivery systems. Climate change is likely to emerge as a multiplier 

of risks that threatens water and food supplies, may increase migration pressures and even directly 

contribute to political and armed conflict. Information technology and mass transportation will 

continue to facilitate non-state activity. Energy is likely to remain a central propellant of economic 

growth increasing the need for increased energy diversification and efficiency. The EU and its 

member states will thus be confronted with a world that is more complex, including a greater 

number of power centres and actors, more challenging in terms of maintaining stability, and more 

strained, in particular as far as the „global commons‟ are concerned. While the EU discourse on 

security, that has emerged over the last five to seven years, has already begun to take these 

factors into account, it has yet to grapple with the full extent of this complexity by linking up 

strategy, means and ends, and priorities for action and research. 


