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Introduction: 

This country report on the United Kingdom represents one of the 12 country reports that have been 
compiled   as part of the FORESEC project‟s State of the Art Scan on European security 
(www.foresec.eu). The scan provides an overview of the security field in the 12 countries chosen. 
The countries have been selected to give a good overview of the different cultures, geographical 
locations, national strategies and societal challenges that face European security and shape the 
priorities and interest at the European level.1 

Section 1 of the report discusses the concept of security in the UK, sections 2 looks at current 
security related activities including organisations, strategies and doctrines, role of the private 
sector, key technologies and current research programs and projects. Section 3 discusses public 
opinion in the United Kingdom vis-à-vis security related issues. Section 4 gives an overview of 
current national and international foresight activities and section 5 highlights issues where 
European level collaboration is seen to potentially add value. Further details concerning each 
section are provided in the Appendix. 
 
 
1. Concept of Security  
 
In the 2008 National Security Strategy, the Government makes a distinction between the broad 
scope of security used to identify future threats and the legalistic term „national security‟.2 The 
Strategy describes its scope and approach as „reflect[ing] the way our understanding of national 
security has changed. In the past, the state was the traditional focus of foreign, defence and 
security policies, and national security was understood as dealing with the protection of the state 
and its vital interests from attacks by other states. Over recent decades, our view of national 
security has broadened to include threats to individual citizens and to our way of life, as well as to 
the integrity and interests of the state. That is why this strategy deals with transnational crime, 
pandemics and flooding – not part of the traditional idea of national security, but clearly challenges 
that can affect large numbers of our citizens, and which demand some of the same responses as 
more traditional security threats, including terrorism.‟3 For the purpose of this report, we define the 
concept of security according to the broad scope outlined in the National Security Strategy. The 
dominant way to structure thinking about security challenges in the UK is to distinguish between 
threats (for example terrorism), hazards (for example floods), and threats arising from hazards (for 
example diseases triggered by flooding). 
 
Even for the broad definition of security presented here, much of the accessible governmental 
research on security is inextricably linked to the concept of defence. Therefore, the country report 
draws heavily from defence and military technologies, research programmes, and organisations. It 
is worth noting that the United Kingdom increasingly thinks of security as a holistic cross-
departmental issue and as such incorporates agencies, such as the Joint Intelligence Committee, 
and departments not traditionally associated with security into approaches to combat or prevent 
specific threats. However, in the interest of space, the departments and organisations listed below 
have been identified as the key figures in the security field.  
 
 
2. Current security related activities 
 
What can be defined as the British Security architecture is large and complex grouping of 
Ministries and Agencies, something that is the consequence of the aforementioned broad definition 

                                                 
1
 The FORESEC state of the art scan covers Austria, Bulgaria, Estonia, Finland, France, Germany, Italy, Poland, 

Slovenia, Spain, Sweden and United Kingdom 
2
 This is explicity mentioned in the endnotes of The National Security Strategy for the United Kingdom (2008), p. 61 

3
 The National Security Strategy for the United Kingdom (2008), p. 3-4 

http://www.foresec.eu/
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of security, and the increased awareness that internal security was no longer separable from 
external security. While this section captures many of the main agencies and departments 
involved, arguably government departments like Department for Trade and Industry (DTI) or the 
Department for Environment, Food and Rural Affairs (DEFRA) should also have a mention, in 
particular due to the prevalence of concern amongst interviewees towards the issue of food 
security, flooding in the UK, and the vulnerability of Britain‟s national infrastructure. However, in the 
interests of space, we have included within this section only those departments or agencies whose 
work impinges most obviously and directly upon traditional security threats. Nonetheless, this 
section‟s broad base and variety highlights the deeply complex security architecture that the UK 
has deployed in the protection of its citizens. 
 
One further body needs some mention, and this is the Cabinet Office, which is the main 
coordinating entity within the British government architecture, and that ultimately is responsible for 
ensuring Whitehall is working towards the same goal. As well as helping coordinate Britain‟s 
security and intelligence, the Cabinet Office also helps assemble groups of scientists with 
particular areas of expertise who are available to be called upon in times to dire emergency in the 
event of a bio-attack, pandemic outbreak, or something similar. This group is drawn from across 
academia and the private sector and is regularly briefed on potential risks and threats.  
 
In terms of defence related technologies, the UK is at the forefront of European thinking and 
investment, with a number of major defence technology firms with substantial global footprints. The 
UK‟s relatively open defence market has further provided incentives for external firms to invest 
heavily, and has resulted in some interesting cross-border synergies. Capturing and understanding 
what the defining future technologies will be was widely reported amongst interviewees as a major 
concern and consideration for British government, both from a commercial standpoint, but also to 
understand how they could help strengthen Britain‟s internal and external security. 
 
2.1 Organisations 
 
As there are multiple dimensions contributing to the modern concept of British national security, so 
too are various governmental agencies and departments involved in security-related activities. The 
organisations listed here are key, though not exclusive, actors contributing to British security: 

 
Organisations Budget 

Ministry of Defence (MOD) £32.6 billion 

Foreign and Commonwealth Office (FCO) £1.8 billion 

Home Office £9.2 billion 

Department for International Development  (DFID) £5.3 billion 

Secret Intelligence Service (Mi6), Security Service (Mi5) & Government 
Communications Headquarters (GCHQ) 

n/a 

Department of Communities and Local Government (DCLG) £10.3 billion 

Metropolitan Police £2.8 billion 

 
 
The Home Office is the government department responsible for leading the national effort to 
protect the public from terrorism, crime and anti-social behaviour.4 It‟s seven departmental 
objectives are to: “help people feel secure in their homes and communities; cut crime, especially 
violent, drug and alcohol related crime; lead visible, responsive and accountable policing; protect 
the public from terrorism; secure our borders and control migration for the benefit of our country; 
safeguard people's identity and the privileges of citizenship; and, support the efficient and effective 

                                                 
4
 Home Office website 
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delivery of justice.”5 Its remit extends through the police forces, to the newly established Office for 
Security and Counter-Terrorism (OSCT) which has responsibility across-government for the British 
CONTEST counter-terrorism strategy. It also has responsibility over the Security Service (MI5), the 
Centre for the Protection of National Infrastructure (CPNI), the UK Border Agency, the Serious 
Organised Crime Agency (SOCA, that is sponsored by, but operationally independent, of the Home 
Office) and other elements of the domestic British security apparatus.  
 
The Office for Security and Counter-Terrorism (OSCT) is the arm of the Home Office 
responsible for developing policy and security measures to combat the threat of terrorism. OSCT 
works on areas of prevention of attacks and protection of critical infrastructure as well as 
coordination with police, security, and emergency services. The UK Border Agency is responsible 
for enforcing immigration and customs regulations. In an initiative to strengthen border controls, the 
agency is adopting new methods of tracking and identifying travellers. This includes the 
introduction of compulsory identification cards, the Iris recognition immigration system, and the e-
Borders programme, which gathers information and creates travelling histories on passengers 
identified as a potential risk. As an intelligence-led agency, the Serious Organised Crime Agency 
(SOCA) is focused on understanding organised crime and contributing to the investigative capacity 
of organisations combating crime. Its remit covers drugs trafficking, organised immigration crime, 
individual and private sector fraud, and other organised from. Like SOCA, the Centre for the 
Protection of National Infrastructures (CPNI) is assisted by the Security Service and other 
governmental departments. It provides advice on physical, personnel, and computer-related 
security and collaborates not only with national agencies but with businesses and international 
organisations as well. As the UK‟s primary Ministry for internal affairs, the Home Office coordinates 
several different matters with various government departments, including the Ministry of Justice, 
the Law Officer‟s departments, as well as the police services and the Association of Chief Police 
Officers (ACPO). The Home Office has 76,126 employees6 and a budget of £9.2 billion in 2007-08 
(2007-2008 Comprehensive Spending Review). 
 
The Ministry of Defence (MOD) is both a policy-making Department of State – like any other 
British central government department – as well as being the highest level military headquarters in 
the UK, providing political control of all military operations. It controls resources for the Armed 
Forces of some £30 billion per year. Within it and across government, military and civilian 
personnel work closely together to deliver Britain's defence.7 The MOD‟s Defence Vision 
articulates its principle mission as defending the United Kingdom and its interests, strengthening 
international peace and stability and acting as a force for good in the world.8 The MOD aims to 
pursue this mission by providing strategy that matches new threats and instabilities, maintaining 
flexible force structures and reaching out into the wider world.9 The UK defence budget for 2007/8 
is £32.6 billion, and in 2005, defence spending comprised 5.8% of total UK Government 
expenditure.10 In 2006/2007, there were a total 178,000 UK armed forces and 98,050 full-time 
civilian staff.11 
 
The MOD has a variety of internal departments tasked with different aspects of security, including: 
the Computer Emergency Response Team (MODCERT); Defence Intelligence; the Defence 
Vetting Agency; Industry Security Services (ISS); MOD Police and Guarding Agency; and Security 
Sector Development Advisory Team (SSDAT).12  
 

                                                 
5
 Home Office website 

6
 Home Office Departmental Report 2007, p. 112 

7
 Ministry of Defence website 

8
 Ministry of Defence website 

9
 Ibid 

10
 Ibid 

11
 Ministry of Defence Annual Reports & Accounts 2006-2007,  p. 160 

12
 Ibid 

http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/CERT/ComputerEmergencyResponseTeamCERT.htm
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/DIS/
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/MDPGA/
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/SSDAT/SecuritySectorDevelopmentAdvisoryTeam.htm
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/SSDAT/SecuritySectorDevelopmentAdvisoryTeam.htm
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/SSDAT/SecuritySectorDevelopmentAdvisoryTeam.htm
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The Computer Emergency Response Team (MODCERT) is responsible for coordinating the 
MOD‟s response to security-related incidents. Their central coordinating centre, the Joint Security 
Co-ordination Centre, uses monitoring, reporting and advance warning centres and works with 
Incident Response Teams (IRTs) to respond to computer security issues.  Defence Intelligence is 
responsible for intelligence collection and analysis that assists the government in a range of 
activities from policy making to operations planning. The staff of 4500 contributes to the UK‟s 
national intelligence committee, the Joint Intelligence Committee (JIC). The Defence Vetting 
Agency is the personnel security agency responsible for national security vetting within the MOD. 
This agency‟s main responsibility is to run security checks and provide clearances to people in 
security and defence-related fields. The Development, Concepts and Doctrine Centre (DCDC), 
a Ministry of Defence think-tank collocated with the Defence Academy at Shrivenham, is 
responsible for providing the intellectual bases that inform coherent decisions in Defence policy, 
capability development and operations.13 DCDC is also responsible for the Strategic Trends report 
- that will be gone into greater detail later   and is widely cited as a model used internationally for 
those trying to develop horizon scanning tools. Similar to the Defence Vetting Agency, the 
Industry Security Services checks the security status of foreign companies, citizens and material 
for UK companies and generally works to assist UK companies with international security-related 
issues. The MOD Police and Guarding Agency is tasked broadly with providing security to the 
defence community as well as supporting international policing efforts in Iraq and Afghanistan. The 
purview of the MOD Police differs from that of the Metropolitan (or other) police forces in that it is 
primarly responsible for combatting terrorist attacks, managing disruption caused by protestors, 
and stopping theft of key assests and financial fraud from MOD sites. Finally, the Security Sector 
Development Advisory Team (SSDAT) is a 13-person team of experts on security sector reform 
(SSR) that act as consultants for the MOD, DFID, and FCO. The SSDAT offers a knowledge base 
on subjects relating to SSR, including determing foreign and security policy objects, determining 
force structure, and offering support with logistical, financial and human management. Externally, 
the MOD collaborates with other Departments, private and voluntary sectors in the UK, and with 
international allies abroad. 
 
The main purpose of the Foreign and Commonwealth Office (FCO) is to work for the United 
Kingdom's interests and to develop and pursue the UK‟s foreign policy. To achieve this goal, the 
FCO has established objectives for the UK generally, and specifically for its role within these 
objectives. Its overall objectives include: establishing a world safer from global terrorism and 
weapons of mass destruction (WMD); protecting the UK from illegal immigration, drug trafficking 
and other international crime; creating an international system based on the rule of law, which is 
better able to resolve disputes and prevent conflicts; supporting an effective EU in a secure 
neighbourhood; promoting British economic interests in an open and expanding global economy; 
supporting sustainable development, underpinned by democracy, good governance and human 
rights; protecting the security of UK and global energy supplies; ensuring the security and good 
governance of the UK's Overseas Territories; providing high quality consular services to British 
nationals abroad; and finally, effective regulation of immigrants entry and settlement in the UK in 
the interests of sustainable growth and social inclusion. 
 
As of 1 April 2008, the FCO codified these aims into a series of strategic objectives and policy 
goals outlined in its Strategic Framework and FCO Departmental Strategic Objectives (DSO) for 
2008/09 to 2010/2011. These are: “A flexible Global Network serving the whole of the British 
Government; Support the British Economy; Support British nationals abroad; Support managed 
Migration for Britain; Counter Terrorism, weapons proliferation and their causes; Prevent and 
Resolve Conflict; Promote a low carbon, high growth, global economy; and, Develop effective 
international institutions, above all the UN and EU. The FCO is a network of 16,000 people, of 
which 6,000 are civil servants and 10,000 are supporting staff, working at 260 diplomatic posts.14 

                                                 
13

 Ministry of Defence: Development, Concepts, and Doctrine Centre website 
14

 Ibid 

http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/CERT/ComputerEmergencyResponseTeamCERT.htm
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/DIS/
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/MDPGA/
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/SSDAT/SecuritySectorDevelopmentAdvisoryTeam.htm
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/SSDAT/SecuritySectorDevelopmentAdvisoryTeam.htm
http://www.mod.uk/DefenceInternet/AboutDefence/WhatWeDo/SecurityandIntelligence/SSDAT/SecuritySectorDevelopmentAdvisoryTeam.htm
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The budget of the FCO in 2005–06 was £1.8 billion. £790 million of this funding went to the BBC 
World Service and the British Council, and to paying subscriptions to international organisations. 
The core budget was £1 billion – 0.2% of total public spending. The FCO collaborates with 
academia and think-tanks, research councils, business, faith groups, Muslim organizations, NGOs, 
trade unions, UK regions, and the British public.15 Also, as defined by the Strategic Framework, the 
FCO seeks to collaborate with the UN and EU to develop international institutions. 
  
The Department for International Development (DFID) is the governmental department 
responsible for managing Britain's aid to poor countries and working to get rid of extreme poverty. 
DFID‟s strategic objectives are aligned with the UN‟s „Millennium Development Goals‟ (with a 2015 
deadline). These goals are to: “halve the number of people living in extreme poverty and hunger; 
ensure that all children receive primary education; promote sexual equality and give women a 
stronger voice; reduce child death rates; improve the health of mothers; combat HIV & AIDS, 
malaria and other diseases; make sure the environment is protected; and build a global partnership 
for those working in development.”16 In order to conduct this broad remit, DFID has 2500 staff, 
approximately half of whom work in one of the 64 overseas offices.17 DFID‟s planned budget 
(Departmental Expenditure Limit) for 2007-08 was £5.3 billion.18 The department functions as a 
bilateral donor to individual countries and provides 38% of total development assistance funding to 
multilateral agencies. DFID also works with international institutions such as the World Bank, the 
United Nations and the World Trade Organisation and developed country groupings such as the 
European Union (EU).19  
 
The Secret Intelligence Service (SIS, but also known as Mi6) and the Security Service (Mi5) are 
the intelligence services of the United Kingdom responsible for protecting against threats to 
national security. The Governmental Communications Headquarters (GCHQ) is the UK‟s 
electronic listening post, tasked with two missions: signals intelligence (Sigint) and Information 
Assurance. Mi6 and GCHQ are responsible to the Foreign Secretary and senior officials within the 
Foreign and Commonwealth Office.20 Mi5 is responsible to the Prime Minister and the Home 
Secretary.21 
 
Mi6 is the agency devoted to collecting foreign intelligence and mounting covert operations 
overseas to achieve its three main objectives: to support the government's defence and foreign 
policies in the fields of national security; to support the interests of the economic well-being of the 
UK; and in support of the prevention or detection of serious crime.22 Mi5 has three overarching 
objectives of “protecting the UK against threats to national security from espionage, terrorism and 
sabotage, from the activities of agents of foreign powers, and from actions intended to overthrow or 
undermine parliamentary democracy by political, industrial or violent means."23 Mi5 also is 
responsible for counter-proliferation of weapons of mass destruction.24  
 
Finally, some mention is necessary of the Joint Terrorism Analysis Center (JTAC), “a self-
standing organisation comprised of representatives from sixteen government departments and 
agencies”, that assess all of the intelligence pertaining to terrorism in the UK, and the Center for 
the Protection of National Infrastructure (CPNI) that was formed out of the old National 
Infrastructure Security Co-ordination Centre (NISCC) and a part of MI5. Both organizations are 
critical parts of the UK‟s intelligence architecture. Finally, all intelligence information is coordinated 

                                                 
15

 Ibid 
16

 Department for International Development website 
17

 Department for International Development website 
18

Department for International Development Resource Accounts 2006-2007, p. 3 
19

 Ibid 
20

 Security Service (Mi5) website 
21

 Ibid 
22

 Secret Intelligence Service website 
23

 Security Service (Mi5) website 
24

 Ibid 
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at the highest level in the UK in the Joint Intelligence Committee (JIC), that is a part of the 
Cabinet Office, and ”is responsible for providing Ministers and senior officials with coordinated 
interdepartmental intelligence assessments”- the JIC is chaired by the Permanent Secretary, 
Intelligence, Security and Resilience, and has as members senior officials or ministers from the 
FCO, Home Office, Department of Trade and Industry, DFID, Treasury, Cabinet Office, all of the 
intelligence services, the Chief of Assessments staff, and other departments as necessary.25 
 
The resources of Mi6 are not accessible. As stated by the intelligence service, „[The] SIS must 
protect the secrets of its sources and methods. This factor is reflected in our website‟.26 This is 
similar with GCHQ. Mi5 has over 3,000 employees.27 All three also maintain an understandable 
opacity with regard to their budgets. 
 
The aim of the Department of Communities and Local Government (DCLG) is to create 
thriving, sustainable, vibrant communities that improve citizens‟ quality of life. The department‟s 
specific aims to achieve this objective are: building more and better homes and reducing 
homelessness; improving local public services; regenerating areas to create more jobs; working to 
produce a sustainable environment; and tackling anti-social behaviour and extremism.28 
Specifically, the department‟s areas of remit include: cities and regions; communities and 
neighbourhoods; fire and resilience (under which its counter-terrorism remit is grouped); housing; 
planning, developing, and the environment; local government; the Thames Gateway and the 
Olympics; and Equalities.29 It has an annual budget of £10.3 billion in the 2007/2008 budget 
proposal. 
 
It carries out this mission through close contact with Local Authorities, as well as other 
governmental agencies, including HM Treasury, the Department of Trade and Industry and the 
Department for Transport, as well as with local leaders.30 It is worth highlighting that DCLG is also 
the lead for the ”Prevent” aspect of Britain‟s counter-terrorism strategy, which they conduct in 
coordination with all the other relevant agencies and departments. 
 
The Metropolitan Police Service (MPS) is the UK‟s largest single police body, with responsibility 
primarily for the Greater London region. It is not, however, the sole police body tasked with security 
in London, sharing responsibility with the London Transport Police and the City of London Police. 
Crucially from a national perspective, housed within the MPS is the Counter-terrorism Command, 
which was created in October 2006 and takes the lead from a police perspective on most anti-
terrorist investigations in the UK. Officially, the MPS has responsibility for an area of 620 square 
miles and a population of 7.2million. 
 
The Counter-terrorism Command brought together the MPS Special Branch and Anti-terrorist units. 
It has become the focal point for the policing aspect of the UK‟s counter-terrorist efforts and is 
involved in investigations both at home and abroad. As they define themselves: “the police single 
point of contact for international partners in counter-terrorism matters.” The MPS works very 
closely with neighbouring forces, the City of London Police and the London Transport Police. They 
also have strong working relationships with many police forces abroad. The MPS has some 31,141 
officers, 13,661 police staff, 414 traffic wardens and 2,106 Police Community Support Officers 
(PSCOs). Its budget for 2006-2007 was £2.8 billion. 
 
2.2 Strategies and doctrines 
 

                                                 
25

 Cabinet Office website 
26

 Secret Intelligence Service website 
27

 Security Service (Mi5) website 
28

 Ibid 
29

 Ibid  
30

 The Local Governmnet White Paper (2006), p. 10-12 
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The British government and its ministries have produced several security strategies in recent 
years, with each strategy pertaining not only to the individual ministry‟s specific role but also with 
the potential for inter-ministerial, private sector and international cooperation. The March 2008 
National Security Strategy of the United Kingdom: Security in an interdependent world released by 
the Cabinet Office and Prime Minister is the first British document designed to bring together actors 
across all fields and departments in an attempt to unify objectives and plans for British national 
security policy writ large. Other strategies produced by the Ministry of Defence and Home Office 
offer comprehensive measures to improve specific aspects of technology and industry, science 
and innovation, and the use of armed forces to combat terrorism, organised crime, and other 
security threats.  
 
The aforementioned 2008 National Security Strategy of the United Kingdom: Security in an 
interdependent world is the first document published by the British government providing a 
single, overarching strategy that incorporates the objectives and plans of all departments, agencies 
and forces involved in protecting British national security.31 The overall objective of the National 
Security Strategy is to determine how the UK will address and manage current security challenges 
and their drivers, both immediately and in the longer term. The key threats addressed by the 
strategy include a wide range of global issues, including terrorism, nuclear weapons and other 
weapons of mass destruction (WMD), trans-national organised crime, global instability and conflict, 
and failed and fragile states. The strategy also addresses the continuing issues of civil 
emergencies (man-made and natural); and state-led threats.  In addition to these challenges, their 
underlying drivers are addressed, specifically in the areas of challenges from the economic, 
technological, demographic, energy, and governance sectors.32 Each of these priorities has a 
specific strategy to address it, defined thus: 
 
Counter terrorism: Future priorities recommended to counter terrorism involve bolstering the 
U.K.‟s capacity to detect, disrupt and deal with terrorists and attacks. By using a combination of 
enhanced technology, strengthened police and the security and intelligence agencies, and 
addressing underlying grievances through both projects and counter narratives, the government 
seeks to deliver its Public Service Agreement – to „reduce the risk to the United Kingdom and its 
interests overseas from international terrorism‟.33 
 
Countering the threat of nuclear weapons and other weapons of mass destruction (WMD): 
The government will continue to address international concerns about potential nuclear threats 
emerging from states such as Iran and North Korea by supporting the E3+3 process and Six-Party 
Talks, respectively.  The government also will encourage the use of current treaties and 
conventions on WMD as well as work with governments to reduce the risk of nuclear terrorism.34 
 
Trans-national organised crime: In the area of trans-national crime, the government will pursue a 
dual approach of strengthening domestic law enforcement bodies to target organised crime 
physically at its borders and materially through its assets. Additionally, the UK will improve data-
sharing through international organisations such as the EU, UN, and G8 to identify and pursue 
trans-national criminal networks.35 Throughout the interview process, this was highlighted by British 
interviewees as a major issue that was broadly unappreciated in the UK. 
 
Global instability and conflict, failed and fragile states:  Working on the basis of the Public 
Service Agreement‟s statement to “reduce the impact of violent conflict through enhanced United 
Kingdom and international efforts to prevent, manage and resolve it”, the government seeks to 

                                                 
31

 The National Security Strategy for the United Kingdom (2008), p. 4 
32

 Ibid, p. 16-22 
33

 Ibid, p. 28 
34

 The National Security Strategy for the United Kingdom (2008),, p. 31 
35

 Ibid, p. 33 
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build state and regional capacity for conflict prevention and resolution as well as enable British and 
international efforts toward contributing to peacekeeping and security sector reform.36 
 
Planning for civil emergencies and building resilience: The variety of potential civil 
emergencies requires action in several areas. The areas of flooding and an influenza pandemic 
were identified as key issues. While the Pitt Review (a report commissioned in the wake of the 
2007 floods in the UK) provides recommendations for flood management, more general guidance 
is given toward creating the capacity to respond to a pandemic, as well as generally bolstering 
organisational capabilities to deal with domestic emergencies.37 
 
Broadly, the document identifies strengthening international institutions and national security 
structures as key actions.38 However, it is also necessary to highlight the heavy emphasis that is 
placed in the Strategy upon cross-governmental approaches to problems, a key element behind 
much of the British government‟s thinking in security terms, be it counter-terrorism or natural 
disasters. Each action and threat defined in the Strategy requires an integrated stakeholder 
response that includes inter-governmental agencies and international organisations, such as the 
World Bank and European Union. To combat WMD, for example, the strategy names combined 
efforts of the Foreign and Commonwealth Office (FCO), Ministry of Defence (MOD), the Home 
Office, the security and intelligence agencies, the Department for Business, Enterprise and 
Regulatory Reform (BERR) and Her Majesty‟s Revenue and Customs (HMRC).39  
 
The strategy was published in March 2008 and has been preceded by several national reform 
documents, including the New Chapter added to the Strategic Defence Review in 2002 (setting out 
the contribution of the Armed Forces to counter-terrorism); the first cross-government 
counterterrorism strategy, CONTEST; the cross-government counter-proliferation framework of 
2006; and the new strategic framework for the Foreign and Commonwealth Office in 2008.40 The 
strategy will be revised and updated annually, and a National Risk Register will also be published 
later this year (2008). 
 
The Defence Plan 2007, published in March 2006 by the Ministry of Defence, builds upon the 
”Defence Vision” and the ”Defence Aim” of first, delivering security for the people of the United 
Kingdom and the Overseas Territories by defending them, including against terrorism; and second, 
acting as a force for good by strengthening international peace and stability.41 The key 
stakeholders are the armed services and the ministry of defence.  
 
As laid out in the paper, the MOD lists six Public Service Agreement (PSA) targets, divided into 
three main baskets: 
 
I: Achieve success in the military tasks we undertake at home and abroad. Ministers and the UK‟s 
Armed Forces will work to achieve their undertaken objectives, from conflicts abroad to supporting 
civil communities at home and abroad. Moreover, the MOD will work with the Foreign and 
Commonwealth Office and the Department for International Development in overseas efforts to 
prevent and manage conflict and support post-conflict reconstruction, particularly in Africa, Asia, 
the Balkans and the Middle East.   

 
II: Be ready to respond to the tasks that might arise. The MOD seeks to have sufficient military 
personnel that can be deployed and sustained to meet the government‟s key objectives. Military 
forces will also contribute to multinational defence and security tasks, specifically seeking to 

                                                 
36

Ibid, p. 41 
37

 Ibid, p. 43 
38

 Ibid, p. 50, 60 
39

 Ibid, p. 29 
40

 Ibid, p. 4 
41

 Ministry of Defence: Defence Plan 2007, p. 3  
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enhance European defence capabilities through developing the European Security Agenda and 
European Security and Defence Policy (ESDP) and encouraging a more efficient and effective 
NATO and its partnership with its European defence counterparts.  
 
III: Build for the future. This objective requires that the equipment programme is delivered „to cost 
and time‟.42 

 
1. In order to achieve success in military tasks, the MOD recommends generally continuing along 

a path of generating, monitoring, and sustaining military capabilities in current and future 
operations.  

 
2. To respond to tasks, the MOD seeks to use interagency and international coordination to 

counter threats such as weapons of mass destruction (WMD) and terrorism. Additionally, the 
MOD stresses the need to improve effectiveness in conflict prevention and the working with 
and through the European security agenda and NATO to conduct effective security operations.   

 
3. The MOD also focuses on the readiness of its Force Elements for contingent operations, 

recommending higher level training are given to these personnel to ensure headquarters staff 
and military can „fully contribute to joint effect‟.   

 
4. Individual readiness of military personnel will be enhanced through improvements in medical 

fitness and basic and key skills. The MOD will also ensure the changes in readiness comply 
with service harmony guidelines and will conduct surveys of attitudes of personnel toward 
service life to ensure individual motivation and needs are being met.  

 

5. A key requirement for the PSAs is that of logistic support for the Armed Forces. Funding 
through Defence Equipment & Support (DE&S) will continue to enable generating, deploying 
and sustaining forces for contingent operations and may later demand additional funding.43 

 
The Defence Technology Strategy (DTS) is the Ministry of Defence‟s principal strategic 
document on the future of defence development, whose stakeholders include UK academia, 
industry, and government. The paper was created in 2006 as a follow-up to the MOD Innovation 
Strategy and the 2005 Defence White Paper (published as the Defence Industrial Strategy (DIS) 
(Cm6697)). According to the document, the strategy „forms the policy baseline for MOD‟s planning 
cycle, including priorities for R&D, funding, skills, improved processes, opportunities and areas for 
international research collaboration‟.44 The DTS identifies several objectives relating to current 
threats, including reducing the threats from WMD and failed and failed states, countering 
international terrorism, and fostering a stable international environment. In addition to defining the 
need to deliver the UK‟s defence capacity, the strategy identifies non-defence related issues such 
as operating within a sound legal framework, maintaining energy security, and understanding the 
effect on operational environments from climate change as key objectives.45 

 
The document identifies science and technology priorities that are crucial in the future of defence 
development. Several of these actions require the establishment of an „MOD/industry community of 
practice‟ to develop specific capabilities such as a defence system-of-systems architecture and 
roadmaps on signal and data processing, geolocation and synchronizing, and modeling and 
simulation. Additionally, radar technology and man-portable biological detection and identification 
systems will be technologies of high priority for DTS. With an overall goal of building on existing 
work with industry (e.g. the Technology Insertion Major Programme Area), the plan also puts forth 
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widening engagement with suppliers and working with European industries (e.g. the European and 
UK satellite manufacture industries to enhance information collection and analysis). In this vein, the 
DTS states it will launch a competition for research on „advances in designing, manufacturing, 
modelling and processing of novel materials and their use in structures that contribute to platform 
protection or reduce through-life costs‟.46  
 
The purpose of the Science and Innovation Strategy: 2005-2008 is to enable the Home Office to 
use science and technology to improve the effectiveness and efficiency of current Home Office 
work and to help drive future innovation.47 The strategy is similar to an earlier Police Scientific 
Development Branch effort to prioritise projects for their Police Science and Technology Strategy 
2004-2009.  
 
The priorities for Home Office research have been driven by their business areas and the 
associated Public Service Agreements (PSAs). These priorities are largely centered around 
reducing crime, particularly organised crime and combating terrorism through increased community 
engagements (particularly in deprived areas) and basic research on these areas to such as 
through surveys and economic analysis. Furthermore, research will look at improving police 
science and technology and identification and tracking methods.48 The Home Office has additional 
objectives of improving its corporate intelligence.49  
 
The strategy identifies actions for its main priorities of reducing crime, tackling organised crime, 
and countering terrorism, with additional areas relating to drugs, apprehending offenders, reducing 
illegal immigration while improving refugees‟ integration, and improving confidence in the Criminal 
Justice System. Many of the recommendations are broadened to include conducting research, 
evaluations, assessment, and surveys to gain better information to address each challenge.50  
 
To reduce crime, the plan discusses the need to provide more technologies for forensics, 
surveillance and tracking, and less-lethal weapon options. There is also the requirement for 
increased research and development of crime reduction techniques.51 The plan to tackle organised 
crime supports improving measures of the impact of and knowledge gaps in crime and supports 
the development of the Serious Organised Crime Agency (SOCA). Finally, similar to the efforts to 
tackle organised crime, the actions to combat terrorism focus on filling in knowledge gaps as well 
as improving security of national infrastructure. There is an emphasis on building on current 
technologies such as CCTV in addition to developing new technologies for, among others, 
decontamination and detection, forensics, and protective equipment.52 
  
The strategy also identified the creation of a Central Intelligence Hub to conduct the ‟Horizon 
Scan‟. The Hub will work closely with the Office of Science and Technology (OST) and their newly 
formed Horizon Scanning Centre of Excellence, and has three main aims:  
 

 To use horizon scanning methodologies to extract key lessons for Home Office as well 
as providing a framework for social and technological change to better inform policy 

 To provide good practice and support to international benchmarking particularly within 
the research area 

                                                 
46

 Ibid, p. 158-159 
47

 Science and Innovation Strategy: 2005-2008, p. 4 
48

 Ibid, p. 13-14 
49

 Ibid, p. 8 
50

 Ibid, p. 11-14 
51

 Science and Innovation Strategy: 2005-2008, p. 11 
52

 Ibid, p. 12 



FORESEC Deliverable D 2.2 Country Report on the United Kingdom 
 

  

   
Page 13 of 42 

 

 To provide cross-cutting analyses and monitor Home Office data flows from areas such 
as crime, communities and immigration for emerging patterns that can create 
opportunities or risks to business delivery.53 

 
The Home Office‟s future technological needs are broadly summarized in this report under three 
brackets:  
 
Identification 
The National Identity Card Scheme, which uses biometrics to ensure the security of passports and 
visas, will be used to combat identity theft, illegal working, terrorism and organised crime. To 
identify other means of identification, Home Office is creating a Biometric Centre of Expertise 
within HOSDB. 
 
Police science and technology 
A future-scanning group will work to identify future needs and commission work for new 
applications. Currently, future research includes exploring the potential for gene analysis as a form 
of alternate identification of those people whose DNA is not on a database. Other technologies will 
improve policing and counter-terrorism activities, such as in forensic analysis with miniaturisation 
technologies like „lab on a chip‟, and providing imaging techniques to detect explosives and 
concealed weapons. 
 
Tracking technologies 
Tracking technologies, used in applications such as the surveillance of dangerous criminals and 
terrorist suspects and the management of offenders, will be enhanced through new developments, 
such as systems for automatic tracking and identification from CCTV pictures. In foresight 
activities, the Home Office has also discussed way to combat drug addiction and internet crime.54 
 
The Defence Industrial Strategy: Defence White Paper (DIS) was created by the Ministry of 
Defence to provide a strategic view of its defence capability requirements by sector so that the 
ministry could better engage the defence industry to meet those requirements.55 It works in parallel 
to the Defence Technology Strategy, dealing with the larger procurement issues that are a natural 
part of the Ministry of Defence‟s preoccupations. The current strategy displaces the former 2002 
DIS. 
 
The objectives defined by the DIS are: “To provide a strategic view of defence capability 
requirements going forward by sector; to provide detail on the principles and processes that 
contribute to procurement and industrial decisions; and, to investigate how industry provides the 
solution to the disconnect between the Government‟s activities and those necessary to sustain 
desired capabilities.”56 
 
A number of individual defence companies are named throughout the strategy to undertake, 
sustain, or increase their actions in specific areas. The strategy identifies key companies for the 
maritime sector, the winged sector (BAE Systems), Armoured Fighting Vehicles (BAE Systems), 
helicopters (AugustaWestland), complex weapons, and general munitions (BAE Systems).57 The 
paper also recommends reviewing how science and technology fit the needs of defence, if their 
alignment needs to be altered to better meet those needs, and how they will drive forward the 
programme of cultural, behavioural, procedural and organisational changes.58 Consequently, the 
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key stakeholders are the armed forces and the private sector, as the strategy is focused on 
supporting partnerships between the government and the industrial base.  
  
The main objective of Countering International Terrorism: The United Kingdom’s Strategy 
(published by the Prime Minister and Home Office in 2006 and known as the CONTEST strategy) 
is to effectively reduce the risk of international terrorism to ensure the security of British citizens.59 
In order to effectively counter and combat terrorism, the Government created this counter-terrorism 
strategy and set up programmes and plans to deliver it. The unclassified portion of the document 
explains what organisations and individuals can do to help in its implementation, though there are 
additional aspects of the strategy that are classified and thus inaccessible.60  
 
The four main principles of action defined by the strategy are: preventing terrorism by tackling the 
radicalisation of individuals; pursuing terrorists and those that sponsor them; protecting the public, 
key national services, and UK interests overseas; and preparing for the consequences.61 This 
method has been widely recognized as path-breaking in the international counter-terrorism 
community, with the “4Ps” (Protect, Pursue, Prepare and Prevent) regularly cited as a model for 
counter-terror strategy. 
 
The Home Office, Department of Communities and Local Government, faith communities, Foreign 
and Commonwealth Office (FCO), The Security Service (MI5), the Secret Intelligence Service 
(SIS), and the Government Communications Headquarters (GCHQ), the Counter-Terrorism 
Command, the Center for the Protection of National Infrastructure (CPNI), the National Counter 
Terrorism Security Office (NaCTSO), and the private sector (particularly on protection of the 
Critical National Infrastructure)62 all have crucial roles to play in the UK‟s counter-terrorism 
strategy, a fact that is repeated every time the UK refreshed its approach to this problem, and is 
highlighted in the strategy itself. 
 
2.3 Private Sector 
 
The private sector is inextricably linked to current security challenges. Defence and aerospace, 
communications and IT, electronics, surveillance and detection capabilities, genetics and 
biometrics, and military equipment and systems are all provided for by private sector companies 
servicing governmental and other clients. The companies provided here contribute to the 
development of key security-related technologies and research for the United Kingom. Another 
aspect of private sector involvement is the trend of the ‟privatization of security‟ and the increasing 
outsourcing of both traditional security functions (such as protection of personnel or risk analysis) 
and non-traditional tasks (such as supporting stabilisation or state-building efforts) to private 
security companies (PSCs). In the area of critical national infrastructure (CNI), the British 
government is also looking to collaboration with companies that have the expertise to contribute to 
strengthing physical and electronic infrastructure vulnerabilities.   
  
BAE Systems is the 3rd largest global defence and aerospace company, and it is worth to 
emphasize that the applications listed below encompass only a fraction of those capabilities 
provided by BAE. Certain applications may be delivered to one or more countries but are not 
necessarily purchased/used by all BAE clients. As the UK‟s prime defence contractor, it develops, 
delivers and supports advanced defence and aerospace systems for land, sea, and air operations 
as well as advanced electronics, information technology solutions and customer support services.  
 
BAE‟s key technology applications can be divided into their various competencies. The basic 
divisions of the applications include: Platform Solutions, Network Systems, Electronic Warfare, 

                                                 
59

 Ibid, p. 1 
60

 Countering International Terrorism: The United Kingdom’s Strategy, p. 1 
61

 Ibid, p. 9 
62

 Ibid, p. 14-24 



FORESEC Deliverable D 2.2 Country Report on the United Kingdom 
 

  

   
Page 15 of 42 

 

Sensor Systems, and the Advanced Technology Centre (ATC). These applications have functions 
ranging from providing communications, navigation, guidance, and information technology systems 
for a variety of uses in the defence, aerospace and commercial markets, to creating integrated 
avionics requirements for military tactical aircraft. 
 
BAE Systems has both private business and public sector clients, particularly within the UK and 
US as well as a significant presence in Australia, Saudi Arabia, South Africa and Sweden.63 BAE‟s 
customers are in over 100 countries.64 It furthermore undertakes many research programmes 
funded by the UK‟s MOD, primarily in the hard military technology field, but also including a 
number using technology to assess long-term trends.65  
 
On July 2, 2001, the British Ministry of Defence decided to break its in-house technological 
research branch called the Defence Evaluation and Research Agency (DERA) into two parts: the 
Defence Science and Technology Laboratory (DSTL) which remained an MoD entity, and QinetiQ 
which was instead turned into a public company which in February 2006 had its IPO on the London 
Stock Exchange. With a growing presence in the US and Australia, QinetiQ‟s mission statement 
declares the ambitious aim of “to become the world's leading provider of technology based 
solutions and services.” 
 
QinetiQ‟s work is focused on three broad baskets, “Defence,” “Security”, and “Energy and the 
Environment.” They have also built a number of civilian and police applicable sensors that they 
advertise on their website, and advertise an Unmanned Aerial Vehicle (UAV) sensor called Zephyr. 
They also offer special QinetiQ iX (independent expertise) custom consulting services that focus 
on advising governments or private sector bodies. Finally, as a part of their “Defence” branch, they 
offer considerable expertise in Command and Intelligence Systems that covers everything from 
enhancing interoperability to human sciences and data mining. 
 
It boasts the U.S. government and the British Ministry of Defence as its two big clients, but it also 
does an undefined volume of sales to the private sector. When QinetiQ was first broken away from 
the Ministry of Defence it was stipulated that the company would not be able to sell military 
hardware to foreign customers. As well as having bought firms in the United States and Australia, 
QinetiQ is now divided into two parts, QinetiQ North America and QinetiQ Europe, Middle East, 
and Africa (EMEA). 
 
Finally, much of QinetiQ‟s public research and work is focused on developing civilian applications 
for military technologies. However, given their close ties to the government and their former 
position as a part of the Ministry of Defence, aspects of their work remains classified and hard to 
find data for. They have a heavy focus on innovation and in particular finding ways of bridging the 
gap between science and applications.  
 
Smiths Group is a global technology company specialising in the fields of detection, medical, and 
specialty engineering. These divisions focus mainly on developing products for threat and 
contraband detection, medical devices, and energy and communications markets. With 21,000 
employees and revenues in 2007 totalling over £2.1 billion, Smiths ranks as a top company 
producing advanced technologies.The applications of Smiths technologies vary with each of its 
three divisions. Within the Smiths Detection division, Smiths combines technologies such as 
sensors, x-ray imagining, millimetre-wave technology, and software that are used in transport 
security, surveillance, protection of critical infrastructure, and other safeguarding services.66 The 
Smiths Medical division focuses on technology applications for hospital and emergency services, in 
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addition to home and private uses.67  The Smiths Specialty Engineering unit creates flexible 
technologies, electrical/electro-mechanical components and subsystems, and seals for energy, 
communications, and industrial markets worldwide.68 Smiths‟s customers are international, with 
roughly half of their sales in North America. A quarter of the remaining sales are to Europe, and an 
additional 6% of sales are to the United Kingdom.69 Customers range from civilian to military and 
are in both the public and private sector. 
 
Overall, Smiths Group invested £79m in R&D in 2007.70 Smiths Detection invested £33 million, 
including £7 million capitalised projects, and is focused on products for detection of improvised 
explosive devices, bio-terrorism, and radiation, as well as enhanced airport detection capabilities.71 
Smiths Medical invested £25 million in R&D, with projects ranging from developing safer syringes 
and respiratory devices to software upgrades.72 Smiths Specialty Engineering received the lowest 
investment with £21 million in 2007, with no specific R&D projects presented in its annual report.73 
 
Lockheed Martin UK is the British based subsidiary of synonymous big American defence 
contractor, and it has some 1,500 staff in the UK at around 15 different sites working for 
government and the private sector. Its five main workbaskets are “Aeronautics; Electronic 
Systems; Information & Technology Services; Integrated Systems & Solutions; Space Systems.” 
Meaning its company base spreads from traditional defence contracts like being one of nine 
companies involved in the programme to develop the British Navy‟s Merlin helicopter, or being the 
lead contractor on the Joint Strike Fighter programme, to longer term strategic thinking and horizon 
scanning for British government. It does this through programmes that, like the National Transport 
Database Information (NATI), help government understand the strains and stresses on the public 
infrastructure consider ways in which it can be streamlined.  
 
Its customers include the Ministry of Defence, the Metropolitan Police, the London Air Traffic 
Control Centre, the Royal Mail, as well as other private companies, and it helps them all with 
everything from logistics to strategic foresight planning. It boasts some 75 partnerships across 
industry and government in the UK alone. 
 
Lockheed Martin invests some $3 billion in R&D out of an overall operating budget of $40 billion. It 
is hard to define which portion of this is specific for Lockheed Martin UK, but it includes many large 
defence contracts, as well as interoperability programmes like the Future Combat Soldier (FCS), 
and more long-term horizon scanning tools that identify gaps in security blankets and attempt to 
help governments consider issues of potential concern. Investment is being poured into 
nanotechnology, fuel cells, Radio-Frequency Identification (RFID) technologies and their future 
applications. 
 
The outsourcing of security to the private sector through private security companies (PSCs) has 
been on the rise since the 1990s. Private security companies are organisations concerned 
primarily with the role of protection of individuals and property, unlike private military companies 
(PMCs) whose remit is largely offensive and designed to contribute militarily rather than by 
defensive actions.74 With over 100 PSCs operating globally,75 the extent to which private security 
coexists or replaces traditional security services is now a significant factor in the security 
environment.  
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Within the United Kingdom, private sector companies have been a visible presence in the last 
decade. In their research on the regulation of the private security industry, Bearpark and Schulz 
indentified four main functions British PSCs fulfilled: providing traditional risk and security 
management for private companies, to include tasks such as risk analysis, training and close 
protection; supporting post-conflict reconstruction efforts; contributing to state-building tasks, such 
as infrastructure redevelopment, and providing humanitarian relief; and increasingly assuming 
roles of traditional military services such as protection of senior civilian officials and training of 
indigenous forces.76  
 
The burgeoning of PSCs and the lack of standardisation of practice and accountability 
necessitated regulation. The British government took steps toward regulation of private military 
companies (PMCs) with the publication of its Green Paper entitled Private Military Companies: 
Options for Regulation.77 However, the British government never acted on its recommendations for 
regulation and was furthermore reliant itself on private companies for its operations in Iraq.78 In 
2006, the British Association of Private Security Companies (BAPSC) was created to fill this 
regulation gap. It further stated objectives of building and promoting relations with the UK 
government and relevant international organisations, aligning with British values and interests, 
promoting compliance with international and host-nation laws, and ensuring its members met 
standards determined by the association.79 Among the members of the BAPSC are Aegis Defense 
Services Ltd., ArmorGroup International Plc, and Control Risks. Lacking other means of 
enforceable accountability, these measures are currently the only means of bringing transparency 
and regulation to private security companies within the United Kingdom.   
 
One of the key areas for future internal security that has increasing input from the private sector is 
critical national infrastructure (CNI). In February 2007, the Centre for the Protection of National 
Infrastructure was formed from the merging of the National Infrastructure Security Co-ordination 
Centre (NISCC) and a part of MI5 (the UK's Security Service), the National Security Advice Centre 
(NSAC). This department‟s role is largely advisory, assisting other relevant governmental 
departments, the private sector, and international organisations, and was developed as part of the 
British government‟s 2003 counter-terrorism strategy. The CESG, a part of the Government 
Communications Headquarters (GCHQ) reporting to the Foreign Secretary, is also involved with 
Information Assurance and contributes to the safeguarding of critical national infrastructure.80 
 
According to CPNI, critical national infrastructure encompasses the „underlying framework of 
facilities, systems, sites and networks necessary for the functioning of the country and the delivery 
of the essential services which we rely on in every aspect of our daily life.‟81 With this definition, the 
department identifies nine sectors which deliver essential services, within which critical 
infrastructure is present: energy, food, water, transport, telecommunications, government & public 
services, emergency services, health and finance.82 Moreover, within these sectors are 
„chokepoints‟ that, if targeted, would have severe repercussions. The London Internet Exchange, 
for example, as a location with data central to London‟s financial centre, has been identified as the 
second largest „data junction‟ in the world,83 thus having the potential for disastrous and 
multiplicative effects were it to stop functioning.  
 
The British government has begun investing in improving its national infrastructure. In the health 
sector, for example, an estimated £6 billion were invested on a new IT infrastructure, „the largest 
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modernisation programme of its kind in the world.‟84 Transportation infrastructure is also receiving a 
boon from the Highways Agency of approximately £500 million for a 10-year project to create a 
single database network.85  
 
However, as critical infrastructure spans the private sector, strategies from Whitehall recognise the 
importance of private sector involvement. In the March 2008 National Security Strategy for the 
United Kingdom (NSS), the British government stated that as a result of the Pitt Review of the 
2007 floods it would work with the private sector to reduce vulnerability of critical areas.86 Similarly, 
in the area of telecommunications and information infrastructure, the NSS emphasizes the 
importance of including international, public and private sector actors in protecting infrastructure 
from cyber attacks.87  
 
2.4 Key technologies 
 
According to the OECD Science, Technology and Industry Scoreboard 2007, the UK‟s innovation 
expenditures (R&D) and outputs (patents and scientific publications) are strongly focused on four 
key technological sectors: information communications technology (ICT), bioscience, 
nanotechnology and environmental technologies. Furthermore, in comparison to the OECD, R&D 
financing relies less on business and government and more on universities, venture capital and 
funds from abroad. Furthermore, internationalisation of research is occurring more frequently, 
particularly through the technological activities of multinational firms.88 
 
Compared to other OECD countries, total R&D expenditures in the United Kingdom are relatively 
low. In 2003, R&D expenditures represented 1.8% of GDP. In 2004, high-technology R&D 
accounted for 63% of total R&D in manufacturing in the United Kingdom, and health-related R&D 
by the pharmaceutical industry represented over 2.5% of GDP. Business R&D expenditures by 
selected ICT services industries were equal to 15% of GDP. Biotechnology R&D expenditures by 
the public sector exceeded USD 200 million (PPP) in 2003.89 Finally, the UK is key contributor of 
patents in high-technology sectors such as bioscience, nanotechnology, and ICT as well as 
environmental technology patents. 90  
 
The key technologies have been identified based on MOD‟s Defence Technology Strategy: 
Demands for the 21st century and the Home Office‟s Science and Innovation Strategy: 2005-2008. 
They listed by sector, with several, but not all, contributors to developing and producing these 
technologies included.  
 
1. Military technologies: Cross-Cutting Technologies 
 
The document describes cross-cutting technologies as technologies that „can deliver military 
advantage across multiple domains‟.91 The priority domains are geared toward sensors and 
countermeasures, information exploitation (focusing largely on electronic warfare), applications for 
the human dimension (e.g. understanding behaviour, monitoring health), platforms and structures, 
the physical environment (e.g. numerical weather prediction), and technologies to enable Through 
Life Capability Management (TLCM).92 
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2. Military systems and weapons: C4ISTAR/ Close Combat and Combat Support/General 
munitions and energetics technologies 
 
The C4ISTAR project is designed to enable a better integration of command and control with 
intelligence and information management to provide a more effective Network Enabled Capability 
(NEC). The technologies needed for these projects are grouped broadly under Command and 
Battlespace Management, Collection, Processing, and Communications and Information Systems. 
Within these categories are a broad variety of associated technologies ranging from radar and 
electronic surveillance to platform systems and wireless systems.93 The Close Combat and 
Combat Support technologies are to better equip both the soldiers and their armoured fighting 
vehicles as well as enhance combat and land support systems. As such, the technologies 
associated with this sector are largely for weapons systems, communication, materials, and 
logistical support for land systems.94 Systems technologies are also important in the guiding of new 
complex weaponry. Key technologies for precision missiles are to be found in propulsion 
mechanisms, software, and sensors, among others.95 Linked closely to these complex weapons 
are the munitions and energetics technologies, which require similar systems integration systems 
as well as development of pyrotechnics and explosives.96    
 
3. Military transport technologies: Fixed Wing and UAVs/Helicopters/Maritime 
 
Heavy emphasis continues to be put in developing technological capabilities for air and naval 
power as well as unmanned aerial vehicles for surveillance. Technologies in these areas seek to 
enhance traditional power – such as through building complex maritime and aviations systems and 
creating more flexible and agile fixed wing aircraft – as well as focusing on more recent 
applications of electronic warfare, mission managements systems for real-time information, and the 
development of underwater network and communications abilities.97 
 
4. Military emerging technologies 
 
The MOD identifies emerging technologies that will contribute to future defence capabilities. 
Several of these technologies move toward autonomous operations, autonomous self-organised 
networks of sensors, advanced materials, such as nano-materials and smart/interactive textiles. 
Additional technologies include quantum computing, semantic web technologies, complex systems 
that integrate human factors such as the brain-machine interface, and advanced electronics. 
Identity management technologies, improved tracking capabilities, and biometrics can also be 
found under the Home Office‟s priorities.98 Finally, some horizon scanning tools are increasingly 
being explored by British defence organizations, and these are focused at the Horizon Scanning 
Centre (see below).  
 
5. Counter Terrorism/Crime/Chemical, Biological, Radiological or Nuclear (CBRN) Weapons 
 
Both the MOD and Home Office emphasize the importance of technologies in tackling problems of 
terrorism and CBRN. For counterterrorism, the MOD‟s priority areas include systems such as 
platform, radio frequency and information, sensors and diagnostics, and defeating threats such as 
explosive ordinance.99  The MOD outlines its two priorities as the use of technology to conduct 
hazard assessment (by detecting and identifying hazardous agents), and creating biological 
medical countermeasures.100 Home Office supports the focus on medical countermeasures for 
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CBRN and detection capabilities, adding the necessity of enhancing the security of the UK‟s critical 
infrastructure.101 For crime, Home Office sees the greatest need at using technology in a forensic 
capacity to gather intelligence and evidence through improved tracking and surveillance 
capabilities.102   
 
6. Policing technologies 
 
The Forensic Science Service (FSS) and the Police Information Technology Organisation (PITO) 
are responsible for the development of many of the new policing technologies. With an incoming 
budget of £5.4 million for R&D, the FSS is concerned primarily with communications and IT for 
police.103 Within the Home Office itself, identification and biometrics technologies are increasing in 
importance for tackling crime.104  
 
Additionally, experts have also identified technology priorities in the sectors of energy, 
nanotechnology, transportation, and counter-terrorism. Of these areas, energy technologies and 
methods were a reoccurring theme. It was emphasized that in addition to researching fuel cell, 
solar, and hydrogen technologies, new methods were needed for efficient supply and transfer of 
energy as well as for carbon capture and storage. In the area of counter-terrorism, the need to 
develop better forensic analysis, convergent technologies, and decryption technologies was 
stressed. One of the biggest challenges is for new technologies to keep pace with evolving 
technologies such as Voice Over Internet Protocol (VOIP) why undermine traditional interception 
and locating techniques.  
 
2.5 Current Research programs and projects 
 
The European Union‟s Preparatory Action in the field of Security Research (PASR) projects have 
been chosen on the basis of the criteria that a British company or institution had the lead role. The 
UK‟s governmental and industrial military organisations sponsor defence-related research projects 
to be conducted at British universities. One study identified 1,900 projects conducted at 26 
universities between 2001-2006.105 While not defined as security research, these projects 
incorporate technologies and materials relevant to British security, including electronics, wireless 
and sensor networks, and communications technology.106 For a list of current research programs 
and projects, refer to Annex A, Table 5. 
3. Public Opinion  
 
British public opinion on security matters is broadly in tune with the government‟s outlook. 
However, there is a pronounced difference between thoughts on security and civil liberties 
questions between Muslim and non-Muslim communities. While the British public remains sceptical 
towards Europe, there is a growing recognition of the potential role Europe could play in British 
national security, a public debate and discourse that the current government has done much to 
influence and direct. While it would be premature to say that Britain is a Euro-convert, it is not as 
rabidly anti-European as it used to be. 
 
The Eurobarometer poll conducted in January 2007 discovered that the majority of British citizens 
see terrorism (with 61%) and climate change (57%) as the most serious issues to be tackled.107 

According to the poll, 80% of British citizens believed the EU had a role in addressing these issues. 
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Other issues of concern identified by British citizens are global poverty (46%) and protecting 
human rights (43%).108  
 
The findings from a 2007 Transatlantic Trends poll reflected these findings and identified British 
citizens‟ perceptions of threat when it asked, ‟And in the next 10 years, please tell me how like you 
are to be personally affected by each of the following threats‟109 In terms of international terrorism, 
some 48% of Britons identified the threat as ‟somewhat likely‟ and ‟very likely‟ (down from 50% in 
2005) (p. 14). Somewhat connected to this, many were concerned with large numbers of 
immigrants and refugees coming into Europe, with 68% citing the issue as ‟somewhat likely‟ and 
‟very likely‟ (up from 58% in 2005) (p. 15).  
 
Beyond terrorism, the main geolocational threat was assessed as that of Iran acquiring nuclear 
weapons which was seen by 58% as ‟somewhat likely‟ or ‟very likely‟ (p. 16). Most of the other 
major threats were of a transnational nature, with the spread of a global disease such as avian flu 
being seen as „somewhat‟ or „very‟ likely by 57% of respondents (p. 17); problems associated with 
energy dependence as „somewhat‟ or „very‟ likely by 76% of those surveyed (p. 18); a major 
economic downturn was seen as as „somewhat‟ or „very‟ likely by 64% ( interestingly down from 
68% in 2005) (p. 19); the effects of global warming as „somewhat‟ or „very‟ likely by 80% (up from 
74% in 2005) (p. 20); and finally, returning to an earlier theme of terrorist related threats, the 
menace of Islamic fundamentalism which was seen as a „somewhat‟ or „very‟ likely threat by 50% 
(up from 36% in 2005) (p. 21).  

 
Traditionally, the UK has had a somewhat sceptical view of Europe, and this is reflected in public 
opinion, that while it might not view Europe with outright hostility, remains unsure of its absolute 
utility and bearing on British security and life. There is a tendency to view the EU in utilitarian 
terms. In 2004-2005, British citizens perceived benefits from EU membership, particularly in the 
areas of security for consumers (e.g. improved food quality) and protection of the environment. 
However, citizens were less optimistic in their opinion of the EU‟s role on certain key security 
issues, with a majority arguing the U.K. has not benefited from the EU in combating organised 
crime and drug trafficking (61%), alleviating unemployment (57%), and fighting terrorism (49%).110 
Interestingly, however, Britons accept that the EU‟s role as a security guarantor should be 
increased, with the 2007 Transatlantic Trends poll showing that 85% of British citizens supported 
the statement that the European Union should take greater responsibility for dealing with these 
sorts of international threats.111 
 
According to the 2007 Transatlantic Trends poll, actions that were acceptable to the majority of 
British citizens include: the EU spending more money on aid for development (89% agree, p. 23); 
the EU committing more troops for peacekeeping missions (76% agree, p. 24); and the EU 
increasing the use of trade in order to influence other countries behaviour (78% agree, p. 26). 
Actions that were not supported to address security threats include: the EU committing more 
troops for combat actions (35% agree, p. 25) 

 
In 2006 (and to this day), British citizens remain divided about their opinions of what were 
acceptable responses to fight terrorism. For example, in responding to the question posed to 
Muslim and non-Muslims communities within the U.K., „If necessary, it is worth curbing some of our 
civil liberties in order to fight effectively against terrorism‟, only 24% of Muslims and 54% of non-
Muslims agreed.112 Similarly, while non-Muslims supported the reinstatement of the death penalty 
for people convicted of attempting to commit terrorist acts, a minority of Muslims agreed (30%).113 
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Finally, the majority of non-Muslim British citizens (63%) were willing to support a raid on the home 
of a person suspected, but not proven, of involvement in terrorist activities whereas British 
Muslims, though more inclined not to support the actions (27%), decided the main problem was the 
competency of the police officers conducting the raid.114 
 
While British government has remained full-throated in its support for ongoing conflicts in Iraq and 
Afghanistan, and public opinion views towards supporting the troops remains high, the popularity of 
the wars has continued to dwindle. In 2006, an overwhelming majority of British Muslims (76%) 
supported the Government‟s withdrawal of British troops from Iraq and Afghanistan whereas a 
smaller majority of non-Muslims (54%) agreed.115 In a similar poll conducted in 2007, 59% of 
British citizens supported the withdrawal of troops from Iraq „more or less immediately‟.116 Similarly, 
53% of British citizens supported the withdrawal of troops from Afghanistan „more or less 
immediately‟.117 In 2007, British citizens were overwhelmingly (72%) reluctant to become involved 
in any foreign conflict unless it is absolutely clear that it is in Britain‟s own interests to do so.118 
However, 54% of British citizens supported continuing engagement of British troops in 
peacekeeping operations.119 Even in light of the heated debate over the renewal of the British 
Trident Nuclear Deterrent, in 2007, British citizens remained evenly split over the U.K.‟s continued 
possession of nuclear weapons (50%).120 While the immense expense tended to dominate the 
public debate, the recognition that Britain‟s role as a major power, while not contingent, is certainly 
connected to its nuclear capability, has often appeared as a motivation for ongoing hesitation over 
the abandonment of the British nuclear capacity. 
 
 
4.  Current foresight activities 

The UK conducts foresight activities within several of its departments, to include the Foreign & 
Commonwealth Office (FCO), Ministry of Defence (as part of DCDC) and the Department of 
Education and Skills. In 2004, the Government also established the Foresight Programme and 
Horizon Scanning Centre, based within the Department for Innovation, Universities and Skills as 
part of the Office for Science. This centre is responsible for providing potential future scenarios that 
are grounded in scientific research. The Strategic Horizon Scans, comprised of the Sigma Scan 
and the Delta Scan, together cover future issues and trends across the full public policy agenda 
and in science and technology specifically. Though the specific reports conducted by the Horizon 
Scanning Centre are too numerous to list here, they can be found at: 
http://www.foresight.gov.uk/index.html. 

4.1 National foresight activities 
 
The Foreign & Commonwealth Office‟s (FCO) White Paper Active Diplomacy for a Changing 
World: The UK’s International Priorities was published in March 2006 and forecasts strategic 
challenges out to 2015 and 2020. It builds upon the FCO‟s 2003 White Paper on international 
priorities and will be reviewed every two years to ensure relevancy. The paper identifies nine 
strategic priorities to address the factors identified that will shape future challenges.  
 
The trends broadly identified by the report encompass political, economic, social, environmental, 
technological, and security developments. The political pressures caused by the wider participation 
of actors in international relations (i.e. non-state actors) are increased amidst issues of conflict and 
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security, particularly those resulting from terrorism and organised crime.  Economic globalization is 
contrasted against poverty and governance, and social changes such as those brought by religion 
and identity, demography and aging/declining populations exacerbate environmental issues such 
as resource pressures, increased world consumption of energy, and climate change and its effects 
on migration. Scientific advancement and innovation is also identified as a key driver of change.  
 
Each driver has a specific impact and, with it, subsequent opportunities and/or risks. Moreover, 
each of these drivers has the potential for significant global impact (pp. 11-20). Economic 
globalization is seen as driving increased capital and trade flows. These changes can pose risks 
by creating global economic imbalances and external shocks (e.g. pandemics such as avian bird 
flu). Demography and populations, particularly in countries whose population is aging or 
experiencing decline, can lead to risks as they impact migration, taxation, pensions, employment 
and public services. Migration can lead to new economic opportunities but also give rise to new 
sources of conflict between communities. Resource pressures are predicted to arise from rapid 
growth in some developing economies and growing consumption in the developed world, leading 
to increased competition for energy, water, forests and land. The impacts of climate change will 
add to these pressures. Increasing world consumption of energy will affect both national and 
international populations. The demand for energy will grow while the UK‟s security of supply will be 
affected by the need to acquire resources from distant and unstable regions. Climate change has 
multiple implications. Not only will the increase in average surface temperatures and sea levels 
lead to increased mortality; climate change will also be a barrier to development and a factor in 
instability, natural disasters, migration and perhaps conflict. Religion and identity, affecting mostly 
affecting western democracies, will continue to aggravate ideological tensions that will result less 
from political and more from religious and cultural bases. Poverty and governance will be a global 
phenomenon, with particular saliency in Africa. Poverty, conflict, poor governance, and 
environmental degradation will put a strain on resources and contribute to instability. Security and 
conflict will also be international with key potential flashpoints. The key issues are predicted to be 
terrorism, the proliferation of weapons of mass destruction, international organised crime and 
conflict. The UK‟s armed forces will actively contribute to broader multilateral operations involving 
the United States and other NATO allies or EU partners. Science and innovation will lead to both 
positive advancements, increasing prosperity and the spread of information and offering new ways 
to tackle disease, food shortages and environmental change, and negative externalities, facilitating 
crime and reinforcing economic inequalities. Wider participation of non-state actors and groups, 
including NGOs, media, and criminal and terrorist networks, will be increasingly apparent in 
international affairs. 
 
On the basis of the opinion polls conducted by Transatlantic Trends and the Eurobarometer (as 
listed earlier), the following trends identified were also of a concern to British citizens:  
 

 Climate change: The majority of Brits (80%) feel they will be affected by the effects of 
global warming (TT).    

 Managing migration and combating illegal immigration: 68% of Brits felt they would be 
‟somewhat likely‟ and ‟very likely‟ to be affected by the threat of „Large numbers of 
immigrants and refugees coming into Europe‟ (TT). 

 Increasing world consumption of energy: 76% of Brits felt ‟somewhat likely‟ and ‟very 
likely‟ they would be affected by the threat of energy dependence (TT). 

 Security and conflict: 48% of Brits felt ‟somewhat likely‟ and ‟very likely‟ they would be 
affected by the threat of international terrorism (TT). 

 
Another forecasting initiative is the Developments, Concepts, and Doctrine Centre‟s (DCDC) 
Global Strategic Trends Programme 2007-2036. Developed in 2001 (now in its 3rd edition), the 
Strategic Trends Programme was initiated to examine the findings of the 1998 Strategic Defence 
Review. The document identifies trends from 2007-2036. The aim of the DCDC Strategic Trends 
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Programme is to look at developments over the next 30 years in areas in which the UK will have to 
interact and forecasts scenarios and trend-based outcomes in 5 dimensions: resource, social, 
political, science and technology, and military.121 Reflecting this broad spectrum, the key findings of 
the report identify climate change, globalization and global inequality as the future challenges. 
Within these challenges are four additional themes: population and resources, identity and interest, 
governance and order, and knowledge and innovation.  
 
The resource dimension looks at environmental risk, water, food, energy and raw materials. 
Broader issues of health and disease, the built environment, the global economic system, and 
growth and development are also covered. Consequently, DCDC envisages increased 
humanitarian commitments will be required of the UK armed forces as well as the securing of 
natural resources. Several potential risks are also presented by US economic vulnerability the 
potential for developmental or mega-city failure, the spread of HIV/ AIDS, and the proliferation of 
urban-based, irregular conflict. 
 
The social dimension is defined both by the population collectively and its demographics and by 
the individual and his position within society. Issues of class, family and gender, culture, identity, 
morality and belief are addressed. Illegal actors such as criminals and terrorists are also 
mentioned. The pressure of demographics will affect not only the young populations seeking 
employment but family systems and the work-life balance as well. The armed forces will see 
changes relating to society and the increased role of women and finally, there is the potential for a 
decline in civic values and expansion of the media that might be detrimental to the military‟s role 
and ability to effectively perform its role. 
 
The political dimension draws on the state and the international system and also incorporates 
the rise of non-government actors and soft power. The report specifically looks at key regions such 
as Europe, the US and North America, and others. The conclusion is that the security threats 
posed by non-state actors such as international actors such as transnational, inter-communal 
conflict, irregular activity, and Islamist terrorism will be juxtaposed against the increasing role of 
European Defence and the rising status of China and India. Instability will continue to be a problem 
for the Middle East, and Africa and will worsen for unstable states that acquire nuclear capabilities.  
 
The science and technology dimension brings together the nature and geography of innovation 
as well as potential technology breakthroughs, ICT, and regulation, control and ethics. In DCDC‟s 
view, defence R&D will lead to new technologies and new defence niches while rendering old 
technologies obsolete.  The increased usage of Information Warfare will also demand ethical 
intervention. Security threats tied to technology leakage and rapid mass-mobilization will also pose 
challenges. 
 
The military dimension includes addresses conflict and confrontation. Within conflict 
environments, issues relating to organization and resources and the specific conflict actors and 
human impacts are addressed, in addition to general attitudes, laws and norms in conflict. The 
dominant feature in this new environment will be the complexity of the battlefield. Technologies 
such as AI and directed energy weapons will change the combat environment and the human 
nature of war. As weapons become cheaper and more lethal, CBRN will become more available, 
particularly in failed states. 
 
A particularly interesting concept that is raised in the report is the idea of potential “strategic shock 
scenarios.” These are listed under their respective categories, which broadly reflect the five 
dimensions listed above:122 Global: Mega-Volcanic or Seismic Event, Thermo-Haline Disturbance, 
Global Pandemic, Methane Catastrophe, Abrupt Climate Change; Resource: Globalised Economic 
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Collapse; Revolution in the Supply of Energy, Collapse of Fish Stocks, Africa Becomes a Failed 
Continent; Social: New Humans, Youth Reaction, Genetic Treatments to Prevent the Effects of 
Ageing, The Middle Class Proletariat, Terrorist Coalition of the Willing; Political: Chinese Collapse, 
Micro Government, Cities Challenge States, Separatism and Secession in the US; Science and 
Technology: Decline in Ethical Constraints, Broadcasts to the Brain, Electromagnetic Pulse Use, 
Catastrophic Space System Damage, Doomsday Scenario; Military: Globalized Inter-Communal 
Conflict, Chinese Power Projection, Legal Complexity, „Magic Bullet‟, Explicit Use of CBRN 
Weapons and Devices, Development of Neutron Weapons. 
 
Unlike the previous two forecasting initiatives, the Science & innovation investment framework 
2004 – 2014 is sponsored by several ministries within the government, to include HM Treasury, 
Department of Education and Skills and Department of Trade and Industry, and the Office of 
Science and Technology, as well as receiving participation from Research Councils from UK 
Higher Education Institutions and the Wellcome Trust.123 
 
Building on investment begun in 1997, the Science & innovation investment framework 2004-2014 
sets out the Government‟s long term investment framework for British science, technology and 
innovation over the next decade. The report identifies several key challenges and opportunities for 
the UK science base, to include: 
 

 Maintaining and developing world-class excellence and core strengths 

 Enhancing a culture of multidisciplinary research in the UK and providing the underpinning 
infrastructure and funding mechanisms to support it. 

 Funding basic research from the Science Budget must achieve a balance between directed 
(„top-down‟) and responsive („bottom-up‟) research. 

 Enabling strategic decisions to be embedded in, and driven by, horizon scanning and 
stakeholder engagement. 

 Creating ready access to knowledge from the research base to analyse for opportunities 
and for risk avoidance for the UK (and the world generally) so as to enable the government 
to make informed policy decisions on the basis of the best available evidence, and to 
deliver on these decisions. 

 Investing in university infrastructure to provide a support base for research124 
 
The report also established the aforementioned Centre of Excellence in Horizon Scanning, based 
in the Foresight directorate of the Government Office for Science. Its output feeds directly into 
cross-government priority-setting and strategy formation. The work of the Centre is strongly 
informed by the science base and by the best of existing work in Government, the private sector 
and elsewhere.125 
   
Furthermore, specific departments are conducting R&D based on their individual priorities. DFID, 
the Home Office, MOD, the Department of Health, and the Department for Food, Environment, and 
Rural Affairs were identified as having the highest levels of investment in science and research.126  
 
4.2 International foresight activities 
 
International foresight activities are those security-related activities that European and non-EU 
nations contributing to futures reports. Though international foresight activities are not 
commonplace, the United Kingdom does participate in NATO‟s Multiple Futures (MF) Project. 
The paper‟s focus is on a six-step process of determining the focal issue; identifying trends and 

                                                 
123

 For a full list of organisations, refer to: 
 http://www.hm-treasury.gov.uk/consultations_and_legislation/science_innov/consult_sciinnov_response.cfm 
124

 Science & innovation investment framework 2004 – 2014, p. 19. 
125

 FOREsight website.   
126

 Science & innovation investment framework 2004 – 2014,  p. 118-126. 

http://www.hm-treasury.gov.uk/consultations_and_legislation/science_innov/consult_sciinnov_response.cfm


FORESEC Deliverable D 2.2 Country Report on the United Kingdom 
 

  

   
Page 26 of 42 

 

drivers; developing plausible futures; finalising trends and drivers; fleshing-out futures; and deriving 
key challenges and implications.127 It also builds upon three previous activities:  
 

a. The 2007 SACT Future Security Environment (FSE) Study - An examination of 
trend analysis work available from nations and the broader trans-Atlantic community 
involving industry and academia; 

b. The 2006 SACT Long Term Requirements Study (LTRS) – Which considered an 
examination of plausible future worlds and future NATOs to support capability 
analysis; and 

c. Emerging Strategic Issues – A continuous examination of the future security 
environment and NATO strategic guidance to identify emerging issues and their 
impact on possible future military missions and capabilities.128 

The MF project presents four possible futures (Evolving World Order, Resurgent Middle East, Pro-
Active Peer, Globalisation & Terror) and possible triggers for NATO involvement in each situation. 
At the end of the project, the paper identifies key challenges with which NATO will likely have to 
contend, to include rise of non-state actors, combat Weapons of Mass Destruction proliferation, 
operate in complex environments, deal with information warfare, protect scarce resources, 
consider world views, and fight terrorism.129 

4.3 Identified threats 
 
The interviews showed that the stakeholders (a group drawn from government, civil society, 
research and academic sectors, and the private sector) generally had a threat perception that 
corresponded to those addressed in official strategies. While broadly speaking, threats highlighted 
tended to be transnational by nature, Russia, China, sub-Saharan Africa, the Middle East, and 
South/Central Asia were all regularly cited as potential sources either of instability or as 
“flashpoints” for issues that could affect the European mainland or national interests. 
 
The key transnational issues raised during the interviews were related to resource scarcity, 
particularly in the areas of food, and water, migration, environmental challenges such as climate 
change and catastrophic events or pandemic outbreaks, the positions of rising global actors, and 
region-specific threats, such as water-related conflicts in the Middle East and Central Asia, 
demographic shifts and rising food prices in North Africa, and migratory flows from Sub-Saharan 
and North Africa and South Asia.  
 
The potential domestic social strains were hard to quantify precisely, and were seen as expressing 
itself through social friction, terrorism or economic instability. In addition, the highly unequal nature 
of Western society was likely to provide further social stresses that were hard to understand or 
imagine how to insulate against. When one imagined these issues against the backdrop of the 
current economic crunch, many pointed to the apparent fragility of the international economic 
structures and pointed to this as a further threat that could very easily exacerbate almost any of the 
threats that one could imagine and further deepen the social imbalances. 
 
A further key domestic issue was the vulnerability of Britain‟s critical infrastructure.  A number cited 
the potential impact of a pandemic or other natural disaster that could rapidly create a cascading 
effect of disasters, resulting in multiple additional effects that were not anticipated. For example, 
the elimination from the workforce of some 20% of HGV drivers (due to say a pandemic flu 
outbreak) would quickly empty stores of food supplies – some 70% would run out in less than a 
week. Another example was provided in the Pitt report into the 2007 UK floods. The local water 
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supply in Gloucester, which is responsible for providing a substantial portion of British communities 
with safe water, was inches from flooding and being put out of use. Emergency workers were 
protecting individual houses rather than the water plant, and had the plant been rendended 
unoperational, the residents would have suffered more from the lack of water than the physical 
preservation of their homes. Furthermore, it was not only civilian infrastructure that was affected, 
GCHQ‟s headquarters in Cheltenham was flooded, meaning the UK‟s intelligence gathering 
capability was affected in some way.  
 
Naturally, there was not always consensus on the extent to which or whether an area was, in fact, 
a risk. For example, there were conflicting views as to how great a threat energy scarcity actually 
poses, with some stating that the risk was overplayed, while others said it was underestimated. 
Furthermore, while some had faith in our abilities to develop technologies to offset these issues 
and consequently did not see them as a threat but rather an opportunity, others argued that in fact 
the massive global underdevelopment in the energy sector, poor infrastructure that inhibits 
transferability of supply, and the decline of nuclear power all pose considerable future risks.  
  
This uncertainty with regards threats is also applicable to how individuals viewed global powers, 
particularly China. Whether China will become a „threat‟ or will pursue cooperation is not yet 
certain. There remains the possibility that China‟s rise and the pressure for additional resources 
will lead it into conflict. Russia has been identified more strongly as a threat in terms of its position 
as an energy hegemon, and both Russia and China were cited as growing intelligence menaces, 
with increases in commercial and state sponsored spying from both nations.  
 
What is evident, however, is the stakeholders agree on the complexity and interrelatedness of 
modern security threats. It was noted that domestic and international threats needed to be treated 
as connected – rather than separate – phenomena. The growth of transnational networks of 
organised crime and terrorists poses an increasing threat to the UK – with many citing organized 
crime as one of the biggest threats to the mainland.  
 
In terms of terrorist groups, their increasingly dispersed nature and their ability to harness new 
technologies all pointed to the increasing risk from these groups and/or individuals who can 
achieve a disproportionate influence through measures such as cyber-attacks, the increasingly 
easy development of bioweapons, and the possibility of obtaining WMDs. This threat could 
potentially have a negative impact on globalization, which would end up having a deeply harmful 
effect of the nation‟s security and wellbeing, though the logic of globalization was seen as 
remaining powerful. 
 
 
5. European collaboration 
 
Current European defence research and technology investment is largely limited to France, 
Germany, Italy, Spain, Sweden and the UK. Moreover, the UK and France comprise 70 percent of 
total spending within these six countries. 
 
There have been both official recommendations and expert opinions on areas for further European 
collaboration. The Defence Technology Strategy suggests future collaboration for the EU broadly 
could be in joint industrial programmes while other collaboration functions more effectively on a 
bilateral, rather than multilateral, basis. 130 
 
The areas for greater European cooperation cited by the expert interviews were a broad reflection 
of the multifaceted threat that they perceived the UK to face. There was a heavy emphasis on the 
energy sector, with green energies being repeatedly cited, and some arguing that the amount of 
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research needed on this subject meant it mandated a European approach – one specific 
recommendation was to create an Energy University or Center of Excellence with the explicit 
purpose of developing these resources and technologies behind them. Other areas that were cited 
as being ripe for pan-European investment were: 
 

 biotech and synthetic biologics;  

 technologies to help address water scarcity issues, both in terms of presevation, 
but also desalination;  

 climate change technologies, including those that promote adaptation to 
environmental problems associated with climate change such floating roads;  

 food production to increase crop yields;  

 nanotechnology;  

 infrastructure industries;  

 satellite technology; 

 decryption tools, including forensic technologies; 

 high technology networks, with a particular emphasis placed on finding ways of 
more effectively exploiting open source tools and wikis for information sharing and 
gathering. 

 
As noted earlier, public opinion polls suggest the British public most strongly supports a European 
role in consumer-related areas, such as improved food quality, and the protection of the 
environment, both of which are supported by expert opinion on European-level collaboration.    
 
 
6. Conclusions 

One of the most interesting things to observe about the UK‟s national security architecture is the 
centrality of the attempt to create an all-of-government approach. Across the board, British 
academics, policymakers and other stakeholders accepted that the threats faced in today‟s world 
are not ones that will restrict themselves to single Ministry remits. Consequently, British 
approaches to security threats are dealt with across Whitehall – most prominently, the British 
Counter-terrorism strategy (CONTEST) is driven from the Office of Security and Counter-Terrorism 
(OSCT) within the Home Office, but at the same time elements are directed by both the Foreign 
and Commonwealth Office, but most crucially, the “Prevent” aspect dealing with counter-
radicalization is directed from the Department of Communities and Local Government (DCLG), a 
very non-traditional security ministry. 
 
This approach is also laid out prominently in the new National Security Strategy, which defines an 
approach to national security that is “broadened to include threats to individual citizens and to our 
way of life, as well as to the integrity and interests of the state.” Most government Ministries and 
agencies have a role in ensuring British security from what are defined as threats (man-made) or 
hazards (natural disasters). 
 
The UK further has a very highly attuned awareness of the importance of horizon scanning and 
foresight planning, both in terms of technologies to carry out such thinking, but also in terms of 
establishing a centre of research and excellence looking at the subject called the Horizon Scanning 
Centre. Amongst other things, the Centre has established a database of global foresight tools in an 
attempt to better understand other methodologies and approaches. Alongside the Ministry of 
Defence‟s DCDC, which produces the long-term planning document “Strategic Trends”, both 
institutions are leaders in international foresight and forward planning. 
 
Another particularly interesting document is the Home Office‟s “Science and Innovation Strategy: 
2005-2008,” a document that lays out in some detail exactly what scientific requirements will be 
needed to ensure that the British government is able to help ensure the security of the British 
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public in the future. This includes detailed work looking at crime prevention, counter-terrorism and 
protecting the public from major natural disasters. Finally, when one considers the threats as 
perceived by government and the public in the United Kingdom, there is a surprising level of 
consensus, with the government broadly reflecting the public‟s concerns.  
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Appendix A Current security related activities  

 Table 1 Organizations 

 
Organisation Short Description Mission Contact 

Information 

Home Office 
(HO) 
 

The Home Office is the 
government department 
responsible for leading the 
national effort to protect the public 
from terrorism, crime and anti-
social behaviour.

131
 Its remit 

extends through the police forces, 
to the newly established Office for 
Security and Counter-Terrorism 
(OSCT) which has responsibility 
across-government for the British 
CONTEST counter-terrorism 
strategy.  

It‟s seven departmental objectives are to: “help 
people feel secure in their homes and 
communities; cut crime, especially violent, drug 
and alcohol related crime; lead visible, responsive 
and accountable policing; protect the public from 
terrorism; secure our borders and control 
migration for the benefit of our country; safeguard 
people's identity and the privileges of citizenship; 
and, support the efficient and effective delivery of 
justice.” 

http://www.homeo
ffice.gov.uk/  

Ministry of 
Defence (MOD) 
 
 

The Ministry of Defence (MOD) is 
both a policy-making department 
as well as being the highest level 
military headquarters in the UK, 
providing political control of all 
military operations. 
 
 
 

The MOD‟s Defence Vision articulates its principle 
mission as defending the United Kingdom and its 
interests, strengthening international peace and 

stability and acting as a force for good in the 
world. The MOD aims to pursue this mission by 
providing strategy that matches new threats and 
instabilities, maintaining flexible force structures 

and reaching out into the wider world. 

MOD: 
http://www.mod.uk
/DefenceInternet/
Home/  
 
DCDC: 
http://www.mod.uk
/defenceinternet/
microsite/dcdc/ 

Foreign and 
Commonwealth 
Office (FCO) 
 
 

The main purpose of the FCO is 
to to develop and pursue the UK‟s 
foreign policy.  
 
 
 
 
 
 

The FCO‟s objectives include: establishing a world 
safer from global terrorism and weapons of mass 
destruction (WMD); protecting the UK from illegal 
immigration, drug trafficking and other 
international crime; creating an international 
system based on the rule of law, which is better 
able to resolve disputes and prevent conflicts; 
supporting an effective EU in a secure 
neighbourhood; promoting British economic 
interests in an open and expanding global 
economy; supporting sustainable development, 
underpinned by democracy, good governance and 
human rights; protecting the security of UK and 
global energy supplies; ensuring the security and 
good governance of the UK's Overseas 
Territories; providing high quality consular 
services to British nationals abroad; and finally, 
effective regulation of immigrants entry and 
settlement in the UK in the interests of sustainable 
growth and social inclusion. 

http://www.fco.gov
.uk/en/ 

Department for 
International 
Development 
(DFID) 
 
 

The Department for International 
Development (DFID) is the 
governmental department 
responsible for managing Britain's 
aid to poor countries and working 
to get rid of extreme poverty. The 
department functions as a bilateral 
donor to individual countries and 
provides 38% of total 
development assistance funding 
to multilateral agencies.  
 
 
 
 

DFID‟s strategic objectives are aligned with the 
UN‟s „Millennium Development Goals‟ (with a 
2015 deadline). These goals are to: “halve the 
number of people living in extreme poverty and 
hunger; ensure that all children receive primary 
education; promote sexual equality and give 
women a stronger voice; reduce child death rates; 
improve the health of mothers; combat HIV & 
AIDS, malaria and other diseases; make sure the 
environment is protected; and build a global 
partnership for those working in development.” 

http://www.dfid.go
v.uk/ 

                                                 
131

 Home Office website 
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http://www.mod.uk/DefenceInternet/Home/
http://www.mod.uk/DefenceInternet/Home/
http://www.mod.uk/DefenceInternet/Home/
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Secret 
Intelligence 
Service (SIS, 
but also known 
as Mi6) and the 
Security Service 
(Mi5) 

The Secret Intelligence Service 
(SIS, but also known as Mi6) and 
the Security Service (Mi5) are the 
intelligence services of the United 
Kingdom responsible for 
protecting against threats to 
national security.  

Mi5 has three overarching objectives of “protecting 
the UK against threats to national security from 
espionage, terrorism and sabotage, from the 
activities of agents of foreign powers, and from 
actions intended to overthrow or undermine 
parliamentary democracy by political, industrial or 
violent means." Mi5 also is responsible for 
counter-proliferation of weapons of mass 
destruction.  

Mi6 
http://www.sis.gov
.uk/output/Page55
.html 
Mi5 
https://www.mi5.g
ov.uk/output/Page
8.html 
GCHQ 
http://www.gchq.g
ov.uk/ 

Department of 
Communities 
and Local 
Government 
(DCLG) 

The aim of DCLG is to create 
thriving, sustainable, vibrant 
communities that improve citizens‟ 
quality of life.  

The department‟s areas of remit include: cities and 
regions; communities and neighbourhoods; fire 
and resilience (under which its counter-terrorism 
remit is grouped); housing; planning, developing, 
and the environment; local government; the 
Thames Gateway and the Olympics; and 
Equalities. 

http://www.commu
nities.gov.uk/corp
orate/ 
 
http://www.commu
nities.gov.uk/docu
ments/localgovern
ment/pdf/152456 

Metropolitan 
Police Service 
(MPS) 
 

The Metropolitan Police Service 
(MPS) is the UK‟s largest single 
police body, with responsibility 
primarily for the Greater London 
region. 

MPS is running Counter-terrorism Command and 
takes the lead from a police perspective on most 
anti-terrorist investigations in the UK.  

http://www.met.pol
ice.uk/ 
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Table 2 Strategies and doctrines 

 
Strategy Short Description Objectives Actions Contact 

Information 

The National 
Security 
Strategy of the 
United 
Kingdom: 
Security in an 
interdependent 
world 
 

The first document 
published by the British 
government providing a 
single, overarching 
strategy that incorporates 
the objectives and plans of 
all departments, agencies 
and forces involved in 
protecting British national 
security. 

The overall objective of the 
National Security Strategy is 
to determine how the UK will 
address and manage current 
security challenges and their 
drivers, both immediately 
and in the longer term.  

Each action and threat 
defined in the Strategy 
requires an integrated 
stakeholder response 
that includes inter-
governmental agencies 
and international 
organisations, such as 
the World Bank and 
European Union. 

http://interactive.cab
inetoffice.gov.uk/do
cuments/security/na
tional_security_strat
egy.pdf 

Defence Plan 
2007 
 

The Defence Plan 2007 
aims to deliver security for 
the people of the United 
Kingdom and the Overseas 
Territories by defending 
them, including against 
terrorism; and second, 
acting as a force for good 
by strengthening 
international peace and 
stability  
 

As laid out in the paper, the 
MOD lists six Public Service 
Agreement (PSA) targets, 
divided into three main 
baskets: 
1. Achieve success in the 
military tasks we undertake 
at home and abroad. 
2. Be ready to respond to the 
tasks that might arise. 
3. Build for the future. 

In order to achieve 
success in military tasks, 
the MOD recommends 
generally continuing 
along a path of 
generating, monitoring, 
and sustaining military 
capabilities in current and 
future operations; using 
interagency and 
international coordination 
to counter threats such 
as weapons of mass 
destruction (WMD) and 
terrorism; improving 
effectiveness in conflict 
prevention and the 
working with and through 
the European security 
agenda and NATO; and 
maintaining the readiness 
of its Force Elements for 
contingent operations.  

http://www.mod.uk/
NR/rdonlyres/A5810
AB5-6CDB-4B97-
A8CF-
976D3B9676B4/0/d
efence_plan2007.p
df 
 

Defence 
Technology 
Strategy (DTS) 
 

The Defence Technology 
Strategy (DTS) is the 
principal strategic 
document on the future of 
defence development, 
whose stakeholders 
include UK academia, 
industry, and government. 
The strategy „forms the 
policy baseline for MOD‟s 
planning cycle, including 
priorities for R&D, funding, 
skills, improved processes, 
opportunities and areas for 
international research 
collaboration‟. 
 
 

The DTS identifies several 
objectives relating to current 
threats, including reducing 
the threats from WMD and 
failed and failed states, 
countering international 
terrorism, and fostering a 
stable international 
environment. The strategy 
also identifies non-defence 
related issues such as 
operating within a sound 
legal framework, maintaining 
energy security, and 
understanding the effect on 
operational environments 
from climate change as key 
objectives. 

The document identifies 
science and technology 
priorities that are crucial 
in the future of defence 
development.  

http://www.mod.uk/
DefenceInternet/Ab
outDefence/Corpora
tePublications/Scien
ceandTechnologyP
ublications/SITDocu
ments/DefenceTech
nologyStrategy2006
.htm, 
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Science and 
Innovation 
Strategy: 
2005-2008 
 
 

The purpose of this 
strategy is to enable the 
Home Office to use 
science and technology to 
improve the effectiveness 
and efficiency of current 
Home Office work and to 
help drive future 
innovation. 

The strategy identifies 
actions for its main priorities 
of reducing crime, tackling 
organised crime, and 
countering terrorism, with 
additional areas relating to 
drugs, apprehending 
offenders, reducing illegal 
immigration while improving 
refugees‟ integration, and 
improving confidence in the 
Criminal Justice System.   

To reduce crime, the plan 
discusses the need to 
provide more 
technologies for 
forensics, surveillance 
and tracking, and less-
lethal weapon options; 
increas research and 
development of crime 
reduction techniques; 
improve measures of the 
impact of and knowledge 
gaps in crime; supports 
the development of the 
Serious Organised Crime 
Agency (SOCA); improve 
the security of national 
infrastructure; and 
develop new 
technologies for, among 
others, decontamination 
and detection, forensics, 
and protective 
equipment. 

http://www.homeoffi
ce.gov.uk/document
s/science-
strategy.pdf?view=B
inary 
 

Defence 
Industrial 
Strategy: 
Defence White 
Paper (DIS) 

The Defence Industrial 
Strategy (DIS) was created 
by the Ministry of Defence 
to provide a strategic view 
of its defence capability 
requirements by sector so 
that the ministry could 
better engage the defence 
industry to meet those 
requirements. 
 
 
 
 
 

The objectives defined by 
the DIS are: “To provide a 
strategic view of defence 
capability requirements 
going forward by sector; to 
provide detail on the 
principles and processes that 
contribute to procurement 
and industrial decisions; and, 
to investigate how industry 
provides the solution to the 
disconnect between the 
Government‟s activities and 
those necessary to sustain 
desired capabilities.” 
 

The strategy identifies 
key companies for the 
maritime sector, the 
winged sector, Armoured 
Fighting Vehicles, 
helicopters, complex 
weapons, and general 
munitions. The paper 
also recommends 
reviewing how science 
and technology fit the 
needs of defence, if their 
alignment needs to be 
altered to better meet 
those needs, and how 
they will drive forward the 
programme of cultural, 
behavioural, procedural 
and organisational 
changes. 

http://www.mod.uk/
nr/rdonlyres/f530ed
6c-f80c-4f24-8438-
0b587cc4bf4d/0/def
_industrial_strategy
_wp_cm6697.pdf 
 

Countering 
International 
Terrorism: The 
United 
Kingdom‟s 
Strategy 

In order to effectively 
counter and combat 
terrorism, the Government 
created this counter-
terrorism strategy and set 
up programmes and plans 
to deliver it. The 
unclassified portion of the 
document explains what 
organisations and 
individuals can do to help 
in its implementation.  

The main objective of the 
strategy (published in 2006 
and known as the CONTEST 
strategy) is to effectively 
reduce the risk of 
international terrorism to 
ensure the security of British 
citizens. 

The four main principles 
of action defined by the 
strategy are: preventing 
terrorism by tackling the 
radicalisation of 
individuals; pursuing 
terrorists and those that 
sponsor them; protecting 
the public, key national 
services, and UK 
interests overseas; and 
preparing for the 
consequences.  

http://security.home
office.gov.uk/news-
publications/publicat
ion-
search/general/Cont
est-
Strategy?view=Bina
ry 
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Table 3 Private sector 

 
Name  Short Description Main activities Contact information 

BAE Systems 
 

BAE Systems is the 
3rd largest global 
defence and 
aerospace company 
and the UK‟s prime 
defence contractor.  

BAE develops, delivers and supports 
advanced defence and aerospace systems for 
land, sea, and air operations as well as 
advanced electronics, information technology 
solutions and customer support services. 
BAE‟s key technology applications can be 
divided into their various competencies. The 
basic divisions of the applications include: 
Platform Solutions, Network Systems, 
Electronic Warfare, Sensor Systems, and the 
Advanced Technology Centre (ATC). 

http://www.baesystems.co
m/WorldwideLocations/Unit
edKingdom/ 

QinetiQ 
 
 

QinetiQ was formed 
from the division of 
the Defence 
Evaluation and 
Research Agency 
(DERA) and is now 
a public company. 
 
 
 

QinetiQ‟s work is focused on three broad 
baskets, “Defence,” “Security”, and “Energy 
and the Environment.” They have also built a 
number of civilian and police applicable 
sensors that they advertise on their website, 
and advertise an Unmanned Aerial Vehicle 
(UAV) sensor called Zephyr. They also offer 
special QinetiQ iX (independent expertise) 
custom consulting services that focus on 
advising governments or private sector bodies. 
Finally, as a part of their “Defence” branch, 
they offer considerable expertise in Command 
and Intelligence Systems that operate 
everything from enhancing interoperability to 
human sciences and data mining. 

http://www.qinetiq.com/ho
me.html 
 
 
 
 
 

Smiths Group Smiths Group is a 
global technology 
company 
specialising in the 
fields of detection, 
medical, and 
specialty 
engineering.  

Within the Smiths Detection division, Smiths 
combines technologies such as sensors, x-ray 
imagining, millimetre-wave technology, and 
software that are used in transport security, 
surveillance, protection of critical infrastructure, 
and other safeguarding services. The Smiths 
Medical division focuses on technology 
applications for hospital and emergency 
services, in addition to home and private uses. 
The Smiths Specialty Engineering unit creates 
flexible technologies, electrical/electro-
mechanical components and subsystems, and 
seals for energy, communications, and 
industrial markets worldwide. 

http://www.smiths-
group.com/Home.aspx 
For Smiths Detection, refer 
to: 
http://www.smithsdetection.
com/eng/index.php 
For Smiths Medical, refer 
to: http://www.smiths-
medical.com/ 
For Smiths Specialty 
Engineering, refer to: 
http://www.smiths-
specialtyengineering.com/ 

Lockheed 
Martin UK 

 
 
 

Lockheed Martin 
UK is the British 
based subsidiary of 
synonymous big 
American defence 
contractor, and it 
has some 1,500 
staff in the UK at 
around 15 different 
sites working for 
government and the 
private sector. 
 

Its five main workbaskets are “Aeronautics; 
Electronic Systems; Information & Technology 
Services; Integrated Systems & Solutions; 
Space Systems.” The company works on 
projects ranging from traditional defence 
contracts to longer term strategic thinking and 
horizon scanning for British government. It 
does this through programmes that, for 
example, the National Transport Database 
Information (NATI) that helps government 
understand the strains and stresses on the 
public infrastructure and helps consider ways it 
can be streamlined.  

Lockheed Martin UK 
Manning House 
22 Carlisle Place 
London 
SW1P 1JA  
UK  
Tel: (0)20 7798 2850  
http://www.lockheedmartin.
co.uk/aboutus/aboutus.htm
l  
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Table 4 Key Technologies 

 
Name of the Technology Short Description Applications 

Cross-Cutting Technologies 
 
 
 

Technologies that „can deliver military 
advantage across multiple domains‟. 
 

The priority domains are geared toward 
sensors and countermeasures, information 
exploitation (focusing largely on electronic 
warfare), applications for the human 
dimension (e.g. understanding behaviour, 
monitoring health), platforms and structures, 
the physical environment (e.g. numerical 
weather prediction), and technologies to 
enable Through Life Capability Management 
(TLCM). 

C4ISTAR 
 

The C4ISTAR project is designed to 
enable a better integration of command 
and control with intelligence and 
information management to provide a 
more effective Network Enabled 
Capability (NEC). 

Command, control, communications, 
computers, intelligence, surveillance, target 
acquisition, and reconnaissance for military 
operations. 

Fixed Wing and 
UAVs/Helicopters/Maritime 
 

 
 
 
 

These technologies are designed to 
enhance air and naval power as well as 
unmanned aerial vehicles for 
surveillance.  

Air and naval power are increased through 
the development of complex maritime and 
aviations systems and the creation of more 
flexible and agile fixed wing aircraft – as well 
as the development of recent applications of 
electronic warfare, mission managements 
systems for real-time information, and the 
development of underwater network and 
communications abilities. 

Military emerging 
technologies 

 
 

The MOD identifies emerging 
technologies that will contribute to 
future defence capabilities. Several of 
these technologies move toward 
autonomous operations, autonomous 
self-organised networks of sensors, 
advanced materials, such as nano-
materials and smart/interactive textiles. 
 
 

Additional technologies include quantum 
computing, semantic web technologies, 
complex systems that integrate human 
factors such as the brain-machine interface, 
and advanced electronics. Identity 
management technologies, improved 
tracking capabilities, and biometrics can also 
be found under the Home Office‟s priorities. 
Finally, some horizon scanning tools are 
increasingly being explored by British 
defence organizations. 

Counter 
Terrorism/Crime/Chemical, 
Biological, Radiological or 
Nuclear (CBRN) Weapons 
 
 
 
 

The Home Office and Ministry of 
Defence identify counter-terrorism and 
counter as top priority areas.  
 
 
 
 

MOD Top priority areas for counter-terrorism 
include systems such as platform, radio 
frequency and information, sensors and 
diagnostics, and defeating threats such as 
explosive ordinance. Similarly, technology is 
needed to conduct hazard assessment (by 
detecting and identifying hazardous agents), 
and creating biological medical 
countermeasures. Home Office supports the 
focus on medical countermeasures for 
CBRN and detection capabilities, adding the 
necessity of enhancing the security of the 
UK‟s critical infrastructure. For crime, Home 
Office sees the greatest need at using 
technology in a forensic capacity to gather 
intelligence and evidence through improved 
tracking and surveillance capabilities.  

 
Policing technologies 
 
 
 

The Forensic Science Service (FSS) 
and the Police Information Technology 
Organisation (PITO) are responsible for 
the development of many of the new 
policing technologies, with the FSS 
primarily focused on communications 
and IT for police. 

Within the Home Office, identification and 
biometrics technologies are increasing in 
importance for tackling crime.  
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Table 5 Current Research programs and projects 
 

Name  Short Description Main activities Contact information 

European 
Security: High 
Level Study on 
Threats, 
Responses, and 
Relevant 
Technologies 
(ESSTRT) 
 
 

The purpose of the High Level Study 
was to provide a comprehensive 
overview of responses to security 
challenges. These challenges were 
identified by analysing terrorist and 
weapons threats and instability and 
then creating appropriate and ethical 
recommendations to addresses these 
challenges.  Overall, the study had a 
budget of € 811,320 (with an EU 
Contribution of € 599,938). 
Coordinator: Thales Research and 
Technology Ltd (UK) 
Partners: International Institute for 
Strategic Studies (UK); Crisis 
Management Initiative (FI); Thales e-
Security (UK) 
 
 
 
 
 

The study offers 
recommendations that seek to 
strength ‟security fences‟ of 
general intelligence, border 
control, surveillance and target 
protection. To achieve this, the 
study offers recommendations to 
member states to protect critical 
national infrastructure and to 
adopt crisis management 
structures that tackle 
contingencies, and to the EU to 
establish a Crisis Management 
Centre and to collaborate with 
partner countries‟ counter-
terrorism centres. The study 
also identifies scanning and 
detection technologies, ‟smart 
containers‟ for sea transport and 
large vehicles, area surveillance, 
biometrics, and fast detection 
and identification of hazardous 
materials as necessary for 
strengthening security. 

Peter Munday 
Tel : +44 118 923 8239 
Fax : +44 118 923 8399 
peter.munday@thalesgrou
p.com 
 
http://ec.europa.eu/enterpri
se/security/doc/project_flye
rs_2007/ESSTRT.pdf 

Secure 
Unplanned 
Provisioning of 
High Integrity 
Communications 
(SUPHICE) 
 
 
 
 

SUPHICE is designed to provide an 
EU crypto that is not owned by any 
specific member state that are on-
demand, provide secure 
communications, and can be 
reconfigured. The technology will 
allow for communications consistent 
with European and national agencies, 
including the MOD, Coalition, Civil, 
and Intelligence. The project had a 
budget of € 1,938,700 (with a EU 
Contribution : € 1,350,000).  
Coordinator: Thales-eSecurity Ltd 
(UK) 
Partners: Thales Research & 
Technology (UK) Ltd; Ericsson 
Microwave Systems AB (SE); 
Avensus BV, formerly Evolve 
Datacom BV (NL); Tietoenator 
Financial Solutions SIA (LV); EFT 
Consultants Polska SP (PL); ESL 
Advanced Information Technology 
(AT); Thales Defence Deutschland 
(DE); L2K Spolencost S.R.O. (CZ); 
Intracom SA Hellenic 
Telecommunications & Electronics 
Industry (GR) 
 
 
 
 
 
 
 
 
 
 
 
 

Using algorithms, SUPHICE 
demonstrated the ability to 
create primary and secondary 
certifications for cryptos that are 
unclassified and not owned by 
any specific member state.  
 

Peter Davies 
Tel : +44(0)1273 384600 
Fax : +44(0)1273 384601 
Peter.Davies@thales-
esecurity.com 
 
http://ec.europa.eu/enterpri
se/security/doc/project_flye
rs_2007/SUPHICE.pdf 
 
For more information: 
http://www.suphice.com  
 

mailto:peter.munday@thalesgroup.com
mailto:peter.munday@thalesgroup.com
http://ec.europa.eu/enterprise/security/doc/project_flyers_2007/ESSTRT.pdf
http://ec.europa.eu/enterprise/security/doc/project_flyers_2007/ESSTRT.pdf
http://ec.europa.eu/enterprise/security/doc/project_flyers_2007/ESSTRT.pdf
mailto:Peter.Davies@thales-esecurity.com
mailto:Peter.Davies@thales-esecurity.com
http://ec.europa.eu/enterprise/security/doc/project_flyers_2007/SUPHICE.pdf
http://ec.europa.eu/enterprise/security/doc/project_flyers_2007/SUPHICE.pdf
http://ec.europa.eu/enterprise/security/doc/project_flyers_2007/SUPHICE.pdf
http://www.suphice.com/


FORESEC Deliverable D 2.2 Country Report on the United Kingdom 
 

  

   
Page 40 of 42 

 

Network for the 
Promotion, 
Enhacement, and 
Take-up of 
Security Research 
Activities 
(PETRA.NET) 
 
 
 

Petra.Net is designed to connect 
security researchers with end-users 
such as police, fire brigade, 
ambulance service and civil defence. 
Within a budget of € 466,645 (and an 
EU Contribution : €364,000), 
Petra.Net aims to establish an 
interface between the research 
community and public authorities in 
the form of an Observatory, broker 
information to these two communities, 
and establish how PASR projects can 
impact the operational environment. 
Coordinator: Sussex Police Authority 
(UK) 
Partners: IBI Group (UK) Limited; 
Ministero dell'Interno – Dipartimento 
dei Vigili del Fuoco, del Soccorso 
Pubblico e della Difesa Civile (IT); 
Garda Síochána (IE); Korps 
Landelijke Politiediensten (NE); 
LISITT Universitat de Valencia (ES); 
Universita' Della Calabria (IT); IES 
Consulting (IT) 

Petra.Net‟s objective to link the 
research and pubic end-user 
community will be achieved by 
providing the secure interface, 
creating networking 
opportunities such as through a 
virtual helpdesk and offering 
access to experts involved in the 
PASR programme, and 
analysing, disseminating and 
exchanging information through 
workshops and a quarterly 
newsletter. 
 

Chief Superintendent 
Robert Hammond 
Tel: + 44 1243 843654 
Fax: +44 1243 843441 
Jim_hammond@btconnect
.com  
http://ec.europa.eu/enterpri
se/security/doc/project_flye
rs_2007/PETRA.NET.pdf 
 
 
 
 

Secure Container 
Data Device 
Standardisation 
(SECCONDD) 
 
 
 
 
 

The aim of SECCONDD is to better 
enable law enforcement and trade 
officials to determine the location, 
route, and contents of a container or 
vehicle by creating an international 
standardisation of the interface 
between the container or vehicle and 
a data reader at a port or border 
crossing. The project also is designed 
to provide tracking and authenication 
capabilities as well as employing 
globally-recognised radio frequencies. 
The total budget for the project is € 
533,628 (with an EU contribution of € 
399,851). 
Coordinator: Thales Research and 
Technology Ltd (UK) 
Partners: SELEX Communications 
S.P.A (IT); Cotecna (UK); Her 
Majesty‟s Revenue & Customs (UK);  
Comité Européen de Normalisation 
(BE) 

SECCOND has several tasks, 
including scenario development 
to determine the effectiveness of 
a Goods Data Device (GDD) 
against terrorist or other threats 
and then identifying which types 
of security data are needed and 
now to interrogate, authenicate, 
and interface that data.  
 
 

Michael Naylor 
Tel : +44 118 9238229 
Fax : +44 118 923 8399 
mike.naylor@thalesgroup.c
om  
 
http://ec.europa.eu/enterpri
se/security/doc/project_flye
rs_2007/SECCONDD.pdf 
 

On-line Monitoring 
of Drinking Water 
for Public Security 
from Deliberate or 
Accidental 
Contamination 
(WATERSAFE)  
 
 

The purpose of WATERSAFE is to 
provide an early-warning detection 
system of contamination of networked 
drinking water systems. To achieve 
this, the project combines four SME 
with research groups and a water 
company and uses nanotechnology to 
develop sensing and detoxification 
measures to create a warning and 
response system to protect the 
European public.  
Coordinator: C-Tech Innovation Ltd, 
(UK) 
Partners: Commissariat à L‟Energie 
Atomique (FR); Forschungszentrum 
Karlsruhe GmbH (DE); University of 
Wales Bangor (UK); UC Technologies 
B.V. (NL); PW Circuits Ltd. (UK); 
Vivaqua (BE); Delta-Umwelt-Technik 
GmbH (DE)  

The project‟s main objectives 
were to: integrate detection and 
detoxification of contaminants; 
create an on-line detection 
system as an early-warning 
signal; initiate a prompt reponse; 
implement systems at potentially 
vulnerable points in water 
distribution systems; integrate a 
detection and response cability 
using new technologies; and to 
integrate improved from existing 
basic on-line monitoring systems 
other technologies.  
 
 
 

Neil Wright 
Tel : + 44 151 347 2917 
Fax : + 44 151 347 2901 
E-mail : 
neil.wright@ctechinnovatio
n.com 
 
http://ec.europa.eu/enterpri
se/security/doc/project_flye
rs_2007/Watersafe.pdf 
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Defence 
Technology 
Centres (DTCs) 
 
 

The Defence Technology Centres 
(DTCs) are centres of excellence 
established to conduct research 
through a collaboration of 
government, UK Defence, small to 
medium-sized Enterprises, and 
universities. Established in 2003, the 
DTCs are ongoing with the Ministry of 
Defence and the pertinent consortium 
partners having ownership over the 
relevant Centres, with an overall 
budget of £90 million (€114 million).  
 
 
 
 
 
 
 
 

The aim of the DTCs is twofold. 
First, the DTCs will produce 
research for enhanced UK 
defence capabilities. The DTCs 
also act as a forum for industrial 
and academic collaboration with 
Government and a means to 
defined programmes jointly to 
allow for the exploitation of new 
technologies. Key themes and 
technologies vary from centre to 
centre, with each centre 
focusing on a key project. The 
four main projects are data 
information fusion, human 
factors integration, systems 
engineering for autonomous 
systems, and electro-magnetic 
remote sensing. The MOD has 
formed four of collaborative 
consortia, which share in 
funding the centres. The 
participants work together to 
generate and enhance key 
technologies for the delivery of 
future UK defence capabilities to 
fit with the key themes listed 
above. 

MOD DTC website: 
http://www.science.mod.uk/
frame.htm 
 
Specific DTC websites: 
Data Information Fusion 
Defence Technology 
Centre 
http://www.difdtc.com/ 
 
Human Factors Integration 
Defence Technology 
Centre 
http://www.hfidtc.com/index
.htm 
 
Systems Engineering for 
Autonomous Systems 
Defence Technology 
Centre 
http://www.seasdtc.com/ 
 
Electro-Magnetic Remote 
Sensing Defence 
Technology Centre 
http://www.emrsdtc.com/ 
  

International 
Technology 
Alliance in 
Network and 
Information 
Sciences 
 
 

MOD and DOD are sponsoring an 
IBM-led consortium to undertake a 
new joint government/ industry 
advanced technology partnership 
exploring secure wireless and sensor 
networks.132 Initiated in 2006, with a 
budget of some $135.8 million (€87 
million, £68 million) the purpose of the 
technology alliance is to expand the 
technological capabilities, with an 
emphasis on informational 
capabilities, of the US Army and UK 
Armed Forces to address new 
challenges of urban warfare, 
particularly in areas such as 
humanitarian relief, civilian and 
insurgent control, or full combat 
operations. The alliance‟s research 
will focus on developing technologies 
that fall within the scope of the four 
technical areas (Network theory; 
security across a system of systems; 
sensor information; decision making) 
and will improve the state of the art 
along each dimension. 

 
 
 
 
 

The specific objectives of this 
research is to provide a shared 
situational awareness for 
coalition forces, improved 
interoperability with greater 
coordination and 
synchronization, and systems 
that can increase coalition 
forces‟ operational tempo. 

133
 

The key themes centre on four 
technical areas of network 
theory, security across a system 
of systems, sensor information, 
and decision making and the 
research will be carried out 
through a research team 
consisting of academia, 
industrial researchers, and 
government scientists along with 
the expertise in project 
management and transition.

134
 

The project is ongoing and 
driven by IBM and a 25-member 
consortium of UK and US 
industry and university actors. 
Its impact will be in the 
facilitation effective 
communications in British and 
American military operations 
and allowing for the rapid 
dissemination and interpretation 
of information in theatre. 

http://www.usukita.org/?q=
node/2 
 
 
 

                                                 
132

 Study War No More, p. 34 
133

 International Technology Alliance in Network and Information Science website 
134

 International Technology Alliance in Network and Information Science website 
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Advanced 
Manufacturing 
Research Centre 
(AMRC) 
 
 

The AMRC identifies, researches and 
solves manufacturing problems for 
aircraft. Established in 2004 as a part 
of the University of Sheffield, the 
AMRC is an ongoing project with an 
initial budget of £45 million (€60 
million). Plans are underway to 
expand it into the ”Factory for the 
Future”, which will broaden its scope 
to further cover Information 
Communications Technology (ICT) as 
well as offer companies a testing 
ground for future technologies. 

The key players in this project are the 
University of Sheffield, Advanced 
Manufacturing Research Centre 
(AMRC) and Boeing, Rolls Royce, 
with a consortium of academia, 
industry and government actors. The 
AMRC partnership combines 
expertise of both academic 
researchers, specifically within the 
University of Sheffield's faculty of 
engineering, and the industrial 
expertise provided by Boeing and 
Rolls Royce. AMRC‟s main objective 
is to provide advanced technology 
solutions for advanced materials 
forming. By bringing together 
academia, government and industry, 
the Centre seeks to develop 
technologies for scientists and 
engineers creating economic and 
environmental solutions. The principal 
behind the AMRC is to use public and 
private money to develop new 
technologies for both civilian and 
military application. 

The current focus of much of the 
AMRC‟s work is on aerospace 
related technologies, in 
particular Tool Wear; Industrial 
Psychology; Modelling; Surface 
Integrity; Dynamics; and 
Material Science. However, 
within these divisions, 
manufacturing issues beyond 
aerospace are explored. For 
example, the Factory for the 
Future will expand the AMRC to 
include other areas such as 
defence technologies. 
 

http://mmdesign.co.uk/amr
c/about/sponsor_info.php 
http://www.amrc.co.uk/ 
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