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1. Introduction

Global security is in a continuous flux. Europe faces new threats that are more diverse, less visible
and less predictable than before. The increasing awareness of the key drivers and trends shaping
the security of the European Union in the long term, such as energy and climate change, does not
mean the absence of major discontinuities, shocks, and surprises, which challenge the national
governments and EU institutions alike. The consequences of the financial crisis, for instance, may
be much deeper than what was first thought, and vary greatly from one part of Europe to another.
What if the European Union suddenly finds itself in a situation in which it has increasingly frail or
even failed states among its own Member States? With the current financial crisis and certain
societal tendencies this might not be far away. Yet, this seems totally unexpected if one browses

through the current perceptions of European security.

Are European Union and its Member States currently able to anticipate, proactively prevent, and
manage future security risks and threats? Is the understanding of security as a concept holistic

enough to capture the complex global and societal interdependencies that contribute to security?

This paper is a part of the FORESEC - Europe’s evolving security: drivers, trends and scenarios -
project. The project aims through a participatory process at tying together the multiple threads of
existing work on the future of European security to enhance the common understanding of the
complex global and societal nature of security in order to pre-empt new threats and realize

technological opportunities.

FORESEC has adopted the following working definition of security: ‘security refers to the ability
and efforts of all sectors of society (individual and private) and government (the state) to protect
EU societies and citizens from threats, risks and hazards, be they external or internal, man-made

or natural, that might endanger their survival’.X

The discussions and participatory processes that the FORESEC project has evoked through its work
have served as background material for this discussion paper. FORESEC started with twelve
country reports? to provide a good overview of the different cultures, geographical locations,
national strategies and societal challenges that influence European security and shape priorities
and interests at the European level. A ‘kick off’ workshop in Vienna in July 2008 debated and
identified key trends and drivers for European security, laid the foundation for a European expert
network in security foresight, and received inputs for the on-line Delphi survey. The on-line Delphi

was initiated in two rounds and the results of the survey will feed in to the ensuing work of

1 Giegerich, Bastian and Pantucci Raffaello, FORESEC Deliverable 2.4 Synthesis report (2008), p. 4
2 Finland, Estonia, Sweden, Poland, Italy, France, Austria, Spain, Bulgaria, Slovenia, UK, Germany
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FORESEC. A Taxonomy of Trends, Drivers and Threats has been constructed in FORESEC to
provide an analytical framework for the next stages of FORESEC. Finally, the scenario analysis
aims to help understand the specific threats that might manifest themselves in the lives of
European citizens and to identify national and European level policy options that can prevent,

counter and mitigate the threats as well as identify security gaps.

The need to further conceptualize how European security is understood in the context of Security
Research has become apparent in the course of the project. There is need to capture the various
approaches to security across EU member states. FORESEC country reports highlight the very
different conceptions of security across the EU and identify the varying historical and geographic
determinants at play. Second, there is need for a more holistic approach to understanding security
— including parallel global and societal changes, the underlying causes of crisis and their impact on
European societies. Third, there is need to develop the foresight capacity of research and decision-
making. Understanding how the notion of security evolves over time and space, as do risks and

their perception, helps prepare for future changes as well.

This paper outlines the key changes and trends in understanding security in the context of the
Security Research as well issues of agreement and disagreement. By creating a better
understanding on the basis on of European security, ‘whose security’ and ‘which values’ we seek to
protect, this paper consecutively contributes to the prioritization of security research efforts in

Europe.

Chapter two of this paper attempts to capture the changes that have happened in Security Research
through an analysis of the work of the Group of Personalities (GoP), ESRAB and ESRIF. In
addition, the funded projects under PASR and FP7 will be analyzed. The third chapter seeks to
apprize and understand the different conceptions of security that are prevalent in the EU and its
Member States. Chapter four puts the changes of the evolving security in Europe since the Cold
War in context. The paper concludes with an outline of key dimensions of a Concept of European
security that will be tested in the FORESEC scenario work in order to come up with a draft concept

in the final report that would be relevant for European security in the long-term.
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2. European security research - from intentional threats to an
all hazards approach

European Security Research is implemented as part of the Framework Programme 7 and is
managed by the Directorate General for Enterprise and Industry. Thus, security research has a dual
objective of enhancing the security of European citizens and improving the competitiveness of
European security industry. This very particular institutional context obviously impacts the overall
understanding of security and the prioritization of security research investments. Subsequently, it
has been easier to involve representatives of the private sector than public users in the preparatory
work in defining research priorities. Furthermore, security research has been focused from the
beginning purely on internal and civil security as the Commission does not have competence in

second pillar issues.

Security research has placed citizens’ security in the centre of its focus from the beginning — at least
rhetorically. The primary mission of the Group of Personalities (GoP, 2004) was to develop a vision
of a secure Europe and to spearhead the process of advancing European industrial potential for the
protection of the European citizen. The GoP report ‘Research for a Secure Europe’ approach
security is captured in the notion that “Europe’s vision of security must therefore embrace a notion
of ‘Internal Security’ that can include a genuine feeling of well being and safety for its citizens,

while respecting its values of human rights, democracy, rule of law and fundamental freedoms.’s

EU level civil security research started as a separate programme in 2004 when the European
Commission launched a three years Preparatory Action for Security Research (PASR) with a budget
of 45 M€ for 2004-2006. The purpose of the PASR was the development of a fully fledged

European civil security research programme that was eventually implemented as part of the FP7.

The projects funded under PASR seem to reflect the security considerations of their time: terrorism
was a dominant and to many countries also a new security threat. Overall, the emphasis was on
intentional threats. (See list below.) Focus on infrastructure followed from what targets were
assessed the most likely. The focus on detection and surveillance — in respect of the development
of improved, better communicating or integrated sensor systems, and ameliorated imaging
techniques — constituted a cross-cutting trend in PASR activities. 12 PASR projects focussed on
detection and surveillance, making this area of activity the largest in the preparatory action. These
projects are increasingly aimed at either the interoperability and interaction of detection and
surveillance instruments, or at the development of new technologies. Another grouping of projects

in PASR focuses on technologies for exchanging information, either in a generic form or with

3 European Commission Research for a Secure Europe — Report of the Group of Personalities in the field of
Security Research, Luxembourg, Office for Official Publications of the European Communities (2003), p.12
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security agencies as end-users. Work on exchange of information involves, in this context, research
to make platforms more secure, as well as the enhancement of information exchange system in
terms of inputs (the mixing of information from differentiated sources) and access (access via
mobile devices for instance). Exchange of information, in this regard, is also frequently associated
with the capacity to anticipate risks, and to run risk analysis based on available stocks of

information.

Critical infrastructure and public safety, including the development of methodologies and tools for
crisis management, constitute another major part of PASR funded security research. Most of the
projects focus on protective/reactive steps, but in some cases, they also involve the building of

threats scenarios and risk analyses.

The analysis of the contents of research being conducted under the PASR is very revealing as it
highlights the fact that this research was mainly oriented towards technological development as
such, and unquestioningly took security as a norm and a fundamental value. Research on freedom
and privacy in the context of a changing landscape for security practices and technologies has been
identified as an important concern in relevant European Commission documents as well as by the
European Data Protection Supervisor, and has been undertaken in a couple of PASR activities,
from two angles: a reflection on the ethical, legal, political and social implications of security
technologies, and research on “privacy preserving” technologies. Out of the 39 activities supported
under the PASR, only one (PRISE) takes as its major concern and explicit focus issues of freedom
and rights, via the question of privacy and data-protection. Out of the 44,5 million euros of the
actual Community contribution to the PASR, however, PRISE only accounts for slightly above

600.000 euros.4

4 Bigo, Didier and Jeandesboz, Julien, Review of security measures in the 6th Research Framework Programme and the
Preparatory Action for Security Research, Briefing Note, May 2008,Policy Department C, Citizens' Rights and
Constitutional Affairs, European Parliament,
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PASR Priority Missio PASR projegt Topic FP 7 Mission
IMPACT Innovative Measures for Protection Against CBRN Terrorism
Protection against PALMA Protection of Airliners against Manpads Attacks
Terrorism and PATIN Protection of Air Transportation and Infrastructure Security of Citizens
Crime TRIPS Transport Infrastructures Protection System
BODE Biological optical detection experiment
BIO3 Bioterrorism: resilience, research and reaction-supporting activity
ESSTRT High level study on threats responses and relevant technologies
ISOTREX Integrated system for on-line trace explosives detection in solid and vapour state
SUPHICE Secure Unplanned Provisioning of High Integrity Communications
HITS/ISAC Highway to Security: Interoperability for Situation Awareness and Crisis Management Critical
Interoperability ROBIN Open Robust Infrastructures Infrastructure
SENTRE Security network for Technolgical research in Europe
PETRA.NET |Network for the promotion and enhancement of of security research activities
WINTSEC Wireless Interoperability for Security Protection
SECURE SME [Supporting security field in SMEs in preparing RTD projects
VITA Vital Infrastructures Threats and Assurance
STACCATO [Stakeholder platform for supply chain mapping
Networked System WATERSAFE [On-line monitoring of drinking water for public security
from deliberate or accidental contamination
TERASEC Active Terahertz Imaging for Security
PROBANT People Real-Time Observation in Buildings:
Assessment of New Technologies in Support of Surveillance and Intervetion Operations Intelligent
Situation Awareness  |ISCAPS Integrated Surveillance of Crowded Areas for Public Security Surveillance and
HAMLet Hazardous material localisation and person tracking
SOBCAH Surveillance of Boarder Coastlines and Harbours Border Security
STABORSEC [Standards for border security enhancement
I-TRACS Counter-terrorism identification and advanced tracking system using the analysis
of communication, financial and travel data
BS-UAV Border Surveillance
GEOCREW  [Study on geodata and crisis early warning situation awareness
PRISE Privacy enhancing shaping of security research and technology
USE-IT User supplier European network for information technology security

EUROCOP The pedestrian police officer
SECCONDD [Secure Container data device standardisation
BIOTESTING |Network for testing of biometric components and systems

GATE Next generation anti-terrorism financing (ATF) methods

CRIMSON The Crisis Simulation System

ASTRO+ Advanced Space Technologies to Support Security Operations Restoring Security
Crisis Management MARIUS Mobile Autonomous Reactive Information System for Urgency Situations and Safety in case of

TIARA Treatment Initiatives after radiological accidents

CITRINE Common intelligence and traceability for rescue and identification operations Crisis

AEROBACTICYAssessment of the quantity, identity, viability, origin and dispersion of airborne
micro-organisms for application in crisis management tools

The European Security Research Advisory Board (ESRAB) was established in 2005 to advice
European Commission on the implementation of the European Security Research Programme and

propose priorities for its scope.

For the purpose of specifying the scope of ESRAB's work, “security research" was defined
informally as ‘research activities that aim at identifying, preventing, deterring, preparing and
protecting against unlawful or intentional malicious acts harming European societies; human
beings, organisations or structures, material and immaterial goods and infrastructures, including
mitigation and operational continuity after such an attack (also applicable after natural or
industrial disasters). All activities will be in full respect of human rights and fundamental

freedoms’.5 Intentionality, thus, was a central element.

5 ESRAB Meeting the Challenge: The European Security Research Agenda (2005), p. 56
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ESRAB produced a report that provided a strategic framework to structure the research content
covering both technological and non technological aspects. ESRAB recommended that multi-
disciplinary mission oriented research should be undertaken covering capability development,
system development and systems of systems demonstration. It noted that technological research
and development must be strengthened, and when appropriate integrated, with research into
political, social and human sciences. Five areas were identified: citizens and security,
organisational structures and cultures of public users, foresight scenarios and security as evolving
concept, economics of security, and ethics and justice. The report further noted that respect of
privacy and civil liberties should be the programme’s guiding principle. It recommended that
research and development projects should take into account the mutual dependency triangle of

technology, organisational dynamics and human impact.

The ESRAB report and its recommendations had a major impact on the context of the FP7 security
research calls. The concept focused very much on internal security and considerations for external

security, such as ESDP civilian missions were marginal. Societal issues were discussed in a separate

ESRAB working group and they were not mainstreamed across the mission specific areas. This
division was also reflected in the structure of the security theme under the FP7, where
technological and mission specific research priorities were separate from the “Security and Society”
theme. The projects funded under the first security research call under FP7 are listed in the table

below.
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ACTIVITY/AREA TOPIC DESCRTIPTION Research area
Security Missions
INDECT Intelligent information system supporting observation, SEC-2007-1.2-01
IMSK Integrated mobile security kit SEC-2007-1.2-02
FRESP Advanced first response respiratory protection SEC-2007
1. Security of Citizens OPTIX Optical technologies for the identification of explosives SEC-2007-1.3-01
SecureEau SEC-2007-1.3-05
LOTUS Localisation of threat substances in urban society SEC-2007-1.3-03
searching and detection for security of citizens in urban environment
COCAE Cooperation across Europe for Cd(Zn)Te based security instruments |SEC-2007-1.3-01
ODYSSEY Strategic pan-European ballistics intelligence platform SEC-2007-1.3-06
for combating organised crime and terrorism
SUBITO Surveillance of unattended baggage and the identification SEC-2007-2.3-01
2. Security of and tracking of the owner
DEMASST Demo for mass transportation security: roadmapping study SEC-2007-2.1-01
infrastructures and utilities IDETECT 4ALL Novel intruder detection & authentication optical sensing technology |SEC-2007-2.3-04
ADABTS Protection of EU citizens, property and infrastructure against terrorism |SEC-2007-2.3-03
SAMURAI Suspicious and abnormal behaviour monitoring using a network SEC-2007-2.3-04
enhancement of cameras & sensors for situation awareness
SECTRONIC Security system for maritime infrastructures, ports and coastal zones |SEC-2007-2.3-04
UNCOSS Underwater coastal sea surveyor SEC-2007-3.3-02
3. Intelligent surveillance WIMAAS Wide maritime area airborne surveillance SEC-2007-3.3-02
EFFISEC Efficient Integrated Security Checkpoints SEC-2007-3.2-03
and border security AMASS Autonomous maritime surveillance system SEC-2007-3.3-02
ARGUS 3D Air Traffic Security SEC-2007-3.3-01
GLOBE European Global Border Environment SEC-2007-3.1-01
TALOS Transportable autonomous patrol for land border surveillance SEC-2007-3.2-02
COPE Common operational picture exploitation SEC-2007-4.3-02
4. Restoring security and SGL FOR USAR  [Second generation locator for urban search and rescue operations SEC-2007-4.2-02
safety in case of crisis EULER EUropean software defined radio for wireless in joint security operatioSEC-2007-4.2-04
SICMA Simulation of crisis management activities SEC-2007-4.3-02
ESS SEC-2007-4.2-01
SECRICOM Seamless communication for crisis management SEC-2007-4.2-04
Cross-cutting Missions
FESTOS Foresight of evolving security threats posed by emerging technologies|SEC-2007-6.3-01
SECURENV SEC-2007-6.3-01
DETECTER Detection technologies, terrorism, ethics and human rights SEC-2007-6.5-01
CPSI Changing perceptions of security and interventions SEC-2007-6.1-01
6. Security and society CRISCOMSCORE  |Developing a crisis communication scorecard SEC-2007-6.1-03
EUSECON A new agenda for European security economics SEC-2007-6.4-01
BESECU Human behaviour in crisis situations: a cross cultural investigation SEC-2007-6.1-02
to tailor security-related communication
CAST SEC-2007-6.2-01
INEX Converging and conflicting ethical values in the internal/external SEC-2007-6.5-02
security continuum in Europe
FORESEC Europe's evolving security: drivers, trends and scenarios SEC-2007-6.3-01
NMFRDISASTER | Identifying the needs of medical first responder in disasters SEC-2007-7.0-02
CREATIF CBRNE related testing and certification facilities - a networking exchanfC-2007-7.0-03
strategy to strengthen cooperation and knowledge within Europe
7.Security research ESCORTS European network for the security of control and real-time systems SEC-2007-7.0-02
STRAW SEC-2007-7.0-01
coordination and structuring OPERAMAR An interooperable approach to the European union maritime SEC-2007-7.0-02
security management
EU-SEC II Coordinating national research programmes and policies on security |SEC-2007-7.0-02
at major events in Europe
SEREN Security research ncp network - phase 1 SEC-2007-7.0-06

The projects funded under the first call have also a strong emphasis on detection, surveillance,

monitoring and communication in the same way as in PASR. Maritime security receives

considerable attention. Unlike PASR FP7, encompasses cross-cutting mission areas such as

‘security and society’ and ‘security research coordination and structuring’. This means more

resources and emphasis for societal, economic and legal aspects as well as for foresight on future

security trends and challenges. This is a needed yet modest step towards more balanced approach

in understanding the societal dimension of security and security technologies.
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While the initiatives such as ESRAB went a long way to creating an EU-wide move towards
improved security research, there was still a need for taking mid- and longer-term perspectives for
civil security research in Europe. The European Security and Research Innovation Forum (ESRIF)
was established in 2007 to develop a mid and long term strategy for civil security research and

innovation.

In contrast to the approach taken by ESRAB mainly focusing on intentional threats ESRIF
broadened thistoan“ a |l | h a z ar d(er*all @lpvant lmzarddi) in the sense of exploiting
synergies between safety and the core mission of security against intentional threats. When reading
the ESRIF draft final report a clear change is the increased focus on societal resilience and un-
intentional threats. The societal and ethical questions are more effectively mainstreamed in the

work of the mission specific working groups.

Another change that the long-term perspective brought was the increased emphasis on systemic
risk assessment and foresight methods. So far the understanding of security has been too heavily
influenced by the EU pillar structure, more so than by the realities of the global security

environment.

One of ESRIF’s main messages is that European security is inseparable from social, cultural and
political values of European life. Such values need to be present at every level of security research
and development. A threat to Europe is a threat to Europe’s societal integrity. Security research
must necessarily in the future focus on understanding and developing Europe’s societal resilience
and the ability of Europe to absorb the shocks associated with potential security challenges.¢ In all,
research should concentrate not only on technical infrastructure but also on societal fabric, not
only on intentional but also on unintentional threats, not only on civil protection but also on the
vulnerability of societies within the EU, and, finally, not only look at internal aspects but also take

into account the external dimension.

As a result of working towards EU where the Lisbon Treaty is in force an interesting change is
underway concerning the scope of the security research. ESRIF has acknowledged the increasing
interlinkage between the internal and external dimension of security. The ESRIF draft report notes
that there is a need to look also into "external" security missions, such as related international
treaties on weapons control, and suggests security research to support civil protection and
humanitarian aid, security research on conflict prevention and post-crisis stabilization, and
research into the security element of maritime surveillance (piracy). ESRIF is suggesting that a
small group be set up as soon as possible to develop a security research agenda for these "external"

security missions. Some of ESRIF’s working groups have already looked into this, but it clearly

6 ESRIF Draft Final report (2009) p.11
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needs further attention. This research agenda should be structured in such a way that it can be

easily plugged onto the European Security Research and Innovation Agenda developed by ESRIF.

ESRIF has listed a comprehensive list of threats.” The FORESEC Deliverable D. 4.4 Taxonomy on
Trends, Drivers and Threats provide an analytical grid, which is necessary to establish what kind of
developments represent high priority issues, in other words to identify those issues that have a high
likelihood of occurring and a high impact on European security if they occur.8 This is an effective
approach for capturing the comprehensive set of threats and analysing which of them are relevant

for different European security conceptions.

The analysis of projects funded thus far demonstrates that there is still a heavy emphasis on
security technologies and their role in enhancing the security of European citizens. The relatively
few projects funded under the Security and Society theme focus mainly on privacy issues and
ethical acceptability of security technologies. What are missing from the portfolio of funded
projects are the ones that would deepen the understanding of societal dynamics and resilience.
Here, ESRIF’s increasing emphasis on citizen security and societal resilience in security research

efforts are potent signs of change.

7 Ibid
8 FORESEC Deliverable 4.4 Taxonomy on Trends, Drivers and Threats, Bastian Giegerich (2009), p. 4
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3. Different approaches to security in Europe

The notion of ‘security’ is employed in a bewildering range of contexts and for multiple purposes.
Security is a multifaceted concept loaded with assumptions, structures, solutions and functional

ideas.

At the level of the European Union, the recently updated European Security Strategy provides a
major contribution into defining what security is today and how Europe aims to strengthen it. The
multiannual programme for the development of the European area of Justice, Freedom and
Security, under review in 2009, also plays a key role in that regard as do other strategic documents.
However, at the national level, approaches to security are still fragmented across the EU member
states with different conceptions of security based on the varying historical and geographic

determinants at play.

The EU is composed of 27 different member states with significantly different security conceptions
and approaches, and European security research should acknowledge this fact in all of its efforts.
Geography, for example, does matter: proximity to potential sources of territorial threat or to

sources of migration affects a country’s security conception.?

Familiarity with similarities and differences helps identify where collaboration efforts are most
likely to succeed. During the process of conducting the interviews for the FORESEC Country
reports one of the aims were to try to identify areas of security research which were perceived to be
ones in which there would be added value from greater European level collaboration. The notion of
cooperation as being beneficial did not go unchallenged. Some pointed out that cooperation on the
national level would have to be improved before serious attempts at further EU-level collaboration.
The smaller Member States more frequently saw added value in European level collaboration in
areas such as migration and border security. There is a wide recognition that as the majority of the
trends and threats are transnational and thus require multilateral responses, the EU becomes a
major player in addressing them. In terms of priorities for security research, however, the added
value does not only exist in pooling resources, but also in understanding in a comprehensive
manner the societal and human dynamics of security as it is defined across states.!° Security
research need to reflect these variations in the security field if there are to be common gains from

conducted Security research.

9 Giegerich, Bastian and Pantucci Raffaello, FORESEC Deliverable 2.4 Synthesis report (2008), p. 12
10 Thid
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3.1 The internal and external security debate

There is a growing recognition and awareness of the rapidly increasing complexity in the security
field. One of the widely accepted insights of recent security research is the cross-border and
transnational nature of the main security challenges. Many EU practices reflect an effort to secure
society, across sectors and spanning the internal — external divide. As far back as the Chernobyl
disaster, the local security implications of far-away disasters became painfully clear. Recent
experiences in the Balkans in the 1990s, of the Madrid and London bombings in 2004 and 2005,
respectively, and of failed states abroad, further emphasizes that internal security is often
dependent on external security, and vice-versa. One could argue that it has become irrelevant to

talk of security concepts built on these divisions.™

A distinctive feature of the security landscape in Western Europe after the end of the
Cold War is that the division between internal and external security has become
increasingly obsolete. Traditionally, these two domains were considered separate: while
challenges to a state’s internal security were understood in terms of criminal or otherwise
disturbing activities within the boundaries of the state, threats to external security were seen as
arising first and foremost from the aggressive behavior of other states. However, it now seems
commonly agreed that the main security challenges facing the countries of the Euro-Atlantic area
are neither purely internal nor purely external, but rather transnational. At the top of the ‘new
security agenda’ one typically finds issues such as transnational organised crime, irregular
migration or, most recently, international terrorism, while ‘traditional’ state-based threats are
generally considered to have lost much of their relevance. Of course, there are important
differences between these new types of risks and challenges, but one thing they have in common is
that they have both a domestic and an international dimension and thus largely defy the classical

distinction between internal and external security. *2

The blurring of internal and external security and the need for much greater
comprehensiveness in security policy is prevalent in many European countries. Some,
such as Finland, have taken to examining security through different levels of analysis: ranging from
the individual, to society, to the state, with different strategies for each — increasing pressure to
coordinate.'s While there is an increased focus on the citizen as the object of security, governments
are trying to create a policy that is more joined-up in the sense of creating output that is the result

of an interagency process involving a wide range of cabinet ministries and actors from the private

1 Ekengren, Magnus edited "The European Union’s Protection Policy Space: A framework for Analysis’ in
Protecting the European Union, Policies, sectors and institutional solutions National Defense College
(October 2006), p.6

2 Trauner, Florian External Aspects of Internal Security: a Research Agenda, EU-CONSENT Wider Europe
— Deeper Integration? Constructing Europe Network (2006), p.6

13 Rintakoski, Kristiina and Partanen, Mira FORESEC Deliverable 2.2 Country report on Finland (2008),
p.10
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sector and civil society. For example, France, Germany and the UK have all adopted major security
policy strategies and white books over the course of the last two years which centre on the idea of

comprehensive security policy.

Whereas many of the O6newd threats and chall enges
national level, increasingly they also require effective measures at the level of the

Union. This is true for the internal threats to European security as well as for the external ones.

Indeed, threats such as crime and terrorism, and risks such as pandemics or climate change require

an integrated, Europe-wide approach. From bioterrorism to cyber-warfare, limiting national

vulnerability requires the creation of robust mechanisms of cross-border cooperation. The Treaty

of Lisbon also takes it as a fact that security is viewed as a comprehensive whole, not from the

perspective of solely internal security or external security. The new threats underline the fact that

internal and external security is increasingly inseparable. The protection of Europe’s external

borders will, however, remain of paramount importance, especially if the Union wishes to maintain

and promote freedom of movement within its borders.

3.2 Continuum of civilian and military security

The variations in the approach to the dimensions of civilian and military security in
Europe are significant. Having repeatedly been the object and location for armed aggression
makes territorial defense and military security in the traditional sense a central and structuring
element of Polish security, whereas, for example, France, Germany and the UK have chosen a
different balance in responding to events that would have a high impact but also have a low

probability of happening.4

Sweden and Finland have focused on the concept of ‘total defense’ as a key concept in defending
the countries against armed attack, in asserting territorial integrity, in contributing to peace and
security at the global level and in strengthening the society to meet peacetime emergencies.!s Total
defense in itself has in these countries been composed of both military and civilian defense.
Finland was one of the first countries in Europe to adopt a strategy for improving citizen’s
security.’ It is interesting to note that Finland at the same time reserves a strong role for the

military in security generally.

Security research in Europe is to a great extent conducted from the perspective of
state security or defense. Many of the new Member States are also members of NATO and
consequently security research in these countries is often conducted and coordinated from a ‘hard

security’ or NATO-perspective. In Bulgaria the Ministry of Defense is supporting several research

14 Synthesis report (2008), p. 4
15 Carlsen, Henrik FORESEC Deliverable 2.2 Country report on Sweden (2008), p. 6
16 FORESEC Country report Finland, p. 3

15| Page



Deliverable D 4.6 — Concept of European Security

programs related to Bulgaria’s accession to NATO in general and the process of reform and
modernization of the Armed Forces in particular.” In the FORESEC United Kingdom Country
report it was explicitly mentioned that much of the accessible governmental research on security is

inextricably linked to the concept of defense.'8

However, an interesting fact to note is that security research encompassing the

broader concept of the word and the more traditio
moving closer together. As this broadened concept of security as a field of research is growing

in importance, its size is increasing dramatically and there is considerable potential for new and

innovative research efforts.? This trend can be noted in the EU security research Framework

Programmes as well.

The different approaches to civilian and military security in the different member states
demonstrate that a common ‘European approach’ to these questions may not be easy to attain. And
it might not be desirable either, Similarly, while there are efforts to coordinate between national
and European level security research programmes, these have not been adequate and both gaps
and duplication occur.2° Further, the member states would also tend to view the EU’s role in
security in very different ways, some emphasizing the civilian or civilizing role, 2* others the need

for developing a military capability.

3.3 Increasing emphasis on societal and human security

Societal security is about safeguarding both the state and the population. The focus is on the
‘society’ as a whole and on everything that could disrupt or damage it. This particular definition of
security is fitted to present-day thinking about the breadth and hierarchy of threats or risks to
developed democratic states. Possible threats have their origins both within and outside of a state,

as noted above.22

Nevertheless, societal security creates inherent problems of definition over ‘who protects whom’;
whether to include foreign residents and visitors and national citizens abroad in the definition of

‘society’; and how far a broader ‘world society’ deserves protection.

As the perceived threats have increased in number and changed in character, contemporary
security and defense policy is shaped by a number of contradictory forces that go beyond

conventional threat images of foreign foes. Traditional security measures at the border are losing

17 Primatarova, Antoinette FORESEC Deliverable 2.2 Country report on Bulgaria (2008), p. 4

18 Giegerich, Bastian and Pantucci, Raffaello FORESEC Deliverable 2.2 Country report on United Kingdom
(2008), p.3

19 Synthesis report (2008), p. 12

20 Synthesis report (2008), p. 12

21 Sjursen, Helene * New forms of Security Policy in Europe’ ARENA Working Paper WP 01/4 (2001), p. 5
22 Britz, Malena, ed in Challenges and opportunities for societal security in an enlarged European Union,
chapter ‘European Societal Security’ (2007), p. 19
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ground. The significance of national borders within the EU diminishes and the increased
integration of the EU means mutual interdependencies that bring shared risks. In addition,
enlargement of the EU has changed the security framework. Consequently, new kinds of security
and protection issues emerge and in this changed security environment societal security emerges as

a focus for security studies.

Finland and Sweden are both countries that are safe and have open societies characterized by trust
and cooperation among its citizens. They are also among the least corrupt societies. Since the end
of the cold war there has been a shift in focus from national security to security of the society and
the individual. These societies are also characterized by an existing live and active dialogue
between the government authorities and society on societal security and state security issues as
well as their implementation and coordination.23 The dialogue is between the government
authorities and society on human or every day security and state security issues as well as their
implementation and coordination in both Sweden and Finland. Even thought the countries are
dominated by the ‘total defense’ approach they are undergoing defense and security policy reviews.
One of the considerations is whether the non-military components of security would be better
gathered under some other concept expressing the ‘comprehensive’ nature of current policy
visions. Among the alternatives considered in Finland will be ‘societal security’.24 The general trend
in the other FORESEC Country reports seem to be a general statement on the movement towards a
broader security concept with protection of citizens at its core, but the lack of serious efforts to

integrate these aspects fully in to the national security policy.25

The basic question of coverage of the societal security concept is not a simple one and has not yet
been settled. Alyson Bailes notes that the generic issue is who belongs to society and how far it
does or does not coincide with national boundaries. Are all immigrants fully part of the state’s
‘responsibility to protect’ and full sharers in any self-protection responsibility of society, regardless
of how long they have been present and what citizenship they hold? Or does the ‘native core’ of the
population retain a special claim in the state’s protection so that, for example, recent immigrants
might be expelled if considered necessary for the social good? Conversely, how far should, and
realistically can, a state’s societal security strategy cover its citizens when they are abroad for short

or long periods?26

This brings us to the notion of change. Security is perceived differently in different EU member
states. In addition, European security is a constantly evolving concept. Recent changes have been

the general shift towards societal security and societal resilience. Even in the stable and wealthy

23 Country report Finland, p. 4

24 Country report Finland, p. 3

25 Estonia, Poland, Bulgaria, UK, Germany, Italy, Austria, Spain, Slovenia, France

26 Bailes, Alyson ‘What role for the private sector in ‘societal security’ , European Policy Centre Issue paper
No. 56 (2008), p.11-12
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European societies, immigration and economic crisis may lead to new types of fragility and
problems for the member states in coping with their tasks. Foresight studies, thus, are needed, and

need to take into account also the challenges internal to European societies.

3.4 Responsibility for providing s ecurity

Discussions about security are often conducted within a conceptual framework that refers to the
‘referent object’ of security, ‘threats’ to that referent object/s, and the ‘means’ by which the referent
object attempts to prevent and protect itself from threats. The state has almost automatically been
considered as the ‘referent object’ of security, the main threat is other states that have the
capability and intention to use force to achieve their goals. The means for countering such threats
is military deterrence, and if necessary the use of force if attack seems imminent or actually takes
place. The more normative dimension has often been neglected. As for the values to be defended,
these have also been taken for granted: ultimately it is the territorial integrity and political

independence of the state that is to be protected.

The responsibilities and activities in providing security are organized differently in each Member
State and this has to be taken into consideration in security research. The state has
traditionally been the main provider of security in most Member States. However,
there is an increasing emphasis on private security measures in some Member States
such as Estonia where attacks on private property have become common, without the government
being able to react on this issue. 27 The review of government strategies in the FORESEC country
reports underlines that a common picture has yet to emerge. Most governments stress the diffuse
and complex nature of the threat, the blurring of internal and external security and the multitude
of actors. Thus, while important trends such as increasing overlap of threat assessment, the
perceived need for greater cooperation, and an increasing focus on the concept of human security

are visible, below the EU level we cannot yet witness a coherent response to these issues.28

3.5 From national to regional and global security - The European Security
Strategy and its approach to security

The national approaches to security are, as have been stated above in this discussion paper, varying
in the way they prioritise and deal with security on a national level. There has been a longstanding
demand for the EU to formulate a common approach to European Security and the role for the EU
in this context. The formulation of the European Security Strategy fitted in a series of broader
efforts to define a new approach to security. This re-conceptualization of security was prompted by

the changes in the security environment since the end of the Cold War. The agenda set forth in the

27 Country report, Estonia, p. 3
28 Synthesis report, p. 7
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ESS serves as an affirmation of the EU as a global actor: by adopting the Strategy, the EU clearly

stated its ambition to make a proper mark on the course of global events.

The ESS lays down the overall objectives of EU external action in the field of security and the
principal ways of achieving these. Because of the multidimensional nature of security, achieving the
goal of safeguarding the values and interests of the EU is equally dependent on the specific politico-
military and on the broader, global governance dimensions of external action: on the one hand the
continued absence of a direct military threat to the EU itself must be ensured and spill-over effects
of conflicts between or within third States to the EU avoided; and on the other hand the stability of

the EU neighbourhood and of the international system as such must be maintained.

The security strategy developed in the ESS is based on the contention that there are various
dimensions of security in the current international environment and that, consequently, the
underlying causes of potential threats to the security of the EU are very diverse in terms of both
nature and origin. The Strategy does not just concern security policy in the narrow sense, i.e. the
politico-military dimension, but because of its distinctive and ambitious comprehensive approach,
it directly covers all dimensions of EU external action. Therefore, it can be said that the approach to

security which is favored in the ESS is the notion of ‘comprehensive security’.

The EU supports the view that only a comprehensive security concept can provide an
effective response to the new security environment. It is characterized by a broad
notion of security, which starts from the interdependence between all dimensions of security —
political, socio-economic, ecologic, cultural and military — rather than just focusing on the latter;
hence the need to set objectives and apply instruments in all of these fields. A comprehensive
security strategy aims to integrate a range of external policies, which together offer a large set of
instruments that have a worldwide scope and that address the different dimensions of security
(external trade, development cooperation, international environmental policy, international police,
justice and intelligence cooperation, immigration policy, foreign policy and politico-military
measures). Comprehensive security in effect translates the principles on which the EU itself is
founded - liberty, democracy, respect for human rights and fundamental freedoms, and the rule of

law — into the principles underlying the EU external action.

This approach is to some extent related to the concept of human security, which takes the
individual and his community as point of reference, rather than the State, by addressing both
military and non-military threats to his security. The security of the State is not an end in itself, but
a means of — and necessary precondition for — providing security for people. Human security is

absent from, though implicitly present in the ESS.
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However, although the ESS attempts to cover different aspects of security and aspires for “better
coordination between external action and Justice and Home Affairs policies”, it does not give much
insight, for example, into the balance that needs to be struck between counter-terrorist activities
and upholding the human rights of EU citizens. In addition, the ESS only briefly deal with other
issues related to human security, such as natural disasters (including the potential effects of
climate change), energy security (e.g. Russia’s gas supply to the EU), protection of critical

infrastructure and protection of borders (against all kinds of trafficking).

Security issues arising in the vicinity of the EU have potential effects on the EU because of their
geographic proximity. The EU has succeeded in stabilising the European continent; now it has to
replicate that success in a wider neighborhood. The ESS offers an ambitious definition of how far
the EU neighborhood reaches: the neighborhood can be seen as the area in which the EU deems it
has a specific responsibility for peace and security, and therefore the leading role. A stable
neighborhood is a necessity for the security of the EU and promoting stability in this area is a duty
of the Union, since it is the local actor with the means to do so. The Strategy also puts down the
general principle of how comprehensive and cooperative relations with the States concerned will
increase security, i.e. an approach that emphasises long-term prevention. It does not however go

into any further detail as to the instruments that the EU can apply to make these relations work.

The ESS highlights the role of the EU as a regional player, but also points out that the Union should
contribute to global stability and strive to play a wider global security role. The EU is considered

above all a oO6civilian power 06, i . e. an actor whioch
environment in the long term, which operates mainly through economic, diplomatic

and ideological power and via multilateralism, and which is inspired not only by

material interests, but also by norms and ideas. The ESS aims to turn the EU into a

conscious ‘security actor’, stressing the fact that European priorities should include securing vital

interests, which can require the use of force.

The ESS builds on the ‘European way’ in international relations that can be observed in actual EU
policies, especially the EU’s encompassing, long-term conflict prevention efforts and partnership
arrangements. The ESS refers to the need to develop a strategic culture which “fosters early, rapid,
and when necessary, robust intervention”. This is justified by humanitarian grounds but also by the
fact that instability, conflict and state failure abroad can have a negative impact on the EU’s
security. The EU therefore supports military intervention on the part of the international
community (mandated by the Security Council) if a state is unable or unwilling to protect its own
population. Yet, the EU’s engagement for global peace and security remains both a question of

political will and military capabilities.
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4. The context of European security

This chapter aims to put chapter 2 and 3 into a context of contemporary Europe and the major
changes that have taken place in the security environment: end of Cold War or of the bipolar world
order, globalization, and enlargement. Put together, these bring to the fore the question of
European identity and the discussion on (common) values. These are important in understanding

European societies today and, consequently, in understanding European security.

4.1 Changes in the security environment in Europe after the Cold War
Europe has lived through a constantly changing security environment after the end of the Cold
War. The immediate post-Cold War Europe in the 1990s faced a very different context than the
security environment of contemporary Europe. The security environment of the Cold War was one
of a bipolar world while the immediate post Cold War environment was one of a unipolar world. On
the one hand, it can be argued that Europe is currently part of an evolving multipolar world. On the
other hand there is strong ground for arguing that after the post Cold War unipolarity Europe is

now in non-polarity which will ultimately end up in multi-polarity.

Contemporary Europe has been shaped in particular by the EU’s Eastern enlargement and the
understanding of the enlargement of the EU as a reunification of Europe. One could argue,
however, that the new reality of a post-enlargement EU is a more pronounced role of a resurgent
Russia and consequently concerns of territorial integrity but also of societal cohesion, as minority
questions become politicized. The ongoing worldwide financial and economic crisis has

additionally changed the security environment.

Arguably, terrorism and other intentional threats are no longer the main security threat for most
member states — as they seemed to be in mid-2000s. Instead, the breakdown of societies could be
the next common concern. The EU might possibly face concrete cases of ‘vulnerable and weak’
states and societies within the EU. The changes in societal fabric, decreasing cohesion and
constrains on societal resilience might become common European problems that no member state
can escape, regardless of their specific approaches to security. The reasons for this development are

multifaceted and complex and require dedicated security research resources.

4.1.1 End of the bipolar world order

The traditional specifications to the concept of security are closely linked to a particular model of
the international system — the Westphalian model. According to this model, striving for security is
in many ways the ultimate concern of the foreign policies of states. The international system is seen
to be in a ‘state of nature’. In such a system, politics is a struggle for power where each state must

look after its interests as best it can. Questions of values or morality are considered to have little or
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no place in such as system, they belong to domestic politics. 29 During the Cold War the security
and defense policies of Western European states were to a large extent formulated according to the

logic of the Westphalian model.

The end of the Cold War constituted an important challenge to prevailing security and defense
policies and perceptions of security in Western Europe. With the collapse of the Warsaw pact, the
perceived threat of much of Western European security and defense policies had been built since
the end of the Second World War disappeared almost overnight. This meant a move away from a
relatively stable and predictable bipolar world order, and away from the emphasis on defending the
territory of the nation-state from an external military threat. Discussions on security and defense
policy increasingly began to focus on so-called non-territorial threats and to refer to a broadened
security concept. Thus, the definition of security started to change. Increasingly, the focus turned
from the state to the individual as the ‘referent object’ of security. The values to be defended were
no longer only the territorial integrity of the state. However, the most important changes to the
understanding of security had to do with the types of threats that Western Europe was expected to
have to face, and, then, also with the perception of what instruments might be most appropriate in
security policy. Much of the discussion on security policy in Western Europe was a discussion

about how to reallocate resources from security to other policy objectives.

4.1.2 Globalisation

Globalisation has brought with it both new opportunities and vulnerabilities. The post Cold War
environment is one of increasingly open borders in which the internal and external aspects of
security are indissolubly linked. High growth in the developing world, led by China, has lifted
millions out of poverty. But globalisation has also made threats more complex and interconnected.
The arteries of our society - such as information systems and energy supplies - are more vulnerable.
A negative aspect of globalization is that its gains are not equally distributed, both between and
within countries. Income inequality is rising in many countries, particularly in the OECD
countries. Job and income insecurity is increasing, particularly for unskilled labor, although
corporate restructuring has also meant job insecurity for professionals. Moreover, globalisation is
accelerating shifts in power and is exposing differences in values. Recent financial turmoil has
shaken developed and developing economies alike. Thus, globalization draws attention both to the
infrastructural aspects of our security, and to the societal changes it may induce through, e.g., the

accelerating movement of people.

4.1.3 Enlargement
Security has been both an integrative and a divisive question in each of the enlargement rounds of

the EU. Increasing security, stability and peace has been an important background motivation of

29 Sjursen, p.6
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enlargement, but enlargement has also meant new understandings of security within the EU, and
new neighbors, or new ‘proximities’ for the Union, sometimes new trouble spots becoming part of
the immediate vicinity. The abolition of internal frontier controls, the establishment of a common
external frontier, the initiation of common EU internal and external security frameworks and the
further enlargement of the EU, have created a new situation in Europe that calls for fundamental

societal and institutional adaptations.

The 5t enlargement, including the eight Central and East European countries (the Czech Republic,
Estonia, Hungary, Latvia, Lithuania, Poland, Slovakia, and Slovenia) plus Malta and Cyprus that
joined in 2004 and Bulgaria and Romania that joined the EU in 2007 has made the European
Union more diverse than the EU15. This enlargement is the most comprehensive thus far. It
entails, notably, new questions of relations with NATO and the U.S vis-a-vis the EU, new ideas on

further enlargement, and new question on economic and social cohesion.
The transatlantic link and cooperation between NATO and the EU

The transatlantic link and cooperation between NATO and the EU is significant as all the Central
and East European countries (CEECs) that joined the EU in 2004 and 2007 had aspirations to join
NATO as well. Although different in several respects CEECs have a communist past and a post
communist transition in common. Because of this common background they demonstrate several

similarities.

For all of the CEECs accession to NATO did precede accession to the EU. Poland, Hungary and the
Czech Republic joined NATO as early as in March 1999, the others followed in March 2004. In the
CEECs, NATO was and still is considered as the provider of “hard” security. As has been mentioned
above, this was and is reflected in various national strategic doctrines. Not all CEECs have
elaborated new national strategies and doctrines after accession to NATO. In the CEECs there is a
widespread conviction that the US is an indispensable actor with regard to European security.
CEECs have been and will be opposed to any attempts to rival or undermine NATO. For CEECs the
transatlantic link is central to any European Security Concept. This is a significant difference from

many other EU member states.
Further enlargement and relations with EU®6s neigh

New Member States are in general more supportive for the further enlargement of the European
Union than the “old” Member States. The CEECs are more interested in the Western Balkans and
the eastern neighbors (e.g. Ukraine and Moldova but also in the wider Black Sea region) whereas

Cyprus and Malta are more engaged with the southern neighbors.
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Cyprus’ — and Malta’s - accession to the European Union has contributed to the deepening of EU’s

engagement with the Mediterranean countries.

New Member States are eager to avoid new dividing lines at their borders and are relatively more
interested in strengthening regional stability and prosperity than in operations at far distant spots
in the world. For some of the CEECs, territorial defense plays a crucial role, and they would have

more critical stands towards cooperation with Russia than some of the old member states.
Economic and social cohesion

The European Security Strategy from 2003 and its review from late 2008 do not cover the
challenge of the ongoing financial and economic crisis. Moreover, they do not cover the challenge
to economic and social cohesion in the enlarged European Union. The economic transition in the
CEECs did produce not only winners but losers as well. There are substantial groups in the post
communist countries that do not feel either prosperous or secure. For them the “Europe has never
been so prosperous, so secure or so free” opening sentence of the 2003 ESS does not make much

sense.

The financial and economic crisis is on the way to challenge the overall promising economic
developments in the new Member States. No part of the European Union is sheltered from the
global economic downturn, but its newest member states are the most vulnerable. Repatriation of
some European Union’s powers — especially in core areas such a competition and state aids — back
to national capitals could undermine European unity. This will no doubt have an effect on

European security.

This is where there is serious risk of the EU finding itself with one or more fragile states, unable to
rectify the situation of escalating social problems such as marginalization and radicalization of the

affected societies and a lack of societal resilience.

4.2 Changes in European SecurityValues and ldentities

Security identities have traditionally been strongly tied to national identities and values. As
changes have taken place on the international scene and with an enlarged conception of different
dimensions security, with a special focus on the citizen security, it can be argued that new security
identities have emerged in Europe. Can we also observe a shift towards a deeper European security
community, or towards increasing differences? David Baldwin considers security to be a situation
in which there is a ‘low probability of damage to acquired values’ (Baldwin 1997:13).3° The
questions of ‘whose security are we talking about’ and ‘what values should be defended’ have

arguably been answered in different ways during the last 20 years in Europe.

30 Baldwin, David A., "The Concept of Security" in Review of International studies, Vol. 23, no. 1 (1997), p. 5-
26.
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These observations are particularly topical with the enlargement of the EU and the changes that
this may bring to the ‘idea of Europe’. Many authors such as Ole Waever, have argued that the
process of domesticating security in Europe is being used as an instrument to construct a European
political identity with EU at its core.3! This is in itself not entirely without problems as we might

have replaced the external enemies with internal enemies.

Values are important for security as a basis for a shared understanding of security across the
member states, but also within the European societies. Debates about European identity have
intensified in the context of EU enlargement and the EU Constitutional Treaty. Although the motto
"unity in diversity" is generally seen as best describing the aim of the EU, opinions differ widely as

to how it should be understood.

4.2.1 Exemplifying European security through discussion on European values
European security is inseparable from the social, cultural and political values of European life.

Such values need to be present at every level of security research and development.

As European Security Research has evolved, security has come to be discussed as a value. Security
is seen as something that can be both a right and a value — the individual citizen may have to
sacrifice or limit some of her individual values for the sake of common European or national
security. As values related to security and the individual are important and integral parts of the
security research agenda and figure strongly also in different national strategies, it is crucial that

the values referred to are spelled out in concrete terms.

If insecurity is defined as a situation where some of the most important values in society are
endangered because of external or internal action, then the perception of values in different
European countries is significant for the concept of European security. We might start by asking
whose security it is we are talking about and what values it is that should be defended. These are
essentially questions about qualities and about standards. Ultimately, they point to the issue of

what kind of society we want to live in and thus wish to protect.

The majority of EU27 citizens (54%) think that the European Union Member States are close to
each other in terms of values, while a third of them (34%) describes this relationship as distant. In
the former Yugoslav Republic of Macedonia and Turkey, the respondents are even more convinced
than the European Union average that the Member States are close to each other in terms of

values: 72% of respondents in the former and almost two-thirds in the latter (64%) agree.32

For EU27 citizens, human rights, peace and democracy are the three values that best represent the

European Union. When asked to specify the three most important values for them personally,

3t Waever, Ole, “European security identities” in Journal of Common Market Studies, 34 (1996), p. 103-132
32 Eurobarometer Survey, 69, Spring 2008
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Europeans mentioned first of all peace (45%), followed by human rights (42%) and in third place
respect for human life (41%) (5?). These three values are far ahead of democracy (27%), the rule of
law and individual freedom (21% in both cases), equality (19%) and tolerance (16%). EU27 citizens
are not only convinced that the Member States of the European Union are close to each other in
terms of values, they also believe that the Member States of the European Union share similar

values and that European values do therefore exist.33

Yet, there are also polls that suggest the opposite. The German Marshall Fund of the US sponsors
annual surveys on ‘Transatlantic Trends’. The ‘Key Findings’ of the 2008 survey, conducted in a
number of European countries, including Turkey, observed the prevalent trends in ‘common
European values’. The most interesting finding of the ‘“Transatlantic Trends’ survey is that 57% of
Europeans and 55% or Turks agree that Turkey has such different values that it is not really part of
the West. The World Values survey suggests that the notion of shared European values may be a
myth. The differences observed in values among European nations are so great that it is impossible
to talk about a ‘common European culture’ that is distinct from Asian, African and Northern
American culture. It is, for instance, claimed that Christianity is a basic European value. When
asked if they belong to ‘any’ religion — let alone Christianity — 96 to 99 % of respondents in Malta,
Romania, Greece and Poland confirmed that they did, whereas the proportion of those who so

affirm is as low as 39 % in the Czech Republic, 51 % in Estonia and 53 % in Sweden. 34

Commitment to human rights and democracy among Europeans also display considerable
variance. The percentage of those who would like to be governed by strong leaders and do not
worry about parliaments and elections is high, 65% in Romania, but also relatively high in three of
the founding members of the EU (45% in Luxembourg, 35% in France, 33 % in Belgium). 22% of
the Romanians and 17% of the Poles prefer a military government to a civilian one. A high degree of
tolerance as a common European value also seems to be a myth. Respondents who would not like
to have Muslims as neighbors are numerous: 60 % in Hungary, 33% in Lithuania and 31% in

Greece and Romania.3s

Many of the challenges that European countries face in the form of extremism and cultural
differences, or differences in cultural norms within a society, can be found in the interplay between
safety, security and development of society. Questions have been raised of whether citizens have

certain rights in relation to structural changes in society.3°

Measures aimed at securing and reinforcing the identity of citizens and excluding others are taken

to establish a sense of unity in society and thus create a more stable and secure society. Is this

33 Ibid

34 http://www.worldvaluessurvey.org/

35 Ibid

36 Toggenburg, Gabriel, “The Debate on European Values and the case of Cultural Diversity’ (2004), p.7
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necessary if we aspire for a ‘European identity’, which is often taken as a necessary element for a
secure, peaceful and unified Europe? If Europe is becoming more heterogeneous, as is often
argues, then this model of a ‘European identity’ may require a shift in conceptual thinking. Instead
of searching for a common identity we should recognize identities of all entities and accept the fact
that the EU presents a Union of states and of citizens of a new kind, which is not a simple extension

of the idea of a nation state.

4.2.2 Unity in Diversity or the Emergence of a European identity

Security research must focus on understanding and developing Europe’s societal resilience and the
ability of Europe to absorb the shocks associated with potential security challenges. Europe’s
societal resilience rests on a combination of people and the social structures in which they live and
work. Both can be exposed to risk. The resilience of society will depend on the interlinking of the
two (which two? Can structures have confidence on people?), on their mutual trust and confidence,
and their actual capacity to support one another. Europe’s overall security robustness will depend
upon its societal resilience. Research and innovation on societal resilience will play a crucial role in

preparing Europe for future security challenges.

Can national identities be reinforced or complemented with a sense of unity beyond nation states,
in this case sense of unity in Europe? The point of departure of most discussions on European
identity is the idea that a political community (EU) needs a common set of values and references to

ensure its coherence, to guide its actions and to endow them with legitimacy and meaning.3”

With the fall of Communism in Eastern Europe in 1989 and the founding of the “European Union”
in 1992 with the Maastricht Treaty, endowing the European Community with new and stronger
competences in a wide range of areas (e. g. in the field of foreign affairs, security and defense), two
questions gained renewed urgency: the definition of EU borders and that of the political legitimacy
of the Union in the eyes of its citizens - the ‘glue’ that unites all Europeans and keeps the

Community together.

So far, the identity of the European Union has predominantly been defined politically. According to
the Treaties, the EU is founded "on the principles of liberty, democracy, respect for human rights
and fundamental freedoms, and the rule of law"38, If there is a risk of a serious breach of these
principles by a member state, some of its membership rights can be suspended. In accordance with
the principle "unity in diversity", it shall promote the diversity of its cultures, while "bringing the

common cultural heritage to the fore".39

37 Fuchs, Dieter and Schlenker, Andrea "European identity and the legitimacy of the EU’ (2006), p.5
38 Article 6 TEU L4 2]
39 Article 151 TEC L& 2]
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As regards the accession of new members, any “European state” can apply for membership, while
“Europe” and its borders are left undefined.4° It is thus hard to define a geographic ‘Europe’ while
it is clearly stated that member states must have stable and democratic institutions, a functioning

market economy and adequate administrative structures.4

However, it has been argued that the EU needs a more multidimensional identity to be viable and
legitimate. Merely relying on a political identity is insufficient. Fundamental disagreements were
brought to light during the work on the EU Constitutional Treaty (agreed upon in December 2004)
that sparked heated debates about a reference to 'God' or 'Christianity’ in the Preamble, which now

refers to the ‘religious inheritance’ of Europe.

The prospect of a possible EU membership of Turkey as well as issues relating to globalisation and

immigration has further added to the identity and the security debates.

Surveys show that EU citizens continue to identify first of all with their own country. According to a
Eurobarometer survey, at the end of 2004 only 47 % of EU citizens saw themselves as citizens of
both their country and Europe, 41 % as citizens of their country only. 86 % of the interviewees felt
pride in their country, while 68 % were proud of being European. In general, people feel more
attached to their country (92 %), region (88 %), and city (87 %) than to Europe (67 %).42 Relatively
low political participation and weak attachment pose a legitimacy problem to the

EU. However, there is little agreement on how identification and sense of security can be

strengthened.

Can a “European identity” emerge as a consequence of intensified civic, political and cultural
exchanges and cooperation? As identities undergo constant change, “European identity” would be
encompassing multiple meanings and identifications and would be constantly redefined through
relationships with others. “United in Diversity” would mean participation in collective political and
cultural practices. It would be a mistake to try to fix the EU borders. The criticism against this
view, then, is that too much diversity can eventually lead to a loss of identity, orientation and

coherence, and therefore undermine democracy and established communities.

However, despite fundamental differences, there are a number of factors that are seen by most
as preconditions for the emergence of a European identity. It has been noted that strengthening of
democratic participation at all levels and more democracy at EU level as well as strengthening of

the European dimension in certain subjects in schools (especially history), combined with

40 Article 49, TEU .4 2]
41 European Council in Copenhagen, Conclusions of the Presidency ‘Copenhagen Criteria’ (1993)
42 Eurobarometer 2004
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counteracting social and economic differences are the key ingredients in creating a European
identity.43

Security research in Europe is adapting in a way that reflects the development in the security field
overall but that adaptation is of yet only partial and needs to be driven forward if there are to be
high impact results. Research in the area of societal resilience should focus on questions of cultural
and social identity. The cohesion of European society will depend on strength of its conviction and
commitment to itself. The force and dynamism of local and overall European identities will to a
large degree determine the way it confronts its security challenges. Research in this area is lacking
and it should be enhanced. Research and innovation of this kind will respond to a growing need to

focus on resilience and preparedness as well as prevention.

5. A concept of European security - main elements and trends
relevant for Security Research

Security in Europe and in a global context is constantly changing. The need to further conceptualize
how European security is understood in the context of Security Research has become apparent.
This paper has illustrated that approaches to security are still fragmented across EU Member
States. FORESEC country reports highlight the very different conceptions of security across the EU
and identify the varying historical and geographic determinants at play. Trying to develop a single,
ideal concept of European security does not seem feasible or even desirable as the notion of
security evolves over time as do risks and their perception. Defining elements relevant to the

European security agenda is a continuous process to which this paper contributes.

Understanding security in the context of security research is an ongoing dynamic process
influenced by internal and external developments. It is important to capture the key changes and
trends and their impact for the implementation of the security research. A major change is the shift
from the earlier focus on intentional threats to a broader ‘all hazards’ approach in the sense of
exploiting synergies between safety and the core mission of security against intentional threats. A
further clear trend is the shift towards an increased focus on societal resilience and unintentional
threats. European security is increasingly inseparable from social, cultural and political values of
European life. Still another change is the slow move from research on internal security issues
towards an inclusion of external security dimensions. All of these changes demonstrate that the
concept of security is evolving, and it is important that they are fully incorporated in forthcoming
security research priorities and calls. Understanding this evolution and change, therefore,

contributes to foresight.

43 Fuchs, Dieter and Schlenker, Andrea, p. 10
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FORESEC in general and this paper in particular have analyzed the different dimensions of
security prevalent in much of the writing and debate on security. This paper suggests that
European security could be viewed as a concept with different dimensions. The key dimensions for

understanding European security are:

1 The first dimension, is the continuum between internal and external security
- A distinctive feature of the security landscape in Western Europe after the end of the
Cold War is that the division between internal and external security has become
increasingly obsolete.
- Some argue that to talk about a security concept built on these divisions has already
become irrelevant as the boundaries between internal and external security issues are
blurring. Others still find the external dimension of security relevant, with strong state

boundaries and protective measures against the aggressive behavior of other states.

1 The dimension of civilian and military security
- It divides new Member States and the Nordic Member States in that much of the
security research in the new Member States is conducted with a NATO focus and
consecutively focused on military security measures and national defense.
- Placing focus on the civilian security in this dimension seems to be the general
direction in which Europe is going. Nevertheless, this is a dimension that touches upon
many sensitive issues concerning national defense and civilian security in Member

States.

1 The dimension of state, societal and individual/human security
- There is an increased focus on the citizen as the object of security. The European
Security Strategy and many national policy documents have now focused on the
individual in acknowledgement of the concept of human security which puts the
premium on this level.
- In parallel there is a strong emphasis is on societal security concept. The focus is on
the ‘society’ as a whole and on everything that could disrupt or damage it.

- In this security dimension there is a great deal of variation between EU countries.

1 Inthe dimension concerning national, regional and global security
- A clear trend towards emphasis on regional security can be distinguished.
- There is a growing demand for the EU to act on European Security issues.
- The increased blurring of the traditional lines between internal and external security

domains has posed challenges for security research communities as it is now
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commonly agreed that the main security challenges facing EU Member States are
transnational.

- Transnational threats are complex as they have both domestic and international
dimensions. Transnational threats literally concern issues that cross borders and are
thus a matter of common interest for the EU to prevent and control.

- So far the national contexts of the EU Member States have been less tied to the EU
pillar structure and thus more flexible to analyze and deal with issues in the internal-

external security continuum.

1 Provider of security: state i private sectori societal resilience

- The responsibilities and activities in providing security are organized differently in
each Member State and this has to be taken into consideration in security research.
The state has traditionally been the main provider of security in most Member States.
- However, there is an increasing role for private security measures in some Member
States. The resilience of society will depend on the interlinking of people and social
structures, on their mutual trust and confidence, and their actual capacity to support

one another.
1 Security as a value versus human rights

- The analysis of the contents of research being conducted under PASR highlights the
fact that this research tends to take security as a norm and a fundamental value.
Since PASR there has been increasing reflection on the impact of security
technologies with regard the fundamental freedoms and rights of individuals.

- Achieving the right balance between civil rights and security is challenging. A broad
democratic debate on threats and responses offers the best guarantee of acceptable

and balanced approach.

The choices and emphasis within these key dimensions of European security concept have a major
impact on the prioritization of measures and investments in security both at national and
European levels. Therefore it is vital to better understand what these choices mean in different
potential global security contexts and which are most effective in securing European citizens and

societies.

Therefore, these dimensions of a concept of European security will be tested during the scenario
work under FORESEC Work Package 5. The FORESEC Final Report will provide a suggestion on a
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concept of European security that remains relevant in alternative European futures and captures

the aspects that are most sensitive to changes in the European security environment.
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