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Executive Summary

The first European wide Delphi on civil security under the auspices of FP7 was executed as
a part of a participatory foresight project called FORESEC. The process was carried out in
December 2008 i February 2009 and it engaged more than 270 experts from almost all EU
countries. This consecutive summary gives a short overview on the main findings of what
experts consider most I|ikely to happen and most

According to the survey, several changes in global politics and economy will take place in
the future. On the other hand, threats such as terrorism and nuclear weapons will not dimin-
ish. Even thought the comprehensive picture on the future is impossible to construct, below,
we have described some changes that, according to survey, are likely to happen by 2025
and have great influence for the security of European citizens in the future.

Individual nations will remain, but deeper collaboration is needed

The EU as a political institution and its member states will be the most important actors to
guarantee security and stability to their citizens. The nation state will not be obsolete. Sta-
bility is provided on various levels. Social stability overcomes income inequalities preventing
a social divide, radicalization and unrest. National and EU institutions are seen as crucial for
managing future financial crises.

Even though the EU might not be able to reform its decision-making structures it will still be
able to operate as a political institution giving guidance to internal and sometimes even to
external security issues and setting the pace for EU security policy. Crisis situations within
the EU that touch security issues, e.g. natural disasters, major technological accidents or
failures will be mitigated by resilient responder networks connecting the necessary first
responder organisations at EU level.

EU6s role as a mediator

For non-EU member and for countries in the vicinity the EU will take the role as a mediator

when necessary in political crisis situations. It is uncertain however ift he EU®&s r ol e wi
more one that actively influences the international policy scene directly or whether the EU

concentrates on crisis management and reconstruction effort. Such activities are not re-

stricted to the EU vicinity.

The EU might also be asked to step in mediating crisis situations in other regions of the
world. Crisis situation may include state failure as well as crises caused by natural disaster,
war, etc. International security matters touching the EU or any of its member states will be
responded by the EU rather than by NATO. NATO is not foreseen playing a major role in the
futureof EUGs security.

Changing world order i searching for new gravity
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Multi-polarity at international level will constitute a few major power poles around the globe,
the US for sure being one of them but the role of other nations or multi-lateral organisations
such as the EU is uncertain. China, Brazil, India or Indonesia might be among the emerging
powers that control their own local spheres of interests thereby decreasing the influence of
traditional powers.

Even though Russia is seen as crucial for EU energy access, the country is not likely to gain
more and more international momentum. It is uncertain if Russia will become more asser-

tive, achieving a si grtisfandeeeonomic gramheln dnycase thd e

EU watches closely over developments in Russia as they are considered potentially impor-
tant to EU policies and actions.

Terrorism i no solution in the foreseeable future

There is a high concern that Iran is achieving to develop the nuclear bomb thus being a
menace to its neighbors, to Israel and to Europe. This is one of the major threats identified
to future European security and goes hand in hand with the fear that this might ignite a re-
gional arms race as other countries in the region enhance their effort to develop weapons in
order to deter Iran. In addition, Iran as a nuclear power nurtures the fear that nuclear tech-
nology leaks to terrorist organisations threatening Europe and European interests. Even
though experts are conscious that these scenarios are very unlikely their potential put them
on the top of the security agenda.

The US6s foreign policy f MddeEaswand Asiacratherttham u e

the EU. The middle East is regarded as one important center of political instability and un-
rest, influencing the global foreign policy to a wide extend and serving as a breeding ground
for Islamist terrorism. There is great fear that this will continue to spread to the EU. Much
concern is also expressed on the potential threat of non-state terrorist actors to get access
to CBRNE weapons, especially when radical networks are able to carry out attacks causing
mass casualties in the member states. Even though probability of these threats to happen is
low, concern is high. This is also why in the opinion of experts the EU should develop a
shared capacity for consequent management of such attacks.

Migration i result of growing inequalities

Inequality, war, social unrest, natural disasters etc. but also population growth is regarded
as the major causes for migration from deprived regions to the EU. Institutions will be over-
burdened by the challenge to deal with masses of immigrants. EU citizens are concerned
that some immigrant groups are not able to participate in the rights and liberties normally
granted to EU citizens and that marginalized groups become violent and radical. There is
also the danger that despite political stability illegal immigrants and organized crime net-
works increasingly immigrate to the EU, and even more concern that failed states pose
loopholes for terrorist groups to plan attacks on Western states.

Energy i more than just raw material

Access to energy resources is an even more pressing security issue the EU will have to
deal with in the long term. Energy issues have strong implications on political relations to the

EUO s
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energy producing and exporting countries such as the EU has to Russia. What is more,
energy issues also influence strongly the economic growth of the EU and the well-being of
its citizens.

There is not much optimism among experts that the EU will one way or other achieve ac-
cess to sufficient resources at affordable price or develop a lead position in generating alter-
native renewable energy. Nuclear energy is likely to become more prominent in the discus-
sion for alternatives to the gas and oil

this is uncertain and probably polarized as some EU member states abstain from nuclear
power in their country and do not want any plants or waste repository in their broader vicin-

ity.
New technologies = new threats?

Critical infrastructure in the EU will be exposed to cyber attacks. The growing technologi-
cal capacities, complexity and interlinkages of the systems make the EU much more vulner-
able to such attacks than in the past. One consequence is that such cyber attacks are likely
to destroy the ability of governments as well as businesses to provide important services to
society and in extreme cases bring them to a halt. Much pessimism was expressed in the
EU ability (or rather: inability) to develop European-wide standards for IT security. In any
case, this should be on the agenda for European security.

IT will play a major role in the future in undermining governmental as well as individual secu-
rity. The latter will be harmed by the illegal reproduction of sensitive data which is be-
coming a major business opportunity for IT criminals. IT is also used by official forces to en-
act more security, e.g. by implementing more surveillance technologies. This however is
not always in accordance with the idea for privacy most EU citizens have. They feel that the
state is endangering their personal privacy by using surveillance measures and data bases.

bott |

€
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Introduction

FORESEC standsfori Eur opeds evolving securityandigfla i ver s,

project funded by the European Commission under the 7" Framework Programme. The ob-
jective is first, to tie together existing work on the future of European security in order to pro-
vide a more cogent guidance, orientation and structure to future security related research
activities. Second, it aims to enhance the common understanding of the complex global and
societal nature of European security in order to pre-empt novel threats and capture techno-
logical opportunities. Through a participatory foresight process, the project is, contributing to
enhance the shared vision and facilitate the emergence of a coherent and holistic approach
to current and future threats and challenges for European security. By this, it identifies secu-
rity responses in which there is particular added-value and shared interests to work at the
European level. Thus FORESEC is building a pan-European network around the European
security foresight processes and helping to foster a debate on security and security re-
search.

FORESEC intends providing critical policy support and advice for security researchers and
decision makers, including the European Security Research and Innovation Forum (ESRIF),
in the medium-to-long-term. Due to the nature of its support action, it also produces results
relevant for the broader security policy community and policy matters.*

In November 2008, and after a thorough preparation, an on-line Delphi survey was con-
ducted in two rounds (November i December, 2008 and February i March 2009 respec-
tively). This Report presents the principal findings of the survey. Section 1 briefly describes
the Delphi survey undertaken under FORESEC, while Section 2 presents some of the main
results. The wealth of information collected in the survey should permit researchers to un-
dertake further analysis that will certainly go beyond the current report. Section 3 resumes
the main conclusions and recommendations for future research and in particular for the defi-
nition of the scenarios envisaged as the last main activity in the project. Annex 1 gives a
detailed introduction to the Delphi method and its use in the FORESEC survey.

! FORESEC was organized as a consortium of expert members in six countries (Austrian Research
Centres i Austria; Centre for Liberal Strategies i Bulgaria; Crisis Management Initiative T Finland, the
pr oj ectibasor; iotdresdarch Centre i Italy; Swedish Defence Research Agency i Sweden
and International Institute for Strategic Studies i United Kingdom). The project was initiated in Febru-
ary, 2008 with a timeline of 22 months.
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1. Description of the FORESEC Delphi

1.1. General Concept and Objective

A Delphi survey is a structured group interaction process that is directed in "rounds” of opin-
ion collection and feedback. Opinion collection is achieved by conducting a series of surveys
using specially prepared statements. The result of each survey is presented to the group
and the statements used in the successive rounds are defined upon the result of the previ-
ous ones.

The objective of the present Delphi survey has been to identify future trends with relevance
to European security in a two round on-line exercise. Basically, the focus has been on socie-
tal trends in Europe and their relevance for security; global trends that have major impact to
EU security; technologies and innovations related to European security; and finally the crea-
tion of a European concept of security. The result of the survey serves as a basis for a sce-
nario building process envisaged in the project. For this purpose, previous scenario works
and security studies were scanned and subsequently five areas identified as relevant:

a) Societal changes

b) Political changes

c) Economic changes

d) Environmental changes

e) Technological changes

1.2. Preparation of the Delphi Statements and Contents

The FORESEC Delphi team undertook efforts to formulate a fair amount of statements for
the Delphi survey. The adopted statements were based on prior work in the project, drew
from the results of the 12 national reports, the Synthesis Report, the Report on Global
Trends and other inputs taken from scanning scenarios and trend analysis from recent fore-
sight processes and related studies. A more detailed description of the background can be
found in Annex 1.

Under each of the five areas, a s e tchamgé fadiorso describing a trend or a major
change that may unfold before 2025 were identified and under each change factor, two or
three impacts have been recognized.

For each change factor two questions were posed:

a) Probability: In your opinion, how probable is it that this change will unfold before
20257?

b) Importance: In your opinion, how important will this change be for European security
in the period until 2025?

For the first question, four responses were possible (as well as no response):
a) Not probable

b) Rather probable
c) Very probable
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d) Almost sure
For the second question, again four responses were possible (as well as no response)

a) Not important
b) Rather important
c) Very important
d) Crucial

The impacts that the Change factors would cause were evaluated along two lines. First the
probability that the impact would actually unfold before 2025; second, the importance of that
impact on European security. As in the case of the evaluation of the Change factors, the
survey asked questions on probability and importance of each impact, with four possible
responses (as well as a no response):

Probability of the Impact to occur before 2025 Importance of the Impact on security
a) Almost sure a) Crucial
b) Very probable b) Very important
c) Rather probable ¢) Rather important
d) Not probable d) Not important

The survey also asked the respondents for a self-assessment on their expertise in each
area (on a scale from O to 3).

1.3. Coverage of the Respondents and Execution of the Survey

The FORESEC Delphi was conducted in the 12 countries covered by the project (Austria,
Bulgaria, Estonia, Finland, France, Germany, Italy, Poland, Slovenia, Spain, Sweden, UK),
As it was carried out openly on-line, a few additional responses were received from other
countries (Ireland, Belgium, and Romania).

The experts taking part in the Delphi represent different kinds of stakeholders: administra-
tors, researchers, industrialists, NGO, policy makers, etc. Experts were recruited by co-
nomination and from a directory of experts that was set up earlier in the project. Potential
respondents were contacted beforehand.

The response rate for the first round was overwhelming. More than 270 experts from various
European countries participated and returned their responses. In this round, the Delphi team
also received many new and valuable comments. To keep the number of statements man-
ageable, not all were included in the second round. However, all comments and suggestions
can be found on the projectd svebsite for further analysis. Moreover, the unfiltered and ag-
gregated raw results of the Delphi are made available on the FORESEC Delphi website as a
PDF document for each of the five sections.

The second round was conducted between February and March, 2009. The statements for
this round were the same as in the 1* round and included a few relevant additions as sug-
gested by the respondents plus the aggregated answers of all respondents. Further, this
round included a separate questionnaire on the elements that should inform the develop-
ment of a European concept of security. The second round was answered by 56 respon-
dents. Although the number of respondents was not as high as in the first round, it is suffi-
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ciently representative to mostly confirm the results from the first round and sharpened some
of the responses to provide a better overview of the opinions of respondents on European
security.
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2. The Results

For the analysis of the survey, as reported here, Change factors and their importance to
European security were classified into four groups:

A. Change factors which are considered to happen by 2025 (> 51% fvery probabled
a n dalm@st sured and considered important on European security (> 51% - fi -
cialoa n d enfimportantd

B. Change factors which are considered to happen by 2025 (> 51% fvery probableo
a n dmdst sured and not considered as important on European security (< 50% -
fcrucialdoa n drenfimportantd

C. Change factors which are considered not to happen by 2025 (< 50% fivery prob-
abled a alrdost Bured but are anyway considered important to European security
(> 51% fcruciald a very importantg

D. Change factors which are considered not to happen by 2025 (< 50% fvery prob-
abledand falmost sured and which are not considered important to European se-
curity (< 50% frrucialdand fvery importantd

The change factors were ranked and plotted on an x-y graph (probability vs. importance)
and further analysis was mainly conducted for those change factors that had larger than
50% importance to European security, and were considered to unfold (or not) before 2025.

All change factors were ranked and these are contained for future use, e.g. for scenario
building, in Annex 2. The detailed description of relevant change factors and their impacts
can be found in Annex 3.
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2.1 Area 1: Societal Changes

Figure 1 shows the distribution of all change factors under the above four categories. The
guadrant in the upper left corner shows the change factors that are considered of low prob-
ability but high importance. These will be the ones most interesting for the scenario work.
The ones in the upper right quadrant are those considered most important and most prob-
able. Those are the ones that are usually been taken care of and not very likely to give an
innovative input to scenario work. Change factors in the lower left quadrant are considered
neither important nor probable, while those in the lower right quadrant are considered prob-
able but not important. Accordingly those in lower quadrants are not very interesting for fur-
ther scenario work either.

Change Factors - Societal Changes

Importance (Y)
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M (1.2) Shrinking birth rates and an aging population
that is able to live longer means that the proportion
of workers compared to individuals reliant on state
support in the EU decre

A (1.3)Economic instability and growing inequality in
states outside the EU leads to ever increasing
levels of migration into the EU.

X (1.4) Poor prospects at home lead to a significant
number of highly educated people emigrating from
the EU .

M (1.5) The rich-poor divide continues to grow in
some EU countries.

(1.6) The stateds abili
security is severely 1i
power decreases.

®(1.7) What are perceive
materialistic values continue to spread around the
world.

O (1.8) Radical fringe movements within the EU are
growing in numbers and

Figure 1: Change Factors - Societal Changes
*) The values given in the figures give account of the share of experts who voted the prob-
ability and importance of a change factor

Population growth in more deprived regions of the world has a direct effect on migration, e.g.
migration to the EU which will lead to integration problems because in 2025 the EU is still
not prepared for the integration of immigrants from other cultures. Migration is one-way di-
rected towards the EU. There is no brain drain of skilled labour to other regions. The EU
provides a rather stable environment in social terms preventing social divide, radicalization
and unrest. However, citizens are concerned with radicalization since such groups cannot
express themselves in the traditional political arena and become violent. Stability is guaran-
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teed by state power. The state isthemajorinst i t uti on for <citizends sec!
that the stability affects internal processes of the EU and its member states. The spread of
Western values is not an issue in the future, neither to the rest of the world or to security.
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2.2 Area 2: Political Changes

Change Factors - Political Changes
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Figure 2: Change Factors - Political Changes
Figure 2 shows the distribution of all change factors under the above four categories.

Concerning the global political order an overwhelming majority believes that the EU will not
constitute one major pole, instead there is no definite centre of gravity. The US will continue
to focus its foreign policy activities on Asia and the Middle East where no solution for ongo-
ing conflicts are expected. This will be a significant focal point for international foreign policy
T not necessarily directly for the EU but indirectly. The Middle East remains a stronghold of
Islamic terrorist activity.

At the same time, Russia is hot seen gaining more international momentum. It is uncertain if
Russia wil/l become more assertive, achi eo-i
nomic growth. In any case the EU watches closely over developments in Russia. They are
considered potentially important to EU policies and actions.

Even though the EU might not be able to reform its decision-making structures it will still be
able to operate as a political institution giving guidance to internal and sometimes even to
external security issues and setting the pace for EU security policy. It is quite contested what
EU actions would be when state failure in the vicinity or other regions occur. Some say that
rather than trying to influence the international policy scene directly EU policies concentrate
on crisis management and reconstruction efforts. Security issues that fall within the realm of

ng
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the EU however, will be governed by a stable framework that combines and addresses in-
ternal and external dimensions of security. The EU will still be able to exert some influence
in the international scene. NATO is unlikely to play a major role in EU security matters or
policies. Experts are uncertain on the role of emerging powers. It is contested whether coun-
tries like China, Brazil, India and Indonesia will be able to establish their own local spheres
of interests thereby decreasing the influence of traditional powers such as the US or even
the EU.

With respect to the international relations among the major powers of the globe energy is-
sues will be on the agenda of the EU and its member states. Secure access to resources,
especially oil, will be a constant problem, determining the conditions for economic growth.
There seem to be little options to solve the problems as it is not believed that heavy invest-
ments in oil and gas pipelines through Turkey will occur that would make the EU less de-
pendent on Russia.

The position of Turkey is quite contested. Even though a clear majority of more than 60%
does not believe that Turkey will have joined the EU by 2025, even more respondents are of
the opinion that the EU will allow Turkey to join.

In the EU vicinity there is also considerable political stability as the neighbouring states are
able to offer basic services to their citizens and to control their borders. Still, there is the
danger that despite state stability illegal immigrants and organized crime networks increas-
ingly immigrate to the EU, and even more concern that such states pose loopholes for ter-
rorist groups to plan attacks on Western states.

As the world order is decentralizing so is terrorism. It is very likely that de-centralized
Islamist terrorist groups will launch attacks at or in the EU but not with chemical, biological,
nuclear or high yield explosives. Despite this increased awareness of terrorist threat the EU
will not invest heavily in new surveillance capacity or other concentrated actions at the ex-
pense of the budget allocations. It is believed that the measures taken at state or EU level
will contribute to stable counter-terror capabilities.

There is a high concern that Iran will achieve to develop the nuclear bomb, and thus being a
menace to its neighbours, to Israel and to Europe. It is, however unlikely that this will ignite

an arms race in the |1 ranbs ,orthatiraniantnycledr echnob ur pos e

ogy leaks to terrorist organisations.

The line between external and internal security challenges is blurring. By adapting to a multi-
actor and multi-sector policy the EU will be able to increase its role in security issues but not
as much as to transfer national capabilities from the member states to EU level.



Importance (Y)

Deliverable 4.3 FORESEC Delphi

2.3 Area 3: Environmental Changes

Change Factors - Environmental Changes
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Figure 3: Change Factors - Environmental Changes
Figure 3 shows the distribution of all change factors under the above four categories.

Concerning environmental changes, the access to resources, especially to energy re-
sources, is probably the most prevalent security issue for the EU in the future. Most concern
is related to the dependence on producer countries that are politically precarious such as
Russia. For these countries, the future is regarded as uncertain and political turmoil within
thesecount r i es as wel | as tensions i n t hoseseridud
problems to the HEMperssfearrnhatrthg pil/gas prpduding countries exert
political pressure on the EU in a way similar to black mail. Not very much confidence is

vested in the EU6s capabil it s Onothesantrary,emarsyu c h

experts support the hypothesis that the EU fails to enact a coherent energy policy, leading to
a diminution of its power in energy security.

One of t he roedidthe world will beesimilar to an international relief organisation
for regions that suffer from natural (or other) disasters. These incidents are more likely to
happen in deprived regions of the world, and with more devastating effects than in the EU.
As a second order consequence, disasters may put pressure on such regions resulting in
militant conflicts while competing for food and water resources. Within the EU, the occur-
rence of natural disasters should be taken into account. At the same time the experts ex-
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pressed confidence that within the EU first responder organisations and the EU will establish
a resilient network capable of dealing with Katrina-like incidents.

Even though the spread of epidemic diseases will be contained, the EU might require health
certificates in the future for travellers and migrants from affected countries at points of entry

which might increase a global sense of inequality.
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2.4 Area 4: Economic Changes

Chance Factors - Economic Changes
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Figure 4: Change Factors - Economic Changes

As in the previous cases, the EU is seen as a central actor and essential mediator for certain
crisis and security issues. On behalf of the economic changes many experts believe that the
EU will be crucial as the managing institution to mend future financial crises.

Experts do not believe that the economies of the EU member states face a prolonged period
of recession due to a failure to implement economic and welfare reforms. In accordance with
this opinion, it is unlikely that global financial markets will be heavily regulated by govern-
ments in the future. This seems to be a pessimistic view as most experts are very concerned
with this issue as very important to European security.

In accordance with some statements on societal changes, there is vested confidence in the
stability of the EU i also on the economic level. One of the effects is that growing income
inequalities T if they occur i will not be so severe that they will affect the fundaments of the
EU. At the same time, issues of inequality are seen as very important with regard to security
as they have the potential to result in social unrest and political instability. Some concern
was expressed to the issue of inequality in other regions of the world, leading to social dep-
rivation, constituting a breeding ground for immigrants seeking a better life in the EU.

As in all other sections experts are pessimistic when it comes to the EU capability to solve
t he fiener gy i s s u etleaccess to energyeTheperisenc énsoerdggment that
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the EU or its member states will be able to implement a diversified energy supply strategy
and develop a home-grown renewable energy base. It is not quite clear if the access to af-
fordable energy supplies becomes more limited. This was seen as one of the major security

issues of the future.
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2.5 Area 5: Technological Changes

Change Factors -Technological Change
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Figure 5: Change Factors - Technological Changes
Figure 5 shows the distribution of all change factors under the above four categories.

No other area of the Delphi survey was characterized by so many consensuses as in area 5.
Case in point is the critical infrastructure exposed to cyber attacks. The growing technologi-
cal capacities, complexity and inter-linkages of the systems make the EU much more vul-
nerable to such attacks. One consequence is that such cyber attacks are likely to destroy
the ability of governments as well as of firms to provide important services to society and in
extreme cases bring them to a halt. Much pessimism was expressed in the EU ability (or
rather: inability) to develop European-wide standards for IT security.

IT will play a major role in the future in undermining governmental as well as individual secu-
rity. The latter will be harmed by the illegal reproduction of sensitive data which is becoming
a major business opportunity for IT criminals. IT is also used by official forces to enact more
security, e.g. by implementing more surveillance technologies. This however is not always in
accordance with the idea for privacy of most EU citizens.

More contested than IT is the threat posed by nuclear power. Even though this is perceived
as dangerous since nuclear waste poses uncontrolled threats to citizens in the vicinity of its
repositories the construction of new nuclear power plants seems certain. It is contested,
however, whether the increase in subsequent nuclear waste causes new problems as mem-
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ber states and citizens refuse to accommodate such waste. Similar results on questions
concerning alternative energy resources confirm the findings that the EU will not solve the
energy shortage by innovations from alternative renewable energies.
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Annex 1: The Delphi Method and the FORESEC Delphi

1.  What is Delphi?

A Delphi survey is a structured group interaction process that is directed in "rounds" of opin-
ion collection and feedback. Opinion collection is achieved by conducting a series of surveys
using specially prepared statements. The result of each survey is presented to the group
and the statements used in the successive rounds are defined upon the result of the previ-
ous ones (Box 1).

The statements for a first round are designed in a way such that experts invited to the sur-
vey give their opinion and judgement on pre-formulated hypotheses and questions on the
probability of occurrence of certain events around a given issue, as in the case of FORE-
SEC on European security. In the 2nd round the same experts are provided with the pooled
and aggregated information of all peers. In this way, discrepancies are brought to the fore.
The experts are asked to answer the same (or adjusted) questions again 1 this time under
the impression of their peersd opinions,
thus a more narrowed pattern of opinions may then be obtained.

Box 1: What is Delphi?

- Delphi is an expert survey in two or more rounds
- Experts are asked to assess statements about the future

- Starting from the second round, a feedback is given about the results of the previous
rounds

- The same experts assess the same (or slightly modified) statements once more, in-
fluenced by the opinions of the other experts

- All procedures are anonymous
- All answers are treated equally
- Thus the group dynamics are different from those in open groups

- Minority opinions are as important as the majority consensus

The Delphi survey provides a series of important benefits, principally that experts can learn
from each other even without having to meet personally; undue influence from face-to-face
settings is avoided, where opinions that do not meet the mainstream are often marginalized.
Another benefit is that diverse backgrounds of experts are represented, allowing diverging
opinions to be perceived by peers, and further, a large number of opinions can be handled,
especially when conducted on-line.

2. The FORESEC Delphi

2.1 General Concept

whi ch
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FORESEC defined that the Delphi survey to be conducted would be drawn along the lines of

a fAdecision Delphio which is a tool to coordinat
is influenced by a large number of small and sometimes uncoordinated decisions. Under

such a Delphi, reality in not predicted or prescribed, but it is made. Its main social function is

to coordinate and structure the general lines of thought in diffuse and often unexplored fields

of social relations and to transform future developments in such an area built from mere ac-

cident to the result of carefully considered decisions.

2.2. Objectives of the Delphi

The objective of this Delphi survey has been to identify, in a two round on-line exercise, fu-
ture trends with relevance to European security, that go beyond what is generally known.
Basically, the focus has been on societal trends in Europe and their relevance for security;
global trends that have major impact to EU security; technologies and innovations related to
European security; and finally the creation of a European concept of security. For this pur-
pose five areas were identified as relevant::1) Societal changes, 2) Political changes, 3)
Economic changes, 4) Environmental changes, and 5) Technological changes. The result of
the two round Delphi survey would then feed a scenario building process (Figure 1).

Figure 1: FORESEC Delphi

FORESEC Delphi Team

NN

Societal Palitical Economic || Environ - | | Techno - SAreas
mental logical of Change

sssss
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~\\—

’ Results, Analysis, Interpretation ‘

’Scenario Building Process

2.3. Preparation of the Delphi Statements
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The FORESEC Delphi team undertook many efforts to formulate a fair amount of statements
for the Security Delphi. The adopted statements were based on prior work to the project and
they also drew from the results of the various national reports conducted during the first half
of 2008 on the 12 countries and on global trends. The identified national and global trends
arch. Trends from these reports were extrapolated and discussed at the kick-off workshop in
July 2008 in which more than 70 experts from various fields and countries participated. The
two-day kick-off gave the experts and the FORESEC team the opportunity to identify and
analyse the most crucial trends, threads and challenges shaping the future of European se-
curity.

In order to complete the set of statements that could be derived from the reports and from
the kick-off workshop, a mix of sources to formulate statements that are related to European
security were used. Some very important inputs were taken from scanning scenarios and
trend analysis from recent foresight processes and related studies. A collection of these
foresights, though not limited to security issues, can be found at the website of the European
Foresight Monitoring Network (www.efmn.eu). Other studies with a strong focus included
The New Global Puzzle (Institute for Security Studies), The DCDC Global Strategic Trends
Programme 2007-2036 (Development, Concepts and Doctrine Centre), Mapping the Global
Future (National Intelligence Council), Emerging systemic risks in the 21st century (OECD),
NATO Future World Scenarios, 2006 State of the Future (Millennium Project), Shell Global
Scenarios to 2025, NIC (2008) Global Trends 2025 1 a transformed world, ESRIF Foresight
and Scenarios and others.

In spite of the fact that the material consulted was large, the Delphi team thought necessary
to keep the process short and simple. The challenge of the Delphi team during the last
months of 2008 was to find a balance between comprehensive, scientific information on one
the hand and formulating Delphi statements that can be understood by security experts from
all kind of areas on the other hand. As a result, the team developed process guidelines and
criteria for the formulation of statements and their function within the Delphi process, which
are outlined in Box 2.

Box 2: Criteria for the formulation of Delphi statements

1 The statement should include two parts: Short description on what might happen and
description of what impacts this change may cause

I The statement should be essential in view of European security

I The statement should be understandable so that security experts can evaluate it

1 Impacts should be coherent with change factors.

1 It should be interesting, possibly provocative.

I The statement should be self-explicatory.

I The participants should know immediately what part of the statement they are asked
to vote on. Thus, the statement should not make more than one implication for future
development.

I No statements on solutions.

I f the statement was discussed in t hs
sue (but might have to be re-formulated).
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i The statements should have a clear reference to the EU and to security.

T The content of the fAshort descripti cen
dundant or tautological.

The original idea to proceed with the participatory approach for the preparation of the Delphi
statements, initiated by an analysis of the country reports and the kick-off workshop was
realized by integrati ng t hose participants who pledg
survey. Even though fewer experts actually fulfilled their commitment, valuable input was
gathered from their comments and suggestions. At the end of the process of preparation,
several quality control loops were run within the consortium to finally compile a set of 70
statements for the first Delphi round formulated as hypotheses within the specific field of
comprehensive security in Europe (and security research) with regard to the situation in
2025.

Once the statements were completed, the first round of the Delphi survey was initiated in a
decentralized manner, each participating institution committed to approach the two countries
under their responsibility and the coordinating institution (CMI of Finland) taking additional
care of the several hundred ESRIF members who represent almost all the 25 EU Member
states. At this time, the on-line survey, was programmed (by CMI) and tested as a pilot ver-
sion and finally put online for open consultation.

2.4. The Content of the Delphi Statements

As mentioned in Section 1.1 of the Report, five areas were defined: 1) Societal changes, 2)
Palitical changes, 3) Economic changes, 4) Environmental changes, and 5) Technological
changes. Under each area (Level 1) several sub-areas (Level 2) were defined and under
each sub-area, there were several statements describing a trend or an essential change that
may happen in the future (Level IIl.i and Level lll.ii respectively). Figure 2 provides a vision
for the case of the level of Environmental changes. In addition to the pre-formulated impacts,
the participants (experts) were invited to create impacts themselves and asked to add more
changes (and their impacts).

ed as

Figure 2: Example of Statement

|

Structure Level | - environmental changes
) I
In your opinion, how prob- s R B
able is it that this change .
: - Level 17 climate change £
will unfold until 2025? g L Levelll -¢
In your opinion, how impor- ~ J |. -
tant will this change be for /Level Wi
: . .1l - a. This results .
European SeCUrIty by Level [ILi - Climate change into a decrease of harvests
then? causes extreme and severe food
environmental shortage in some regions
conditions in some EU of the EU, so that more Level
L e and more staple foods
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oy

In your opinion, how prob-
able is it that the above
change causes the following
impact until 2025?

In your opinion, how impor-

tant will this impact be for
European security by 2025?

Changes and impacts were evaluated by the experts according to the questions and catego-
pr, ofiakalt ehde r ) g shownanbTabdedléelow. The link between the
change and the impacts is the question on how important and how probable the impact of
the given change is on European security. Further, participants were asked for a self-
assessment for each area (Level I). In the self-assessment they were asked how they esti-
mate their competence for each area (on a scale from 0 to 3).

res(inot

Table 1: Example of Method of Evaluation of Statements

In your opinion, how probable is
this change will oliaf until 20257

In your opinion, how important \
this change be for Europeau se
rity by then?

Short Desgr
tion of change
(Level 3.):

Climate change causes extrem
environmental conditions in son
EU countries (incl. storms, floog
draughts)

T Notprobable

T Rather probable
T Very probable

T Almost sure

i Not important at all
i Rather important

T Very important

i Crucial

Impacts (Level
3.ii):

Please considie following p®ss
ble impacts of this change

In your opinion, how probable is
the above change causes the/{ol
ing impact until 20257

In your opinion, how important \
this impact be for European sec
by 2025?

a.This results into a decrease d
harvests and severe food short
in some regions of the EU, so t
more and one staple foods have
be imported on national basis.

T Not probable

T Rather probable
T Very probable

T Almost sure

i Not important at all
i Rather important

i Very important

i Crucial

b. This results into a decrease q 1

harvests and severe food short

in the EU so that farmers suffer| 1

poverty and depend on social b
fits.

i Not probable

T Rather probable
I Very probable

T Almost sure

i Not important at all
i Rather ingstant

i Very important

i Crucial

c. This results into a decrease 0

harvests and severe food short

T Not probable
I Rather probable

i Not importaat all
i Rather important
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in the EU so that food priced-ac i Very probable i Very important
erate, resulting into social unreg i Almost sure i Crucial

Please give
further impacts
of this change
from your own
perspective
here:

Please givieirther
changeqLevel 3.i) herg

Please givieirther m-
pacts of this change
(Level 3.ii) here:

2.5. Coverage of the Respondents

The FORESEC Delphi was conducted in the 12 countries covered by the project (Austria,
Bulgaria, Estonia, Finland, France, Germany, Italy, Poland, Slovenia, Spain, Sweden, UK),
in the execution of the survey, and as it was carried out on-line, a few additional responses
were received from other countries (Ireland, Belgium, and Romania).

The experts taking part in the Delphi represent different kinds of stakeholders: administra-
tors, first responders, research, industry, NGO, policy makers, etc. Experts were recruited by
co-nomination and from a directory of experts that was set up earlier in the project. As an-
other feature of the participatory approach used by the project, potential respondents were
contacted beforehand.

3. Description of the First Round

The first round of the Delphi survey was conducted in November and December, 2008. The
response rate was overwhelming since some 270 experts participated and returned their
responses. In this round, the Delphi team also received many new and valuable comments,
but to keep the number of statements manageable, not all were included in the second
round.

However, all comments will be taken into account in the further debate on the future of
Europeds concept of ose theaomplete seaweas colfeated ontthe pre-
jectd s ebsite inviting further discussion. Moreover, the unfiltered and aggregated raw re-
sults of the Delphi are made available on the FORESEC Delphi website as a PDF document
for each of the five sections.

4. Description of the Second Round

The second round was initiated on February (2009) and was open until March 8, 2009. The
statements for this round were the same as in the 1* and included a few relevant additions
as suggested by the respondents plus the aggregated answers of all respondents. Further,
this round included a separate questionnaire on the elements that should inform the devel-

purp
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opment of a European concept of security. The answers to this questionnaire will feed into a
Concept paper on European Security.

Participants of the first round were naturally invited to take part in the second round and as

such were presented the results from the first round. All participants of the second round will

also get the results as well as the exclusive analysis of the entire Delphi survey after ap-

proval by the Commission. Results from the Delphi are going to be fed into a series of sce-

nario workshops that are going to take place in the Spring of 2009. The output of the work-

shops and a final conference to take place in Stockholm in fall 2009 will result in a final
document on the concept of Europeds evolving se
research policy.
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Annex 2: Rankings
All rankings that follow are based on the results of the first round, except where indicated.

Area 1: Societal changes
Ranking of Change factors by Probability of Occurrence before 2025

Very probable + almost sure?

Rank 1% round 2" round

1 1. (1.1)Substantial world demographic 68.5% 78.5%
growth

2 2. (1.2) Shrinking bisties and aging pep 64.9% 64.3%
lation

3 3. (1.3)Instability and inequalityioel EU 61.0% 67.9%
leads to migration into EU

4 4. (1.5) Rich poor divide in some BY c( 45.5% 48.2%
tries

5 5. (1.8) Increase of radical movements 34.5%
EU

6 6. (L.7) Western secular and ialidéc 24.1% 19.7%
values atinue to spread

7 7. (1.4) Highly educated peagtating 13.1% 5.4%
from EU

8 8. (1.6) Limitati 13.1% 7.1%
state general power decrease

Ranking of Change factors by Probability of Importance

Crucial + Very important®
Rank 1% round 2" round
1 (1.1)Substantial world demographic grq 58.1% 51.8%
2 (2.3) Instability and inequality outside F 54.5% 83.8%
leads to migiion into EU
3 (1.8) Increase ofligal movements withir 54.3%
EU
4 (1.5) Rich poor divide in some EU cour 48.7% 42.9%
5 (1.6) Limitation 44.0% 35.7%
state general power decrease
6 (2.2) Shrinking birth rates and aging-pq 39.8% 30.3%
tion
7 (1.7) Wstern secular and materialidtiesy 32.0% 21.5%
catinue to spread
8 (1.4) Highly educated peojgletimg from 25.1% 16.1%
EU
’Share of experts who votedefojor Avery probab
®]Share of experts who voted for fAcrucialo an
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Area 2: Political Changes

Ranking of Change factors by Probability of Occurrence before 2025

Very probable + almost sure

Rank 1% round 2" round

1 (2.1) USA continues to focus its foreign po 61.8% 69.1%
Asia and Middle East

2 (2.12) Terrorist threat becomesrdealized 59.4% 60.0%

3 (2.7) Countries in Western Balkans join the 58.0% 71.4%

4 (2.14) Irasucceeds in developing nucleg- w 56.2% 65.8%
ons

5 (2.15Not possible to distinguish internalrto 52.1% 54.3%
nal challenges

6 (2.3)Global power order shifts towards nrulf 51.9% 59.5%
ity

7 (2.9) EU policies regarding state failicae-c 45.9% 60.0%
trate on risk management

8 (2.10) Nostate terrorist actors get access t( 36.4% 17.1%
different weapons and devices

9 (2.2) Russia exjggrces continuous economi 35.1% 11.9%
growth

10 (2.8) Fragile states around Elhabéeto 34.3% 23.8%
control lrders

11 (2.4) EU is unable to reform its denisikimg 31.3% 26.2%
structures

12 (2.16) EU fails for frameworkrioin® internal 26.7% 8.6%
and external dimensions

13 (2.6) EU does not allow Turkey to join 25.9% 16.7%

14 (2.5)Turkey joins the EU 24.4% 16.7%

15 (2.13) Regional stakeholders and internatig 12.5% 8.6%
meditors agree on Middle East

16 (2.11) Terrorist attacks in Bucted by radic 7.3% 2.9%
Islamists havetpred out

Ranking of Change factors by Probability of Importance
Crucial + Very important

Rank 1% round 2" round

1 (2.10) Nostate terrorist actors get access t( 82.3% 82.7%
different weapons and devices

2 (2.14) Iran succeeds in developing nuclear, 78.2% 74.3%
ons

3 (2.13) Regional stakeholders and internatig 71.9% 90.0%
meditors agree on Middle East

4 (2.4) EU is unable to reform its demnslamy 71.0% 71.5%
structures

5 (2.8) Fragile states around Elhaiéetto 67.1% 78.6%
control bders

6 (2.16) EU fails for frameworkvoine internal 66.6% 71.4%
and external dimensions
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7 (2.12) Terrorist threat becomesrdealized 66.7% 80.0%

8 (2.2) Russia exjgices continuous economi 66.4% 61.9%
growth

9 (2.3) Global power ostgits towards multi 65.6% 69.0%
polaity

10 (2.11) Terrorist attacks in Bducted by radic 63.5% 77.1%
Islamists havetpred out

11 (2.15) Not possible to distinguish internatt 62.5% 62.9%
nal challenges

12 (2.5) Turkey joie tEU 61.1% 66.7%

13 (2.1) USA continues to focus its foreign po 60.3% 61.9%
Asia and Middle East

14 (2.6) EU does not allow Turkey to join 56.5% 64.3%

15 (2.9) EU policies regarding state failune-cof 56.3% 45.7%
trate on risk management

16 (2.7) Countries in Western Balkans join the 42.7% 31.0%

Area 3: Environment
Ranking of Change factors by Probability of Occurrence before 2025
Very probable + almost sure

Rank 1% round 2" round

1 (3.2)Extreme environmental evavts & gno- 68.8% 73.9%
ing | mpact on the m

2 (3.8)Continuing depletion of domestic ener 56.3% 54.8%
sypl i es makes user ¢
dependent upon producenties

3 (3.5)0veffishing and pollution lead to thepd 51.3% 50.0%
nent damage of marine ecosystems

4 (3.4)Environmental degradation is severe K 44.8% 45.3%
unevenly spread within the EU

5 (3.3)The melting of the Arctic ice cap make 43.8% 35.7%
region increasingly attractive for ccialme
useé

6 (3.7)rowing shortage of oil as an emergy r 43.7% 38.1%
source leads twieased production of biofug

7 (36enatural disaster 36.5% 19.1%
of entireegions...

8 (3.1Risingseh evel s |l ead t 30.2% 23.8%

9 (3.10)ncreased competition in the food ang 30.2% 14.3%
phamaceutical sector leads to cheap impo
from newly industri

10 (3.9)Even thoughassive investments in figh 18.8% 7.2%

epidemic diseases are made, epidemics of

deeasesspead wi dely &

Ranking of Change factors by Importance on Security

Crucial + Very important
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Rank 1% round 2" round
1 (3.2)Extreme environmental events hawe-a 71.9% 73.8%
ing i mpact on the m
2 (3.8)Continuingepletion of domestic energy 71.8% 73.8%
sypl i es makes user ¢
dependent upon producenties
3 (36¢natural disaster 59.4% 57.2%
of entireegions...
4 (3.1)Rising sekevels lead to severe flooding 53.1% 59.6%
5 (3.5)0veffishing and pollution lead to thepd 52.1% 54.8%
nent damage of marine ecosystems
6 (3.9)Even thoughassive investments in figh 52% 61.9%
epidemic diseases are made, epidemics of
deeases spread widel
7 (3.9 Environmental degradation is severe 51.1% 35.7%
unevenly spread within the EU
8 (3.3)The melting of the Arctic ice cap make 46.9% 40.5%
region increasingly attractive for coiame
useé
9 (3.7)growing shortage of oil as an erergy r 42.7% 31.0%
sourcdeads tancreased production of biofug
10 (3.10)ncreased competition in the food ang 21.9% 14.3%
phamaceutical sector leads to cheap impo
from newly industri
Area 4: Economic
4.2. Change Factors and Impacts on Security
Ranking of change factors by probability of occurrence
Very probable + almost sure
Rank 1% round 2" round
1 (4.6)EU access to affordable energy suppli 44.3% 32.4%
becomes limited
2 (4.1)Sustained emomic growth in EU is hea 34.1% 13.5%
dependaron influx of immigrants
3 (4.5)EU implement diversified energy supp 32.9% 16.2%
strategy
4 (4.3)Global income inequalities widen idran] 30.6% 29.7%
cally
5 (4.2)Economies of EU face long periodssf r 26.1% 13.5%
sion
6 (4.9) Globfihancial markets heavilylaged by 23.9% 21.6%
governments
7 (4.4)Strong economic growth in Asiaduels | 22.7% 5.4%
gional tesions
8 (4.8)National expéiture on security grows 11.3% 5.4%
significantly as percentage of GDP
9 (4.7) EU states ptiwir security expitace 9.1% 2.7%
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Ranking of change factors by importance to security

Crucial + Very important

Rank 1% round 2" round

1 (4.5) EU implement diversified energy supj 75.0% 86.5%
strategy

2 (4.6) EU access to affordable en@mliesu 73.9% 83.8%
becomes limited

3 (4.2) (4.2) Economies of EU facechiodg) qf 67.0% 75.7%
recession

4 (4.3) Global income inequalities wideri-draf 63.6% 73.0%
cally

5 (4.7) EU states pool their security gxpend 61.3% 62.2%

6 (4.1) Sustaéd eonomic growth in EU is hea 45.5% 32.4%
dependant on influx of immigrants

7 (4.4)Strong economic growth in Asiaduels 39.8% 13.5%
gional tesions

8 (4.8)National expditure on security grows 35.2% 21.6%
significantly as percentage of GDP

9 (4.9) Global financial markets heaniftaddpy| 23.9% 21.6%
governments

Area 5: Technology
Ranking of change factors by probability of occurrence
Very probable + almost sure

Rank 1* round 2" round

1 (5.5)Surveillance technologies epoged 80.8% 82.9%
substatially in the EU

2 (5.6)lllegal reproduction of sensitive person 75.0% 75.7%
data is becoming a major businessunitydor
IT criminals.

3 (5.1)The critical infrastructure in the EU be 69.2% 70.7%
increasingly vulnerabletduke growing teoh
logcal capacityé

4 (5.7)The high degree of information caineq 68.2% 70.7%
ness and IT pervasiveness accelerates the
diffusion of information on security incident
through the mass media

5 (5.3)Genetically maoeif) organisms in the ag 51.9% 34.1%
food sector become widely used throughoy
EU

6 (5.8)There is a new growth wave of nuclea 50.0% 48.7%
power prodtion in the EU

7 (5.9)EU is world leader in the development 41.4% 24.4%
renewable energy technologies.

8 (5.2)There are more and more transports o 39.4% 24.4%
hazagdous materials taking place

9 (5.4)Gene therapy combined with technolo 13.5% 0.0%




Deliverable 4.3 FORESEC Delphi

enhanement become increasingly availablg
lead to significant differences in intelligencs
tween scial classes

Ranking of change factors by importance to security

Crucial + Very important

Rank

1% round

2" round

(5.1)The critical infrastructure in the EU be
increasingly vulnerable due to the growing
logcal capacityeée

80.8%

82.9%

(5.5)Surveillance technologies are deploye
substatially in the EU

80.8%

53.6%

(5.6)lllegal reproduction of sensitive persor
data is becoming a major businessunigdor
IT criminals.

75.0%

75.6%

(5.9)EU is world leader indbeelopment of
renewable energy technologies.

60.6%

56.1%

(5.2)There are more and more transports o
hazardous materials taking place

54.8%

561.%

(5.8)There is a new growth wave of nuclea
power prodtion in the EU

55.7%

61.0%

(5.7)The higldegree of information condectg
ness and IT pervasiveness accelerates the
diffusion of information on security incident
through the mass media

42.3%

26.8%

(5.3)Genetically modified) organisms in the
food sector become widely used thraighol
EU

30.7%

21.9%

(5.4)Gene therapy combined with technolo
enhanement become increasingly available
lead to significant differences in intelligencs
tween social classes

28.9%

4.8%




Deliverable 4.3 FORESEC Delphi

Annex 3: Detailed description of change factors and their im-
pacts

Area 1: Societal changes
Following the method of analysis outlined above, the change factors in this Area are:
A. Change factors which are considered to happen by 2025 (> 51% fvery probabled and

falmost sured and considered important on European security (> 51% - fi micialoand i ery
importantd:

Change factor (1.1): The number of people living in the world is substantially greater com-
pared to 2008. Population growth has mostly occurred in developing

regions
The world is overcrowded Change Factor
A large number of respondents (68.5%)
SRR LS Y O believe that this change will unfold before
very pronanieromes R 2025, when the rather probable responses

are included this change is believed to

happen by 86.8%, such strong agreement

0,0 20,040,060,080,0.00,0 is in line with many projections made by
SLAUSHISIIL 1.1 Llialye different organizations, and point out to
Very wiRactormportaree the importance it has on security due to its

Not important/}3129,8 different outcomes.

Not probablei/

0.0 50,0 100,0 This change ranks first among_all societe}l
changes expected and due to its nature it
also ranks first in importance (58.1%). The

Statement 1.1 Impact A Probability Second Delph| round has also Conflrmed
Very probable/ thlS reSUIt.
Almostsure (58,1%)
N robabic (2,05 30, Impacts

Two impacts are expected from this
change factor, the first is fa global
competition for scarse natural resources
and the EU finding itself dependant on

0,0 20,0 40,0 60,0 80,0 100,0

Statement 1.1 Impact A Importance

Very important/ Crucial
(60,7%)

Nf:n'gﬁoﬁfgtni”(;/l R;}/ﬂ“ff 1 288 authoritarian regimes for raw materialsa
' B This impact is expected to occur by 58.%

00 200 400 600 8001000 of respondants and is of high importance

to security. A second expected impact is

Statement 1.1 Impact B Probability that fpopulation growth will affect unstable

societies, which will again compete for
vital supplies, and political power, fuelling

Very probable/ Almost
sure (51,8%)
Not probable/ Rather
probable (40,8%) P9 330

0,0 20,0 40,0 60,0 80,0 100,0
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conflict that requires EU intervention.o

Statement 1.1 Impact B Importance

Very important/ Crucial
(51,8%) 41,9 9,9
Notimportant/ Rather
important (40,3%) 7.9 3|2‘5

0,0 20,0 40,0 60,0 80,0 1000

The response implies that respondents
may have little concern on security when

EU intervenes in a foreign conflict.
However, when irat
included, the percentage goes up to
84.3%.

Change factor (1.3): Economic instability and growing inequality in states outside the EU
leads to ever increasing levels of migration into the EU

Inequality drives more migrants to the
EU

Statement 1.3 Change Factor Probability

Very probable/
Almost sure (61,8%)

Not probable/ Rather

probable (29,3%) -8 23,6

0,0 20,0 40,0 60,0 80,0 100,0

Statement 1.3 Change FactorImportance

Very important/
Crucial (54,5%)

Notimportant/ Rather
important (35,6%)

0,0 20,0

40,0

60,0 20,0 100,0

SlAteImieTit L.o ripact A

Very probdBRBIEY |
Not probableiX [23; 3,5

0,020,40,060,380,000,0

QU ALCTTICTIU L. o TTTTHatl

Very importantx WC
Not important/X 13,1 29,3

0,0 20,0 40,0 60,0 80,0100,0

Sldlerrerit L.o nmpact o

Very probdbl&akbiti [tr
Not probableiX 1,9

0,020,040,050,080,000,0

Change Factor

Respondents believe that it is inevitable
that instability and inequality outside EU
will grow forcing migration and thus posing
a security concern.

Impacts

The first impact expected from the above
change is that fhew immigrants will
effectively integrate, filling needed jobs,
and strengthen the European economya
The opinion of respondents here is that
new immigrants will have difficulties inte-
grating effectively into European society,
only 23% of respondents believe such
integration is probable, and even when
firather probabl edo ek
lieve it is possible. In the second round
57.2% of respondents thought this are not
probable. In any case this impact is con-
sidered important to security by 50% or
respondents (and 76.4% in the first round
and 82.1% in the second when rather im-
portant is included).

A second impact of this change is that
fsudden migration leads the EU to accel-
erate its neighbourhood development poli-
cies and the speed up of a common immi-
gration and asylum policya Only around
50% of respondents believe this should
unfold before 2025 and again around 50%
considered this of importance to security.

S

necl
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IALTTITITTIU L. O IIIIIJ(Z\.I.I)
Very impbi
Not important/X4,731,9

0,020,@0,80,80,000,0

B. Change factors which are considered to happen by 2025 (> 51% fvery probabledand
falmost sured and not considered as important on European security (< 50% - fcruciald

and fvery importantg

1. (1.2) Shrinking birth rates and aging population

C. Change factors which are considered not to happen by 2025 (< 50% fvery probabledand
falmost sured but are anyway considered important to European security (> 51% ftruciald

a n drenfimportantd

Change factor (1.8): Radical fringe movements within the EU are growing in numbers and
influence (e.g. religious fundamentalists, environmentalists, left-wing
or right-wing extremists, or radical nationalists).

Radical fringe movements do not grow in
number

Statement 1.8 Change Factor Probability

Very probable/
Almostsure (34,6%)

Not probable/ Rather S Ao
probable (55,5%) - ‘ - ‘

0,0 20,0 40,0 60,0 80,0  100,0

Statement 1.8 Change Factor Importance
Very important/ Crucial
(54,5%)

Notimportant/ Rather S Fe
important (34,6%) 2 ‘ z

0,0 20,0 40,0 60,0 80,0 100,0

Statement 1.8 Impact A Probability

Very probable/ Almost
sure (27,7%)
Not probable/ Rather
probable (61,3%) s i

0,0 20,0 40,0 60,0 80,0 100,0

SQLACITIcTitc L.o 1ipygact A

Very important/X L]
Not important/X 11;520,9

0,0 20,0 40,0 60,0 80,0100,0

Change Factor

This is a change factor that does not rank
high in th eprobability of ocurrence but it is
of importance to security.

Impacts

The first impact of this change factor is
that funable to express themselves in the
traditional political arena, these groups
increasingly turn to violencea Although it
is considered that this change factor
would only have 34.5% chance of
ocurrence (or 75.3% when rather probable
is included), its importance ranks high on
the security concerns. One expected
impact of this change is the violence
caused by the inability of these groups to
have a voice, this is important but the
probability of courrence is rather low
(27.8%).

A second impact is that fdue to this threat,
governments  take  more  intrusive
surveillance measures, which are for the
most part accepted as necessary by most
population in the EUQ Although this is not
highly expected to happen, it is
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Statement 1.8 Impact B Probability

Very probable/ Almost
sure (47,6%)

Not probable/ Rather
probable (41,9%) 2 |31‘£l ‘

0,0 20,0 40,0 60,0 80,0

100,0

Statement 1.8 Impact B Importance

Very important/ Crucial
(49,2%)

Not important/ Rather
important (39,8%) 2 ‘29’3

0,0 20,0 40,0 60,0 80,0

100,0

considered of medium
security.

importance to

D. Change factors which are considered not to happen by 2025 (< 50% fvery probabledand
falmost sured and which are not considered important to European security (< 50% ftru-

cialdoand fivery importantd

(1.4) Highly educated people migrating from EU
(1.5) Rich poor divide in some EU countries

1
2
3. (1.6) Limitationonci t i zenods
4

security

d uezredase

(1.7) Western secular and materialistic values continue to spread

In spite of not probable to happen and of lesser importance than the others, these change
factors are of interest for further discussion. In the first case, the migration of highly edu-
cated people is always a threat to the advance of nations, independent of their level of de-
velopment, however it is true that such threat is not as much on security than to other areas

as economy.

The rich poor divide in some EU countries should also be of concern to security, as it would
create areas of unrest. This change factor should be permanently considered in the formula-
tion of common support and development policies of the EU.

The limitationofcit i zen 6 s

security

due to the

st ah-es 6

cern, in the sense that sates and the EU must reinforce their decision taking mechanisms in
order to continue providing the citizen with sufficient confidence on a secure environment.

The last change factor is difficult to take place but should be considered as important and
influence the definition of appropriate ways in which secular and materialistic values are

presented to the world society.

stat e

PO WE
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Area 2: Political Changes

A. Change factors which are considered to happen by 2025 (> 51% fvery probabledand
falmost sured and considered important on European security (> 51% - fi micialdand A ery

importantd

Change factor (2.1): The United States continues to focus its foreign policy on Asia and the

Middle East

US is only interested in Asia and Mid-
dle East

Statement 2.1 Change Factor Probability

Very probable/ Almost
sure (61,8%)
Not probable/ Rather
probable (336%) M6 290
T T

0,0 20,0 40,0 60,0 80,0 100,0

S AT £. L Ulidinyc

Facter
Not important/X)|, 83,6

0,0 50,0 100,0

SWALTITITTIU Z. L1111 IIJG.L;I. N
Very probableX aqility |
Not probableX 22,1 45,8

0,0 20,0 40,0 60,0 80,0100,0

Statement 2.1 Impact A Importance

Very important/ Crucial
(74,8%)
Notimportant/ Rather
important (18,3%)

1516,8

0,0 20,0 40,0 60,0 80,0  100,0

Sl dlEeTmieT £. L 1rpact

'Iit)1 |

Not probableX 129,8° 38,9

0,020,040,050,380,000,0

bt -4 —D.
SLalclrichin . Arpact D

Very importantXX (
Not important/X7;6 28,2

0,0 20,0 40,0 60,0 80,0100,0

Change Factor

The survey shows the concern of
respondents with regards to the behaviour

of US foreign policy towards Asia and the
Middle East, as it ranks 1st on the
probability of ocurrence (61.8%) or 90.8%
whent Aema probabled is

Impacts

The first impact of this change factor is
that fEurope benefits through secure
access to resources and stable conditions
for economic growtha The second impact
is that fEurope finds itself increasingly
marginalized in Asia and the Middle East
leading to its decline as a global actora
Although both impacts are not probable to
happen, they are of importance to security
as reflected by the survey.

Change factor (2.3): The global power order shifts towards multi-polarity with no clear cen-

tre of gravity
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No political centre of gravity

DLATTIITTIU £. 0 UTTariyc ractul

very propdieko aluility/m e
Not probableX13,729,0

0,0 50,0 100,0

Statement 2.3 Change Factor Importance

Very important/
Crucial (65,6%)

Notimportant/ Rather
important (29,0%) 6 24’7
1 1

0,0 20,0 40,0 60,0 80,0 100,0

Statement 2.3 Impact A Probability

Very probable/ Almost
sure (49,6%)
Not probable/ Rather
probable (45,0%) o4 366

|
0,0 200 400 600 80,0 1000

Statement 2.3 Impact A Importance

Very important/
Crucial (53,4%)
Notimportant/ Rather
important (41,2%) S,

0,0 20,0 40,0 60,0 80,0 1000

Statement 2.3 Impact B Probability

Very probable/
Almost sure (15,3%)

Not probable/ Rather ‘
probable (79,4%) 37|'4 | 42"0
} }

0,

0,0 20,0 40,0 60,0 80,0 1000

Statement 2.3 Impact B Importance

Very important/
Crucial (52,7%)

Notimportant/ Rather
important (42,0%) L ‘35'9 ‘
1

0,0 200 40,0 60,0 80,0 1000

Change Factor

As a consequence of the present interna-
tional situation and particularly the growth
of third countries, including the strength-
ening of the EU, the global order should
become multi-polar in the opinion of
51.9% of respondents, a fact that should
have importance to security as well
(65.5%).

Impacts

Two impacts are expected from this
change factor: the first: femerging powers
such as China, Brazil, India and Indonesia
establish their own local spheres of
interest competing with traditional areas of
influence for the EU and US, thereby
decreasing their influence and ability to
actd The second impact is that fregional
partnerships between emerging powers
stabilise their spheres of influence and
increase global stability, thereby briinging
benefits to all.o

Of the two considered impacts, there is
around 50% opinion that this would actu-
ally happen and have a security impact.
This probability is greatly increase when

Arat hbaabl gwo i s included.

10% of respondents are of the view that
this impact will not take place.

It is also considered that it is not probable
(37.4%) that the establishment of regional
partnerships would help to increase global
stability. Although this percentage is
smaller than that of those who believe this
is possible, it is high enough to be consid-
ered of importance for the definition of
future EU policies.

Change factor (2.12): The terrorist threat becomes increasingly de-centralized and de terri-
torialized, consisting of an eclectic array of groups, cells and indi-

viduals

Terrorists become decentralized

SQACITICTIU £. LZ UTialnyt rac tul

Very probdBiek W.TI

Not probableiX5;230,2

0,0 50,0 100,0

DSWATITITTIU L. 1.4 L/IIG.IIBC —aCtiul
Very impdizpaxt 910 §
Not important/X.,26,0 ‘

0,0 50,0 100,0
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CQtatam
DACTTTICTI

Very importarBA
Not important/X6,3 34,4

0,0 20,040,060,080,0.00,0

Change Factor

This change factor is considered of high
probability of occurrence (59.4%), indicat-
ing a great concern of society, in particular
due to at least two impacts, the first the
need to invest heavily in intelligence gath-
ering and surveillance, leading to budget
short-falls and the second because it may
undermine the build-up of an effective
counterterrorism capability in the EU.

Impacts

Two impacts are expected from this
change factor: the first, that iEU member
states invest heavily in intelligence gather-
ing and surveillance capabilities, leading
to budget short-falls elsewhereo and sec-
ond: that fthere is no enduring patterns
regarding the modus operandi and back-
ground of terrorist attacks, undermining
the building of an EU level counterterror-
ism capabilitya In both cases the probabil-
ity that the impacts will happen are very
low and their importance is considered
high by nearly 50% of respondents.



