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FORESEC Deliverable D 3.4 Kick-off workshop report

1. Introduction

This report summarizes the results of and main cross-cutting issues discussed in the “Kick-off”
workshop of the FORESEC: Europe’s evolving security: drivers, trends and scenarios project held
on 2-3 July 2008 in Vienna. The objective of the workshop was to identify key trends and drivers for
European security, lay the foundation of a pan-European expert network in security foresight,
receive feedback on the Synthesis Report prepared and distributed in advance, and receive input
from participants for an envisioned on-line Delphi survey.

FORESEC is funded by the European Commission under the 7" Framework Programme, which
emphasises the need for foresight studies and scenario building techniques to address the wide
range of diffuse, de-territorialized and interconnected threats and challenges that Europe faces.
Using a participatory foresight methodology that brings together experts from around Europe
already working on such issues and from a wide array of different disciplines, FORESEC attempts
to tie together the multiple threads of existing work across the EU on the future of European
Security. Moreover, the project aims to foster a common understanding of the complex global and
societal nature of security in order to help Europe prepare to face novel and future threats and
leverage technological opportunities effectively. The project results will provide important policy
support and advice for decision-makers and security researchers, including the European Security
Research and Innovation Forum (ESRIF).* The project started in February 2008 and will run for 22
months.

As well as furthering the research objectives of the project, the workshop’s methodology offered
participants an opportunity to expand their network of contacts and exchange with experts from
twelve European countries representing government organisations and agencies, industry, research
institutes, development organizations, and other academic and civil society organisations. Most
discussions were conducted in a series of parallel small-group roundtables using the ‘world cafe
method’ (see Annex 4 ). This setting allowed for an extensive exchange of ideas and views
between all participants on the challenges and threats to European security, as well as exploring
some of the possible responses and technological opportunities.

The workshop opened with a session on “European Security — strategies, responses and research”
followed by a session on “First results of FORESEC and the Synthesis Report”. The subsequent
two interventions focussed on the preparation of the on-line Delphi, collecting ideas and statements
to be fed into the Delphi questionnaire. The final discussion round provided an opportunity to reflect
on the workshop methodology and outcomes of the session and discuss the way forward.

This report gives an overview of the diverse and sometimes contentious issues discussed during
the lively two-day discussions. However, the results will be placed in a broader context and it should
be noted that the report cannot possibly reflect the various discussions in their full scope. First and

! ESRIF was set up in cooperation with the European Commission, the member states and associated states in
September 2007. In includes three main agencies that are relevant for European security research: Europol, Frontex,
and EDA. The constitution of ESRIF was approved by the European Parliament. ESRIF aims at designing a mid- and
longterm strategy for security research and innovation in Europe. This design should be applicable at the EU level as
well as at national level. The Forum consists of 63 official representatives from security research, industry,
administration, as well as civil society plus 500 individuals. All are working on a voluntary basis. In order to look
beyond the next couple of years, ESRIF set up a working group on foresight. ESRIF’s working methodology
comprises the identification of mid term and long term threats and challenges to European security, identification of
the required capabilities to enhance security, and identification of related research requirements. The group will
come up with two types of scenarios: context scenarios (alternative futures societies), and situation scenarios
(specific situations of threats and challenges).
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foremost, it draws on the roundtable minutes and has sought to include further comments from the
audience. The full minutes of the roundtables are enclosed in Appendix 1.

The workshop was organized by Austrian Research Centers (ARC) on behalf of the FORESEC
consortium, which beyond ARC is made up of Crisis Management Initiative (CMI), the Swedish
Defence Research Agency (FOI), the International Institute for Strategic Studies (IISS), the Centre
for Liberal Strategies (CLS) and the Joint Research Centre (JRC).

2. European Security: context, concept and strategies

One of the key issues raised during the discussions were the broad changes in the European
security environment following the end of the Cold War, requiring a rethinking in security research
and discussion of new concepts and approaches. Central in this reappraisal is the need to rethink
what the current underlying rationales of security are and to discuss ‘whose security’ and ‘which
values’ we seek to protect. Experts present emphasized that today’s security is characterized by the
blurring of boundaries and responsibilities. This can be observed on different levels, e.g. with regard
to the overlap between the private and the public sector as well as in terms of blurring boundaries
between internal and external security. Correspondingly, the question was raised as to what extent
global challenges have to be considered and to what extent to they need to become the dominant
frame of reference when defining the boundaries of European security.

At the root of these questions is the fact that security is a multi-faceted term — especially when
deployed in policy contexts. It is employed in a bewildering range of contexts and for multiple
purposes. In part, the concept of security has evolved as a result of the new geopolitical
developments in Europe and the world. While security has traditionally been considered as being
solely related to the use of military force, alternative understandings of security in global and
European contexts have gained currency. It is now argued and accepted that security is covered by
something more than, or in addition to, military force. Many participants argued that in the
interlinked and globalized world that we now inhabit, the concept of security needs to be enlarged to

include concepts such as “comprehensive security”, “human security”, “soft power® and “soft

security” in order to accommodate the concerns of citizens and the duties of governments in the
current security environment. Approaches to security are still fragmented across EU member
states, something highlighted by the FORESEC country reports that detail the very different
conceptions of security across the Union, which are the result of a combination of issues from
current threats faced and geographical realities, to the historical context within which nations
develop their security policies..

The workshop debates underlined the impact of the EU enlargement process on the understanding
of security. The growing number of member states has placed considerable additional pressure on
already complex decision making structures in the EU. Prioritizing their individual national interests
and priorities, EU member states tend to pursue their own national security policies at the expense
of greater pan-European consensus, an effect that has been magnified by the addition of new
member states. Beyond priorities, norms and strategies vary greatly among countries adding a
further conceptual level of difficulty. Workshop participants emphasized that the EU needs to
stimulate innovation and competitiveness of the European security (technology) industry, while at
the same time addressing social, economic and ethical questions that arise in the development of
security technologies. Furthermore, repeated emphasis was placed on the importance of social,
economic and cultural aspects which will have to be considered to ensure that security research
addresses the needs and expectations of European societies.

The workshop discussions highlighted the interdependency at all levels of European society,
government and policy. As Europe grows closer together, nations will find themselves to be
increasingly directly affected by security incidents in fellow member states. This point has not been
reached yet with, for example, the strategies to deal with contingencies such as natural disasters
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remaining unfocused on the implications of growing connectedness and focused instead on narrow
local issues. There remains too much fragmentation, not only between countries but also between
agencies within some countries. At a higher level, the review of governmental strategies in the
FORESEC country reports underlines that a common picture and approach has yet to emerge
across Europe — with wide differences and divergences between different member states
understanding of and reaction to security threats. While most governments stress the diffuse and
complex nature of current threats, and emphasize the blurring of internal and external security,
something driven by the interlinked, asymmetric and de-territorialized challenges involving a
multitude of actors (including non-state entities). There remains nonetheless, a broad difference in
actual strategies and approaches, with ho comparable set of strategies in place across the board.
From institutional ownership, level of detail and advice offered to the varying appreciation of what
the security strategies are aiming to protect, EU national security strategies and policy papers vary
widely.. Thus, while important trends such as an increasing overlap of threat assessments, the
perceived need for greater cooperation, and an increasing focus on the concept of individual
/human security are visible, we cannot yet witness a coherent approach developing. There appears
to be a collective understanding of what is faced, but implementation remains difficult. Participants
urged the FORESEC consortium to ensure that the anticipated project methods cover existing and
emerging global and societal risks in their full variety.

2.1 Opportunities for acommon EU approach

FORESEC aims to identify issues which would benefit from EU level cooperation. Given that key
internal and external threats endanger not only individual countries or regions but also the
integration process itself, a single voice and unity of effort are of utmost importance. To this end,
workshop participants were asked to pinpoint areas where cooperation would add particular value
and define incentives to ensure a common European approach.

Participants argued that the diversity of cultures resulting from internal and external migration
should be considered helpful to achieve this aim. It could foster a community-oriented culture and
thus increase readiness to adopt common strategies and approaches in light of a shared threat
perception. The presence of so many different individuals and cultures gives Europe natural
ambassadors from all over the globe and it was suggested that this might be able to help Europe
assume a leading role on the international scene, advocating democratic values and
comprehensive approaches to conflicts and crises worldwide.

A common EU-level approach to migration would be helpful to cope with current demographic
changes. Key to this is the impact of an ageing population in Europe and the consequent
requirements on the labour market and welfare state. One key solution may be greater
immigration, but this could cause societal frictions, and care must be taken to ensure that the EU
maintains social cohesion within its societies. A potential silver lining to this cloud could be found if
European nations find some way to tap into the skills and capabilities of this ageing population.

It was pointed out that EU as a whole has the capacity to develop new technologies to deal with
challenges brought about by globalization, climate change, and other complex phenomena. The
sheer volume of scientists and academics in the EU means that member states have a wide array
of important experts in key technology areas like health, energy and environment. This will place
Europe ahead of the global curve, but at the same time, well developed Information and
Communication Technology (ICT) capabilities will contribute to better surveillance technology that
can be developed in such a way as to respect the privacy of EU citizens.

A common approach would also support the need of smaller member states to seek EU guidance
with regard to the formulation of national security strategies. One issue that was raised and
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ultimately overhangs many of the foreign security issues, but was not delved into in great detail was
the possible global role that the EU might take in counterpoint to possible relative American decline.
Would the EU be able and want to fill this role?

3. First results of FORESEC and the Synthesis Report

The findings of the Synthesis Report were presented in Session 2 of the workshop with subsequent
discussion focusing on the issues the report raised. Thoughts and outcomes from the discussion
were integrated into the final version of the Synthesis Report and have now been made available
online at the FORESEC website.

The purpose of the Synthesis Report was to summarise the findings of the state of the art scan on
European security and foresight activity, including twelve country reports® and a report on ‘Global
Trends and Actors Shaping European Security’ carried out as part of the FORESEC project. The
scan aimed to give an overview of national and European security related activities to provide the
research team with a sense of work being done, so as to avoid gaps and duplication in future work
on this project, as well as to provide analysis of the global trends and actors impacting European
security and give the research team a “baseline” of information to operate from.

The first aspect discussed in the Synthesis Report is the different ,lenses" through which security is
viewed, focusing in turn on institutions, strategies, technologies, and societal concerns (reflected in
public opinion polls). Each lens casts a different perspective on the overarching problem of
accounting for an increasingly complex and fragmented issue area, security, and thereby highlights
the need for a comprehensive conception of security. Second, the report underlined the similarities
and discrepancies found in the country studies regarding threat perceptions in order to raise
awareness of varying historical and geographical contexts without going into all the nuance and
differences in detail. Third, the Synthesis Report explored the potential for increased cooperation
among EU member states as offered through close analysis of the country reports. Finally, it offered
some preliminary conclusions:

e EU member states’ governments do not have a comparable set of security strategies
or priorities in place across the board to address adequately the current security
challenges Europe faces. The review of government strategies in the FORESEC country
reports underlines that a common picture has yet to emerge.

o However, the scan observes an increasing overlap of threat assessments in different EU
member states. The major threats and trends across the European states surveyed in
the report are somewhat similar, however, there are clear nuances in public and
government perceptions and in the emphasis placed upon different threats. Most
governments stress the diffuse and complex nature of threats, the blurring of internal and
external security driven by interlinked, asymmetric and de-territorialized challenges which
involve a multitude of actors (including non-state entities).

e Maintaining European security requires a comprehensive approach both at national
and European level. Governments are trying to create a more joined-up policy resulting
from an interagency processes involving a wide range of — or even all — cabinet ministries
and actors from the private sector and civil society. While progress is undeniable, success is
so far limited.. There seems to be a lack of understanding of the linkages of technological

% The country reports covered Bulgaria, Slovenia, UK, Germany, Finland, Estonia, Sweden, Poland, Italy, France, Austria and
Spain
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and societal issues, between hard external threats and more domestic concerns. There is a
clear need to better integrate security research to overall security strategies and policies.

¢ National security research and foresight activities are not adequately coordinated
with the European level research programmes resulting in gaps and overlap between
activities. Furthermore, it seems questionable whether current divisions in research
programmes along the two key dimensions (internal versus external security and civilian
versus military means) can be maintained.

e There is an increased focus on the citizen as the object of security. The European
Security Strategy and many national policy documents have now focused on the individual
in acknowledgement of the concept of human security. Threat assessments also highlight
that, for the foreseeable future, threats to EU member states will not jeopardize their
existential security making the shift to human security somewhat easier. This does not

amount to the negation of traditional security threats — while Europe“s largely peaceful
neighbourhood has engendered a sense of absence of external threats, policy makers
maintain an active awareness of the potential of threats to return and consequently there is
a need to maintain an effective balance between this new conception of security and more
established ones.

e There is increasing debate about whose responsibility the provision of security is: it
has traditionally understood to be the domain of the state and national governments.
However, at a time when, for example, critical infrastructure is owned mostly by private
companies, this conception is too narrow and it becomes harder to allocate absolute
responsibility to private actors or decisively influence how they will respond in a crisis
situation. In resilience terms and terms of preparedness, ownership extends even beyond
the private sector to the individual. Security has thus become the joint responsibility of the
state and society at large including the private sector.

Following the presentation of the Synthesis Report, a hew round of discussions was held and the
issues brought forward by the participants were the following:

Some participants argued that there is no such thing as “European security” due to an excessive
divergence in national threat perceptions. Others maintained that a common definition would be
necessary even though it would likely be imperfect. This would at the very least provide a working
definition that stakeholders can refer to — even if they do not necessarily agree with all of its
elements. It was therefore suggested that a working definition of European security might be as
follows: ‘security refers to the ability and efforts of all sectors of society (individual and private) and
government (the state) to protect EU societies and citizens from threats, risks and hazards, be they
external or internal, man-made or natural, that might endanger their survival.’

The stakeholders felt that in order to enhance cooperation and communication in the security
field, FORESEC should seek to enhance shared awareness and shared solutions while allowing for
cultural differences and diversity of perceptions.

The Synthesis Report tried to identify areas of security research that would benefit from greater
European level collaboration and cooperation. It should be noted, however, that the notion of
cooperation as being beneficial per se did not go unchallenged during the kick-off workshop. Some
participants pointed out that cooperation on the national level would have to be improved before
serious attempts at further EU-level cooperation could be undertaken. Others maintained that the
real problem was the implementation of what has already been agreed and cautioned that EU
member states would have to make better use of existing institutions rather than engage in
establishing more. Yet another group felt that national priorities remained too different and diverse.
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Thus, coordination of research was not necessarily a good thing. It was asked, if there was no
consensus on priorities, then why have a coordinated approach?

It should be noted that some participants argued for a clear distinction between internal and
external security dimensions as the latter would invariably involve military aspects. However,
most stakeholders agreed that such delineation seems no longer feasible when one surveys the
global threats that are faced. One of the widely accepted insights of recent security research is the
cross-border and transnational nature of most security challenges. Particularly in a forward-looking
project current institutional remits are unlikely to make for good guidance on defining the
boundaries of future needs.

Experts agreed that the EU should concentrate on pooling resources, develop a comprehensive
understanding of the societal and human dynamics of security and focus on technological
opportunities in Europe. Cross-border technological investment in Europe was seen through two
prisms: on the one hand as technologies that reflected Europe’s deepening integration, and on the
other as high investment technologies that individual member states would have difficultly affording
by themselves.

Nowadays security research and technology priorities are mainly defined in collaboration
between defence industry and governments. Workshop participants underlined that end users are
often not adequately involved when it comes to shaping priorities, and some expressed concern
that skewed priorities might result in inadequate preparation.

Expert discussions also focused on communication strategies of decision makers. Participants
highlighted a distinct lack of effective communication between the government, the media and the
population concerning security issues. It was agreed that efforts should concentrate on increased
and improved channels of communication, with a greater emphasis on substance of information
rather than sound bytes.

4. Drivers, threats and challenges
The workshop developed a “broad picture” of drivers, threats and challenges that would
subsequently serve as a basis for the on-line Delphi survey and the scenario-building process.
The following suggestions were made by workshop participants and are presented here

telegraphically and broadly as they were mentioned with no analysis.

Table 1: Drivers, Threats and Challenges to European Security

Drivers Threats / Challenges

Demographic changes: migration due to
economic reasons and conflicts; ageing
population; different levels of growth and
decline of population; brain drain; potential
for conflict between generations

Science and technology: long term
development of new technology; misuse of
technology; new findings and requirements
in the fields of computer technology and
surveillance, bio and genetic technology,
information technology, nanotechnology,
alternative energy technology (more green
energy) and R&D investment in Europe.
Governance and order: failure of global

Ageing population and population decline
burden the health care system, create less
cohesion, decrease the work force, and
force emigration from Europe.

Overstretch of Europe in terms of
membership, or rather the limits to
enlargement can be seen both as a threat
and as an opportunity. Diversity in
particular might undermine social cohesion,
but at the same time holds a unique
promise regarding the development of an
EU identity and common policies.

EU must learn to manage diversity while
allowing for differences in priority and
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Drivers

Threats / Challenges

policy institutions; instability and conflict in
the European neighbourhood; emerging
powers (role and ambitions of Russia,
China and other rising powers);
composition of EU and lack of political
cohesion; tendency among member
countries to focus on state rather than EU
level; fragile states; protection of critical
infrastructure;  changing  public-private
balance; terrorism and organised crime
Environment: climate change; pollution;
environmental degradation, national
disasters.

Natural resources: access to resources
(e.g. water, food, , minerals, natural oil and
gas); energy shortages; dependence on
natural resources

Economic: globalisation; economic
disparities on a national, European and
international level; ownership issues within
economies, industries

Social values and identity: regionalism
and nationalism in Europe; radicalisation
and marginalisation of social groups;
illusion of 100% security; lack of social
cohesion and European identity, and the
possible collapse of countries just outside
EU; new actors (financial, religious).

approach, for example regarding the

integration of  civil and military
establishments or in dealing with privacy
problems.

Collective decision making at the
European level constitutes a major
challenge.

The European Union could become less
competitive when compared to other
global actors. Inventiveness is decreasing
and there is a poorer dissemination of
technology, a higher vulnerability of
complex systems, inequality, inability to
process information; and ineffective
management of legal aspects of IPRs.
Maintaining the beliefs of the population
on a secure Europe, and keeping and
deepening democratic values is a
challenge of magnitude. It should be
possible to stick to widely shared set of
liberal values, ensuring trust in institutions,
good governance to build a truly European
identity. Preferences of different interests
groups, political polarisation to the left/right
and the anti-globalization movement,
endanger European security.

Access to resources and raw materials
imply  increased competition among
countries in issues such as energy
independence.

Regions that form alliances can reduce
the level of cohesion, creation or
destruction of regional identity and difficult
the creation of an EU-identity.

5. Future challenges

According to the FORESEC work plan, the members of the consortium will subsequently focus on
the realisation and analysis of the on-line Delphi survey and the preparation of scenario workshops.
During the kick-off workshop participants discussed key issues of importance for the next activities
of the project. The workshop concluded that there is a need for decision-makers to better
understand future threats and challenges in order to be able to both foresee and address the issues
with appropriate means. This requires in-depth research on security issues and should be a
determinant of any research agenda.

The stakeholders made the following suggestions:
Changes in global power structures

European security is sensitive to global political changes. The end of the Cold War entailed a need
to redefine the international order at a time when the effects of globalization began to be felt around
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the world. The EU needs to face and engage new rising powers in the global arena and needs to
understand their interests, priorities and visions for a new global order.

Common values/European identity

The European Union is understood as a community based on common values. However, being
composed of 27 heterogeneous member states, the EU needs to provide a framework to deal with
cultural diversity and promote European identity at the same time.

Demographic changes

An in-depth understanding of the interaction between demographics, an ageing society, and
migration was considered important to improve the adoption of security policies and strategies.

Climate change

Furthermore, climate change was singled out as one of the most important multipliers of risk
currently extant. It was argued that, while it is not possible to reverse climate change and its effects,
mitigation efforts were crucial. In many strategy documents on the national level, the security
implications of climate change are hinted at, but not yet fully explored. However, stakeholders by
and large agreed that climate change can fuel a multitude of drivers and sources of instability and
tension. Several forms of conflict were envisaged as being directly affected by climate change: loss
of territory to advancing seas; environmentally induced migration; fragility because governments
might no longer be able to meet basic demands of their citizens; energy supply; resource conflicts
more broadly (over arable land, water, food); economic conflict caused by risks to coastal regions
and critical infrastructure located there; and finally, border disputes to name but a few.

Interdependency

The security environment is characterised by a tension between the beneficiaries and losers of
globalisation and the increasing role assumed by non-state actors. The world is becoming
increasingly interconnected which implies rising degrees of interdependence and vulnerability. One
key metric that was presented was from the EU level where dependency on energy imports is set to
rise from 50% of demand today to 70% by 2030.

Future needs of European security policy, strategy and research should not primarily be driven by
internal developments related to the process of European integration. Instead, they should be
defined with a view to developments in the global context and European needs. In the future, the
EU and its member states are likely to find themselves in a densely populated and more strained
world, confronted with different forms of conflicts, new technological challenges and a wide array of
different threats and opportunities.

Fragile states

Conflict, particularly within states, will not disappear and will be driven by new pressures such as
climate change and will have a particularly negative impact on fragile states. The phenomenon of
fragile states will continue to pose a challenge for European security that needs to be addressed.
Failed states tend to be plagued by weak governance, limited administrative capacity, humanitarian
crises, persistent social tensions, violence or the legacy of civil war. Linking security and
development is fundamentally relevant in those conditions.
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Annex 1. Full minutes of the Kick-off workshop
“Europe’s evolving security: drivers and trends”
Vienna, 2 — 3 July 2008

1. Introduction

On July 2 and 3, 2008, the “Kick-off” workshop of the FORESEC project took place in Vienna. The
project is being funded by the European Commission under the 7" Framework Programme, which
recognized (FP 7, Area 6.3) that foresight studies and scenario building techniques are needed given the
broad uncertainty of security in Europe. Under this context, FORESEC has the main objective of tying
together the multiple threads of existing work on the future of European Security, it aims to enhance the
common understanding of the complex global and societal nature of European security in order to pre-
empt novel threats and capture technological opportunities.

FORESEC will achieve its objectives through the execution of a series of activities and the formulation
of recommendations deriving from such activities. As a final result, the project through a participatory
foresight process, should enhance a shared vision to be build-up and facilitates the emergence of a
coherent and holistic approach to current and future threats and challenges for European security. The
project is targeted to provide critical support and advice for security researchers and decision-makers,
including ESRIF, with view of providing recommendations in the medium-to-long-term timeframe rather
than the scanning of very distant horizons. Due to the nature of the support action, the project should also
produce results which are relevant for the broader security community and policy makers and build a pan-
European network around the European security foresight processes, while at the same time fosters a
societal debate on European security and security research. The timeline of the project is 22 months, with
the starting date in February 2008.

The work programme of FORESEC established three key initial activities, the preparation of a set of
12 national reviews and a synthesis report and the execution of a “Kick-off” workshop. This report
describes and discusses the workshop.

2. Objectives and methodology of the workshop

The objectives of the Vienna workshop were to debate and identify key trends and drivers for
European security, lay the foundation for a European expert network in security foresight, receive
feedback on the Synthesis Report of the State of the Art Scan on European Security, and receive inputs
for an envisioned on-line Delphi study. This event served also as the starting point to initiate a public
debate on security research and its implications. In order to achieve these objectives an interactive and
participatory approach was applied.

The workshop was attended by experts from twelve countries. Annex 2 contains the programme and
Annex 3 contains the list of participants.

The programme contained four main parts: a) presentation of key issues and methodology to be
followed by working groups; b) presentation and discussion of the synthesis report; c) working group
meetings and discussions and d) final synthesis by the participants. The working group meetings followed
the “World café” format (Annex 4)

The workshop offered participants a unique opportunity for networking with experts from different
European countries representing government organisations and agencies, industry, research and
development organizations, and other academic and civil society organisations. The setting of the
workshop allowed an extensive exchange of ideas and views with other participants and the discussion of
present and future challenges, opportunities and threats to European security.

3. Session 1: European security — strategies, responses and research
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3.1 Introductory remarks and plenary talks

Josef Frohlich, head of the hosting organization ARC, welcomed the participants and inaugurated the
workshop. Matthias Weber, also of ARC provided an overview of FORESEC and an introduction to the
workshop.

In the introduction, emphasis was laid in the need to conceptualise how European security is
understood and the context of security research. It was considered that such issues are of great
importance due to the fact that the EU has become a greater, more heterogeneous group of countries and
thus the understanding of security has become a more diffuse concept and priorities vary greatly among
countries as well as the definition and application of norms and strategies. Further, the project was
justified due to the need that decision-makers understand future threats and challenges, so that they are
able to not only envisage the future but also prepare a well-grounded set of responses to it.

It was also emphasized that EU needs to stimulate innovation and the competitiveness of European
security technology industry, while at the same time address the social, economic and ethical
considerations that arise in the development of security technologies and consider the existing social,
economic and cultural aspects as well as new dimensions so that security research will attend directly on
the needs and expectations of European society.

This session also learned of the advances made by ESRIF by Anders Eriksson in conceptualizing and
identifying security issues that need to be treated at the European level. In particular, the issue related to
the growth of the scope of societal risk and concerns was amply discussed by the presenter, for example
the possibility of an ever-increasing share of wealth that would need to be spent on security. It is
considered as a response to the latter concern that innovation is important to cost-effective security and
an emphasis on it should also contribute to the strengthening of the competitiveness of European security
industry.

It was also emphasized that innovation in security comprises a socio-technical system that requires
excellence for its success, and must consider a variety of aspects:

Understanding and respect for European values like human rights and the rule of law.

Understanding and respect for the varying European institutional landscape.

Ability to exploit the European added value in security solutions.

Ability to integrate technological, societal and human factors.

Ability to handle the complexities stemming from patterns of positive and negative synergies

between security measures: protective, responsive and restorative measures vs. more broadly

cause-preventing ones and special purpose vs. generic solution elements.

» Ability to understand uncertainty and design solutions to be robust or adaptive with respect to
alternative futures.

» Building monitoring of the development of new threats and risks into security solutions as well as

the ability to respond appropriately to such strategic intelligence.

YVVVY

Within such context, a long-term perspective is needed as it would allow attacking root causes of risks
and threats and guiding investment in resilience and robustness, while maintaining and developing a cost-
effective portfolio of protective, responsive and restorative capabilities.

3.2. Working groups
Following the introductory presentations, the participants, utilizing the “world café” format, discussed

their views as to what they consider were the essential issues contained therein and prepared a set of
guestions for the presenters.
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The first issue concerned the definition and concept of security. At some tables there was the question
of what kind of security is being talked about, to be more precise in the discussion and in the project, a
practical definition of the concept of security was demanded. To this concern, it was replied that this
very definition was one of the ultimate goals of the project to be expected at its end, but some inputs could
already be generated from the discussion, e.g. that the definition had to be very precise if the focus is
solely on the EU and to what extend global challenges have to be considered, further, where should the
boundaries for EU security research be set? A difficult aspect of the work to be undertaken is precisely
bringing together all the different perspectives on security. How to unite the views of different people was
seen as one important challenge.

A great variety of views were reflected in the discussions, for example participants thought that it
needs to be included in the discussion topics like human rights, civil rights, data protection, and the
implication of technical systems, as well as how to deal with private security companies. In some issues
there were conflicting opinions regarding the importance of industry, defence and civil security.

A special point was the consideration that there are internal and external threats, and thus it is not
possible to talk about European security in a “shell”, and the concept need to be expanded with views
beyond the borders. Moreover, threats arise on local, regional, national and global levels, and in this case
how can stakeholders be brought together? Police, military, and others would have to be united under the
umbrella of a single security concept.

The approach of the FORESEC project was discussed by some participants as not broad and holistic
enough to cover a lot of the existing risks. Participants raising such issue considered that there is too
strong a focus on “hard security”, and wanted to take a more “all hazards” approach. This would include
more public and private NGOs. They pointed out that today’s issues on security were determined by the
blurring of boundaries, responsibilities of the private sector, public sector, international and national
issues. The role and responsibilities of actors, policy makers, and political issues would then have to be
newly defined.

The discussion also considered the question of trust. As it is not possible to be concerned with
security at all levels and instances of life, it is necessary to reduce complexity and have to trust not only
other people but also institutions. This trust in institutions that are supposed to guarantee security however
seems to be deteriorating. Neighbourhood watch activities and services are now being put into place.
Communal security is put in the hands of commercial providers and the communitarian approach to solve
security issues is being lost. There is the danger that such kind of solutions will be reproduced on other
levels as well.

One block of the discussion involved the implementation of project results and the co-operation
with ESRIF, e.g.: What is the outcome of the project and how will it be implemented? The group wanted
to know whether there will be some form of monitoring instruments of the results of ESRIF. Are there any
mechanisms in place to make sure that the results are implemented? How will the priorities for governing
threats be set? Who will use this network that is being formed here? What will happen with the results of
this research project? What is the relation between policy making and research? Due to the extensive
discussion and breath of the issues raised it was not possible to deal with all of them.

International relations were touched while discussing aspects of internal and external security as
well as cooperation with the US. Some of questions raised included: How will the global landscape change
over the next 20 years, for example with the development process in China?

Request for more standards was expressed and for the need to make this a topic of analysis.
Whereas standards in aviation are very strict, there are only guidelines for shipping. Neither are there
clear rules for containers. In some European countries accidents with trains, for example are more
common than in others.

Further questions that were considered worthy of discussion but could not be explored due to limited
time included:
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» The relationship between industry and academia — how will the two interplay?
» Data is the instrument (tool) or the goal?
» How to direct funds for security research on project that will actually have an impact on security?

4. Session 2: First results of FORESC and Synthesis Report
4.1. Plenary talk

Bastian Giegerich of IISS presented the “Synthesis Report” based on a report on “Global Trends and
Powers” and 12 country reports prepared at the initial phase of activities (Austria, Bulgaria, Estonia,
Finland, France, Germany, Italy, Poland, Slovenia, Spain, Sweden, United Kingdom). The country reports
and the synthesis report are a scan of security related activities on the national level and national
involvement in European activities, and allow the establishment of a base line for further activities of the
project. One other report that was also conducted dealt with global actors and trends shaping European
security and was integrated in the synthesis report as well. Material for the reports was gathered by
interviews with stakeholders, desk research, and tapping on the sources that are available to the network
of partners.

Some of the major findings presented in the synthesis report on behalf of latest trends of European
civil security were:

» Complexity
» Growing need for joined-up interagency processes is recognized across Europe
+ Implementation is uneven as member states continue to apply distinct approaches
» There is no comparable set of strategies or priorities — a truly common picture has yet to
emerge

» Trends and threats
» There is increasing overlap of threat assessments across the EU member states surveyed
« The blurring of internal and external security is recognized
» Migration, terrorism, social cohesion, natural catastrophes and rising power centres
« However, the perception of what these key challenges entail differs, often depending on
geography and history

» EU level collaboration

» National security research (and foresight) activities are uncoordinated

+ Effect: overlap and gaps

+ Stakeholders repeatedly identified the following areas as being in need of improved

collaboration:

- Border security
- Radicalization research
- Organized crime
- Research and development of security related technologies

» Industry
« Country reports indicate that the civilian sector may become the main innovator in the security
field — from defence industry to security industry
« The role of industry in terms of defining research priorities is significant — in some countries
user organizations find it difficult to play a role in the setting of priorities
+ Tension between the demands of markets and demands of security of EU citizens?

» Security and responsibility
+ Shift away from a sole focus on governments and the state
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» Private sector ownership of critical national infrastructure
» Individual responsibility in terms of resilience and preparedness
» Joint responsibility of society — a modern incarnation of “total defence”?

» Concept of security
» Need for definition of referent object: from state to the individual
* Need to identify threats, risks, hazards to that referent object
+ Is it about survival or general well-being?
* How much conceptual stretching is possible before the concept loses meaning?

» EU security refers to:
« The ability and efforts of all sectors of society to protect individuals and infrastructure within the
EU from threats, risks, and hazards that may endanger their survival

» Challenge of cooperation
+ Shared interests, threats, concepts etc can be identified
» Overlap does not generate a shared set of priorities
+ Complexity of the security environment is not matched by member states’ responses

4.2. Working groups

Following the presentation, a new round of discussions was held following the World café format. The
guestions addressed were:

» What are the key messages that would like to be underlined?
» Which results are familiar and which are new and surprising?
» Are there any comments on the report?

» Are there any open questions that need to be clarified?

The definition of security was reconsidered here. A group stated that security is not just about
survival put emphasis should also be put on “freedom” and that there is a normative concept attached with
security that society should be “good”, and not become evil. The definition of security remained a topic for
discussion all along. It was questioned whether it was possible or not to identify all the different
perceptions of security? as the term meant different things for many people. The nature of the
involvement of the private sector is a factor that has to be though carefully and consider any potential
downside.

At one table the participants discussed the prioritization of security issues. Within this
discussion it was questioned how is it possible to define the EU perception of security? The question also
arises as to what can be determined by authorities on an international level and what should be
determined on the national level? and further what are the differences of threat perceptions between
different countries that can have major effects on the prioritization?.

The group that addressed the prioritization of EU politics criticized that security was “just” a
“third pillar” topic instead of a “first pillar’ topic. Regarding the national reports it was questioned how were
the issues addressed in the country reports and in the summary report chosen?

A comment was made that the identification of major trends and threats depends heavily on
who is consulted and thus priorities are based on such opinions. Some patrticipants suggested that issues
generally discussed in the context of European security are pushed by some interest groups and have
hidden agendas. There might be the danger that the topic of security is just instrumental for other
interests. Some organizations or stakeholder groups might compete for the sovereignty of definition.

Concerning collaboration one group found that the vertical collaboration is quite good, but there
are difficulties with collaboration on the horizontal level. Private/individual aspects have gotten slightly
more attention in the report than industry activities. The concept of security in this respect does not only
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have to do with survival, but also with quality of life. It was suggested to make better use of existing
structures (Europol, Frontext) rather than creating new ones. A problem that probably remains even in the
long term is the lack of implementation of new common strategies. Traditional organizations find it hard to
leave their “comfort zones”.

One discussion brought the issue of connectedness of European regions, countries, actors etc.
The more Europe is growing together, the more will threats or disasters of one country affect another. The
strategies to deal with such disasters or threats, however, are still too much focused on singular entities
and not on the implications of the growing connectedness. There is still too much separatism on the
administration level, not only between countries but also within some countries.

Some conclusions were drawn from the Synthesis report on communication strategies of
decision makers. Participants stated that there is a lack of communication to the media and to the
population. There needs to be more structure for the channels that are used for communication and on the
content.

Some issues were considered as absent or too lightly treated in the Synthesis report, for example
political-philosophical issues were not addressed and also when considering overall trends what are the
implications of climate change? And the related to this: What type of society is desired in the next ten
years? in particular human and social dynamics.

Some suggestion was made that even though the report closes a gap on an international
assessment of security strategies and the state of the art, there are still many ideas that can be brought
about from previous conceptual work on security. Participants of smaller states announced that they
would need some minimum guidance from the EU for national security strategies.

It was suggested by some participants that the introduction of the report makes explicitly clear that
the concept of security in focus is dedicated to internal European security rather than external, defence
related or related to international relations. In this respect it was stressed that no country in EU can act on
its own and rather that collaboration is needed, for now there is a lack of “jointness”. There are also clear
differences between countries that are NATO-members and those who are not. The EU needs to take that
into consideration when dealing with the concept and practice of security.

5. Session 3: Preparation of the Delphi statements on Trends to 2020
5.1. Plenary talks

Henrik Carlsen and Matthias Weber initiated this Session by a short introduction on Foresight in
general and Delphi as one of its methods. A resume of the presentation can be found in Annex 6. Such
introduction was necessary as it was evidenced that most of the participants were not familiar with either
topic.

5.2. Working groups

The next “world café” was initiated with the focus on three questions with the task of developing a
“broad picture” for the Delphi survey looking at the year 2020:

» What are the main drivers for threats?
» Where are considered the most important opportunities for Europe?
» What are the key challenges to be faced in Europe?

The results of the discussions can be summarized as follows:

> ldentified main drivers for threats:
» Population threats, brain drain
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Energy threats

Environmental stress, pollution

Economic stress

Societal wish of the aim to reach 100% security

New technologies, long term technology development and the misuse of technology, computer
technology and surveillance

Organised crime,

Migration from Asia and Africa, (because of economic reasons, conflicts etc), migration (within
EU), labour situation

Lack of access to natural resources (f.e. water, energy)

Climate change,

Possible lack of social cohesion and the possible collapse of countries just outside EU borders
EU-composition (but this is also a challenge)

Establishment of new actors (financial, religious)

Social issues (migration, growth of population, radicalisation, social gaps due to differences in
economic development),

Terrorism (religion)

Political risks, tendency among member countries to focus on state issues instead of issues on
the EU level

Ownership and protection of critical infrastructure

Failure of global policy institutions (trade organisations, world bank, etc.)

» ldentified opportunities:

The change of behaviour, stick to democracy, technology development

Opportunities for security - develop technologies that respects privacy and the individual

See the positive impact of immigration - it means labour, we can also help creating stability in
other parts of the world

Security issues being discussed (like at this conference)

Europe has a set of tools available, an opportunity for Europe to fill a hole (US ?)

Europe is on the looser side when it comes to demography, immigration is therefore a positive
thing for EU that we should take advantage of ageing population

Climate change technology, national health systems

» ldentified key challenges:

China (relocation of enterprises), Turkey (EU membership?)

How to maintain the beliefs of the population of a secure Europe, keep democracy, we should
be able to develop a EU identity (otherwise there might be conflicts, radicalisation)

Diversity (many countries, many languages, a challenge to extract value in diversity), challenge
to implement strategies, have a common policy

The overstretching of Europe in terms of memberships

Ageing population, technological development

Collective decision making on European level, good relations with for example China

6. Session 4: Preparation for Delphi statements

6.1.

Plenary talk

In the second day of the workshop a summary of the discussion of previous day was presented by
Matthias Weber who gathered the discussion around 12 threats, opportunities and challenges of a secure

29

Europe 2020, and served as the bases for the discussion for the “world café” that took place immediately
after. The discussion of these driving forces and their outcomes were considered important for the
definition of the next Delphi survey.

a) Driving forces:
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Demography
¢ Migration (EU intern and outside from Asia and Africa)
e Growth/decline of population
e Aging population
e (Brain drain)
Economy

e Economic globalisation
o Economic disparities within countries, within Europe and across the world,

Environment

e Climate Change
e Access to resources (e.g. water, food, energy)
Environmental problems/pollution

Science and Technology

Bio- & genetic technology
Information technology
Nano

Surveillance

Social values and identity

¢ Regionalism/nationalism within Europe
¢ Radicalisation and marginalisation of social groups (e.g. driven by ideologies)
o lllusion of 100% security

Governance and order

e Fragile states

(Organised crime)

Composition of EU / Lack of political cohesion

Failure of global political institutions (World Bank, etc.)

Emerging powers (role of Russia, China in the long term)

Changing public-private balance (e.g. ownership of critical infrastructure)

b) Opportunities: What positive effects might result from (European) security-related policies?

Change of behaviour, emergence of a more community-oriented culture
Common strategies/approaches in the face of threats

Diversity of cultures

Positive impacts of migration

Europe speaking with a single voice in security matters

Potential of technologies (economic, problem-solving)

Building capacity for crises management

Social cohesion through dialogues

Demanding customers (diversity, quality of demand, listen to customers)
Economic opportunities/lead markets

Filling the power gap left by the US

c) Challenges: What obstacles need to be addressed to benefit from opportunities and avoid

threats?
[

Integration of civil and military / internal and external approaches
Different national regulations as barriers
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Integration of security policies

Managing diversity — similar concerns, but differences in priority and approach
Sticking to widely shared set of liberal values

Ensure trust in institutions; good governance

Building a European identity

Limits of enlargement

d) Important elements of the Delphi
e Perception of threats
e Underlying factors driving the emergence of threats (and opportunities)
e Strategies and actions

e) Focus of world café dialogues
e How driving forces shape the emergence of threats
e Starting from drivers identified previously in the final dialogue

6.2. Working groups

The participants discussed in three rounds under the “world café” setting, driving forces from above,
their implications on European security up to 2020, affected actors and ideas for solutions. These
discussions were guided by the following questions:

> Are there additional sub-headings (“drivers”) to be listed?
» Which drivers do you regard as most important?
» Which threats and/or opportunities do a driving force give rise to (possibly in conjunction with other
drivers)?
» Which actions would these threats/opportunities require? By whom?
A subsequent discussion gave room for presentation and feedback of the round table results.
Summarising the highlights of round table discussions the host of each table reflecting the following
guiding questions:

» What are the most important results concerning the 3 questions?
» Who are the most important actors to cope with the challenges 2008 - 2020?
» What are the most significant differences of a secure Europe 2020 compared to 20087

The results of the discussions are resumed in the following tables.

Science and Technology:

Drivers Threats Opportunities Actions

> Alternative energy | > European Union > EU will excel in > Excellence in key

technology (more becomes less some key areas areas

green energy) competitive (health, energy, > |dentify these

> Research and (connected to the environment) areas and specialise

development R&D driver) > ICT (internet will be | and reinforce them

investment in Europe | >Inventiveness is everywhere soon) > Vulnerability of
decreasing > Better surveillance | complex systems:
> Privacy problems technology more research in this
(surveillance) area, maintenance of
> Dissemination of “old” systems,
technology balance investment
> Linkage of in new systems and
intellectual properties maintenance of old
> Vulnerability of systems, create own
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Drivers

Threats

Opportunities

Actions

complex systems

> |Inequality, inability
to process
information

> Legal aspects of
intellectual property
rights (piracy,
software, media)

> Inadequacy of
media to
communicate

science

systems

Government and Ord

er

Drivers

Threats

Opportunities

Actions

Behaviour of:

> States
neighbouring EU
countries

> States that go
beyond Europe
neighbourhood

> Fragile states:
exploit windows of
opportunities, where
EU countries are
instable, organised
crime and terrorism
tries to get into there
> EU itself is a stable
organisation, no
integration of new
member states in the
next 12 years, issue
of former
Yugoslavian states,
assumption, that
they are not going to
be integrated into the
EU

> Second layer of
states: instable and
fragile states, basis
for crime and
terrorism, possibility
of migration of those
problems into the EU

> Neighbouring
countries could build
a belt of security
around Europe, like
a buffer, EU help for
these countries in
security issues, last
solution?

> Bringing in military
solutions only as the
last option; civil
solutions are
preferable; countries
that are far away and
have different
cultural background
than European
countries cannot be
expected to share
our notion of human
rights. EU can give
support (only) in
some areas of
action.

> How can fragile
states be made more
secure?

>What are the
criteria for a secure
state? Common
values have to be
found.

> Lack of institutions
that cooperate in the
field of security to
bring more stability.
To fill this gap, new
institutions have to
be different from
NATO, have to offer
sufficient strategies
and possibilities to
solve security issues,
touching much more
defence issues,
economy and energy
issues

> Creating a belt of
security around the
EU member states
and bringing in civil
approaches to fragile
states, enhancing
the EU-cooperation
with us, not only
defence/security,
also because
Russia, China do not
share European
interests
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Environment;

Drivers Threats Opportunities Actions
> Climate change > Access to > Climate change = | > Objective and
> Pollution resources — access threat and rational investment
> Access to to raw materials, opportunity culture, trying to
resources energy, food security | > Engage different weigh the

> Human behaviour

(access to food)

> Raw materials:
increased
competition

> Energy: one or two
suppliers of energy
in Europe

> Food security:
matter of price,
Europe can afford
increasing food
prices, social
cohesion and social
stability

> Collapses of
ecosystems: Baltic
Sea

countries in strategic
discussion

> 20 years from now
Japan, Russia, USA,
etc. will be
dependent on all,
Europe no

> Side effects of
being independent of
oil should be
considered

possibilities to make
investment more
rational

Social values and identities (First Table):

Drivers Threats Opportunities Actions
> |ndividualisation > |Individualisation of > More critical
and security — neighbour- consumers

“consumerisation” of
security — is leading
to impatience,
creating room for
social and political
entrepreneurs
exploiting the illusion
of 100% secuirity, if
there is a new Hitler
in Europe — this is
where to look for him
> Important linkages
— radicalisation,

watch movement as
an opportunity of
individualisation

> Media: Profit
seeking media,
media with specific
political agenda

> Relation between
income and social
quality

> Protectionism

> How to create
more long-term
thinking

> Availability of good
education for all

> Old modern
institutions change
(political parties) or
are new ones
required?

> Private — public
boundary, things
shift from public to

minorities private
(neighbourhood
watch)
Social values and identities (Second Table)
Drivers Threats Opportunities Actions
> Radicalisation and | > Interests - > Strong national

marginalisation of
social groups

preferences of
different interests
groups, political

identities are reality
> A solution for
problems at a
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polarisation to the
left/right within
parliament, strong
anti-globalization
movement,
democratic system
not being satisfactory
to an increasing
number of people

> |dentity — regions
form alliances, have
interests, can reduce
level of cohesion,
creation or
destruction of
regional identity,
creation of EU-
identity, does not
exist, could be a
threat; Prior identity
is national, could be
a problem for
Europe, positive for
states, national
identities compete
with EU-identity, but
are more important
> Social values -
Social values, how
they can be
reinforced, etc.,
could make Europe
vulnerable to
terrorism

> Social cohesion -
Social cohesion —
smaller groups at a
lower level,
terrorism,
immigration, asylum,
reduce social
cohesion
(enlargement, as an
opportunity and
threat, spreading of
European values
(Turkey, Georgia),
enlargement towards

regional level =
acceptance of
national identities

> At national level a
European identity is
required, creation via
education, media,
social workers,
identification of
recognised
transmitter for
European values,
small groups and
minorities are
integrated with the
advantage of using
their knowledge and
to learn concerning
integration measures

Russia big
opportunity.
Demography:
Drivers Threats Opportunities Actions

> Migration and

> Population decline,

> Europe becomes a

> Policies to support
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aging population

living longer, more
stress on the health
care system, less

technological leader
in health care
> Diversity is an

education,
technology, re-
training

cohesion, less work | opportunity, > Understand
force, emigration connections connections between
from Europe > Aging population — | issues of
> Different older, wiser demography, aging
immigration population society, and
problems, fertility migration
rates

Economy:

Drivers Threats Opportunities Actions

> Economic > How to manage > Economic > Catch phrase:

globalisation globalisation not how | globalisation: partnership concept

> Economic to prevent it Globalisation today is used rhetorically

disparities (within
Europe and general),
are rather the result
of economic
globalisation not
managed in a proper
way

Issue of ownership
within economies,
industries, etc

> New solutions for
new ownership
relations (changing
of ownership
relations)

is very much about
capital allocation and
diffusion in the world
> Europe at the
moment is not
competitive to the
outer world,
changing ownership
patterns and related
responsibilities,
technology can be
an opportunity,
related to ownership
could be a challenge
> Energy, resources
are somewhere else,
economic
globalisation focuses
on capital, Europe
has a lot of know-
how

> Defence industry
ownership is a big
challenge; small
countries are
interested in
partnerships with the
EU, more
partnership within
the EU to create new
policies, privatisation
of health care leads
to the necessity of
private-public-
partnerships

> Emerging super
powers and natural
resources — force,
improve partnerships
at national,
international and
European level

7. Session 5 — decision making and implementation plan for Delphi Study

In session 5 a more programmatic approach to organize further steps for the progress of the project
was taken. The objective was to make the participants acquainted with the Delphi process in more detail
and to recruit volunteers for the editing of Delphi statements and patrticipants for the two upcoming Delphi
rounds. Susanne Giesecke of ARC, gave an introduction to the next steps (e.g. co-nomination snowball
system) and the concept. At their roundtables participants could sign up for which actions they would like
to volunteer. The overall process will be in the hands of ARC, the individual contacting and caretaking of
Delphi will be organized de-centrally by the FORESEC team members.

National contact persons for editors and supporters of snow-ball system

e Austria: Susanne Giesecke

e Bulgaria: Antoinette Primatarova

Page 22 of 35




FORESEC Deliverable D 3.4 Kick-off workshop report

Estonia: Mira Partanen

Finland: Mira Partanen

France: Raphaele Magoni
Germany: Bastian Giegerich
Italy: Clementine Burnley
Poland: Henrik Carlsen
Slovenia: Antoinette Primatarova
Spain: Carlos Aguirre

Sweden : Henrik Carlsen

UK: Raffaello Pantucci

Task leaders for Delphi & contact persons for other countries

Susanne Giesecke, ARC, Austria
Carlos Aguirre, ARC, Austria

The following activities are involved for volunteers of the co-nomination process:

» What do | have to do as a supporter?

Name at least 10 experts in the fields of security who could be contacted to take part in
the Delphi survey

Return excel sheet with expert nominations in time

Be part of the expert base for the survey

The following activities are involved for volunteers of the Delphi statement editing process:

> What do | have to do as an ,editor*?

Read 2-3 pages with statements and questions that will be the core of the Delphi survey
Give comments and further suggestions

Return between in time

Be part of the expert base for the survey

Imagine we are living now in 2020 and Europe has developed in an incredible positive
way: What are the special differences compared to 2008?

Image the foresight process was done in a very successful way: What results do you
expect in 20097

Looking back to the workshop process & outcome: What feedback & what
recommendations do | want to address to the FORESEC team?

Round Table Discussion

The final round of discussion gave room for a look back on the last one and a half days of workshop
on the one hand, and a look ahead into the future of the FORESEC on other. Participants were asked to
discuss on three main topics:

» Imagine we are living now in 2020 and Europe has developed in an incredible positive way: What
are the special differences compared to 2008?
» Image the foresight process was done in a very successful way: What results do you expect in

20097

» Looking back to the workshop process & outcome: What feedback & what recommendations do |
want to address to the FORESEC team?
The final round of discussion gave room for a look back on the last one and a half days of workshop
on the one hand, and a look ahead into the future of the FORESEC on the other. Participants were asked
to discuss on three main questions as shown in the next table
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We now live in 2020 and
Europe has developed
very positively. What are
the special differences
compared to 2008?

Image the foresight
process was donein a
very successful way: What
results do you expect in
2009?

Looking back to the
workshop: what feedback
and recommendations do
you have for the FORESEC
team?

* High birth rate

* Integration and
coordination

* Better & well-educated
Europeans

* Destruction of organized
crime

* Border guard system

* Improvement in R&D due
to investment

* School-rotation system

* EU will extend

* New EU-treaty (Sweden)
*Quicker decision-making
* EU Foreign minister,
Migration, Immigration,
democracy support - Africa
* Energy supply

* Agreements with China,
India

* Stabilisation of border

* US as declining power, EU
stronger player concerning
internal cohesion

* NATO as more reliable
counterpart

* Energy: a clear path
independent from oil

* EU will be less dependent
on oil, etc.

* EU identity is seen as
additional identity

*New agencies — more
cohesion within EU

* |dentifying who is the
audience

* Lessons learned from
previous processes

* Make it easy to understand
* Accepted by a wide
audience

* Also state what was not
talked about

* Ongoing process

* Reaction should create a
vision

* Platforms

* Stick to the deadline

* Robust methodology was
developed

* Decide on a forward
process

* |dentify key individuals

* Find money to keep
network alive after project
ending

* Broaden the range of
participants

* 3-4 concrete security goals
— money to achieve goals

* Create a vision

* Awareness of issues

* |dentify gaps in the system
* Better participation

*2nd FORESEC in 10 years
— evaluation

* FORESEC — ESRIF better
cooperation and data
transfer to improve process
* Consider path-dependency
and costs

* Not enough room in
discussions

* Civil security should be
discussed

* Good exploitation of topics
* Report should be available
publicly

* Scenario building (2nd
meeting?)
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Annex 2. Programme of the Workshop

FORESEC 2008 - WORKSHOP “Europe’s evolving security: drivers and trends”

Date: 2 -3 July 2008
Venue: Vienna — Austria, Austria Trend Hotel Bock

Agenda, version 6, 25" of June 2008

DAY 1: 2" of July 2008
10:30 Registration and Welcome Tea, Coffee and Snack
11:00 Session 1 - European security — Strategies, responses and research

Welcome Remarks
Josef Frohlich, head of division systems research, ARC

Opening of the Workshop

Kristiina Rintakoski, director, Crisis Management, Crisis Management Initiative and
Coordinator of the ForeSec project

Overview on Agenda

Doris Wilhelmer, ARC

“Security Research as a tool for buil di
Tjien-Khoen Liem, DG Enterprise and Industry, European Commission

“Fi r s tFreBUbtKR+ Long term threats and challenges and needed
capabilities”

Anders Eriksson, European Security Research and Innovation Forum & FOI

12:00 Round Table Discussions — essential issues & questions addressed to key
speakers

12:30 Plenary: Comments

13:00 Lunch Break

14:00 Session 2 - First results of ForeSec & synthesis report

Overview, schedule: Doris Wilhelmer, ARC

Presentation of the “synthesis report”: ForeSec team

Poster discussion — 1* round tables

Poster discussion — 2" round tables

Comments, questions and answers

15:40 Tea and Coffee Break

16:00 Session 3 - Preparation for Delphi statement on Trends to 2020
World Café (1) — drivers, threats and challenges 2020

World Café (2) - drivers, threats and challenges 2020

Plenary: summarising results of Day 1

17:30 End of Day 1

19:00 Departure to Evening Event (fAHeuriger o)
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FORESEC 2008 - WORKSHOP “Europe’s evolving security: drivers and trends”

Date: 2 -3 July 2008
Venue: Vienna — Austria, Austria Trend Hotel Bock
DAY 2: 3" of July 2008
09:00 Opening of Day 2

Inputs and results from Day 1
Matthias Weber, ARC

09:30 Session 4 - Preparation for Delphi statements on reactions, strategies &
solutions

World Café (1) — reactions, strategies, solutions

World Café (2) — reactions, strategies, solutions

Tea and Coffee Break

World Café (3) — reactions, strategies, solutions

Panel Discussion: inputs and consequences for Delphi statements
12:00 Lunch Break (and optional Check out)

13:30 Session 5 - Implementation plan for Delphi Study

Round Table Discussions: Decision making
Commitment to take part in Delphi:

e Editor Team

e Delphi participants for Snow Ball System

Plenary: summary and farewell statements

15:00 Farewell Cocktail i End of conference
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Annex 3. List of participants

FORESEC 2008 — WORKSHOP “Europe’s evolving security: drivers and trends”

Date:
Venue:

2 -3 July 2008
Vienna — Austria, Austria Trend Hotel Bock

Participant list

organisation name first function email-address
name
AUSTRIA
Austrian Aguirre- Carlos ForeSec team Carlos.Aguirre@arcs.ac.at
Research Bastos
Centersr,] systems Bichler Karin conference team,
researc funding
Frohlich Josef head of division
systems research
Giesecke Susanne | ForeSec team susanne.giesecke@arcs.a
c.at
Mittringer René conference team
Mdaller Jeanette | Photographer,
conference team
Valencia Jorge Musician, conference
Daniel team
Wasserbache| Dana conference team
r
Weber Matthias ForeSec team matthias.weber@arcs.ac.a
t
Wilhelmer Doris moderation, conference | doris.wilhelmer@arcs.ac.at
team
Austrian Horacek Michal scientific staff micha.horacek@arcs.ac.at
gesl;:tsrch Centers Sdouz Gert Head Safety and Civil Gert.sdouz@arcs.ac.at
m Protection
Austrian Strebl Friederik | Scientist, ForeSec team| friederike.strebl@arcs.ac.a
Research e t
Centers, Safety
Radiation
Applications
Austrian Institute | Kautny Nieves researcher kautny@oiip.at
for International . - "
. Klimbur Alexan lexander.klimbur iip.
Affairs (OIIP) burg ere and ?e ande burg@oiip.a
Luif Paul Senior Researcher PaulLuif@oiip.at
Riegler Henriett Senior Researcher riegler@olip.at
e
Bessentialsgroup | Pibitz Christian | CEO Pibitz@bessentialsgroup.c
om
Buro fur Gustenau Gustav Leiter Buro fur gustav.gustenau@bmlv.gv.

Sicherheitspolitik/

Sicherheitspolitik

at
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BMLV Richter Bernhar | Referent fiir Zukunfts- | bernhard.richter@bmlv.gv.
d und Trendanalyse at
Center Forster Martin Head R&D Image m.forster@centersystems.
Communication Processing com
Systems GmbH
Frequentis AG Prinz Johanne | Head of Corporate Johannes.prinz@frequenti
S Research s.com
ICN — Intermodal | Kaluza Gunther Managing Director / office@icn-intermodal.at
Corridor Network Transport Logistics &
GmbH Infrastructure
Technologies
International Macaspac Ariel Scientist / Coordinator: | macaspac@iiasa.ac.at
Institute for Penetrante Processes of
Applied Systems International
Analysis Negotiation (PIN)
Program
Institute of Cas Johann jcas@oeaw.ac.at
Technology
Assessment,
Austrian
Academy of
Sciences
JOANNEUM Derler Christian | Research Manager christian.derler@joanneum
RESEARCH .at
Institute of
Information
Systems &
Information
Management
organisation name first function email-address
name
Research Institute| Krottenthaler | Martin social science research | Martin.Krottenthaler@w.rot
of the Red Cross eskreuz.at
(FRK)
Univ. of Natural Perfler Reinhar Senior scientist, Water | reinhard.perfler@boku.ac.
Resources and d Supply and Sanitation at
Applied Life
Sciences, Vienna
Inst. of Sanitary
Engineering and
Water Pollution
Control
Vienna University | Platzer Christian | Secure Systems Lab cplatzer@seclab.tuwien.ac
of Technology Coordinator .at
BELGIUM
CoESS van Sand Leen Communication & lvs@i-b-s.be
(Confederation of Policy Officer
European
Security Services)
BULGARIA
Centre for Liberal | Ganeva Anna executive director, anna@cls-sofia.org

Strategies

ForeSec team
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Papazova Yana Programme yana@cls-sofia.org
Coordinator, ForeSec
team
Primatarova | Antoinett | programme director, Antoinette@cls-sofia.org
€ ForeSec team
George C. Shalamanov | Velizar chairman Shalamanov@GCMarshall
Marshall .bg
Association -
Bulgaria
EC
European Liem Tjien- Tjien-
Commission, DG Khoen Khoen.Liem@ec.europa.e
Enterprise and u
Industry
ESTONIA
NGO Estonian Ristmae Tina Managing Director tina@naabrivalve.ee
Neighbourhood
Watch
FINLAND
Border Guard of Hartikainen Antti Head of Planning and antti.hartikainen@raja.fi
Finland Finance Unit / Border
Guard Headquarters
Crisis Brummer Ville ForeSec team ville.brummer@cmi.fi
ms&%%‘;mem Partanen Mira ForeSec team Mira.Partanen@cmi.fi
Rintakoski Krisitiina Programme director, Kristiina.Rintakoski@cmi.fi
ForeSec team
Environics Oy Salmi Hannu CBRNE hannu.salmi@environics.fi
Finnish Vuorinen Marja Chief of Membership marja.vuorinen@stkl.fi
Federation for Relations
Welfare and
Health
Finnish Ministry Mottola Kari Special Adviser kari.mottola@formin.fi
for Foreign Affairs
Unit for Policy
Planning and
Research
Metso Laukkala Heljo V.P., Corporate Risk heljo.laukkala@metso.com
Corporation Management
Ministry of Martelius Juha Director of Research juha.martelius@defmin.fi
Defence, Finland
Ministry of the Mankkinen Tarja director tarja.mankkinen@intermin.
Interior, Finland fi
FRANCE
Sagem Sécurité Suchier Jean- VP, Director European | jean-
Marc Programs marc.suchier@sagem.com
organisation name first function email-address
name
GERMANY
Development and | Roth Michéle Executive Director roth@sef-bonn.org
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Peace
Foundation -
Stiftung
Entwicklung und
Frieden (SEF)

Federal Criminal Ebner Jirgen Head of unit for lk11@bk.bund.de
Police Office strategic and early
detection
Schuldt Kathrin Assistant of unit for kathrin.schuldt@bka.bund.
strategic and early de
detection
Fraunhofer INT Weimert Birgit TAV Birgit. Weimert@int.fraunho
Euskirchen fer.de
Wiemken Uwe uwe.wiemken@int.fraunhof
er.de
Institute for Peace| Kahl Martin senior researcher kahl@ifsh.de
Research and
Security Policy at
the University of
Hamburg (IFSH)
Institute for Eichhorst Kristina managing director keichhorst@isuk.org
Security Policies
at the University
of Kiel (ISUK)
Konrad- Wolkner Sabina Head Division Western | Sabina.Woelkner@kas.de
Adenauer-Stiftung Europe/USA,
e.V. International Co-
operation Department,
KAS
Ministry of Meyer zum Rainer Head, Transatlantic mzf@skynet.be
Defence, Felde Security Branch
Germany
Policy Planning
and Advisory
Staff
VDI-Future Braun Anette braun_a@vdi.de
Technologies
Division
ITALY
Civil Protection Dello Buono | Dimitri Spatial Data dimitri.dellobuono@protezi
Dept. SDI Infrastructure onecivile.it
Competence Competence Center
Center National Manager
Council of
Research
Istituto Affari Marta Lucia researcher |.marta@iai.it
Internazionali
(1A1)
Institute for Gesano Giusepp expert giuseppe.gesano@irpps.c
Research in e nr.it

Population and
Social Policies —
Italian National
Research Council
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Institute for Giunipero Carlo researcher carlo.giunipero@gmail.co
International m
Political Studies
(ISPI) Milan
Joint Research Burnley Clementi | ForeSec team clementine.burnley@jrc.it
Centre ne
Magoni Raphael | ForeSec team raphaele.magoni@jrc.it
e
Selex Sistemi Gulienetti Giorgio Head of Product ggulienetti@selex-si.com
Integrati Portfolio Dev. For
Homeland Security
Rus Cristian Homeland Security crus@selex-si.com
Matei Strategy Manager
POLAND
Ministry of Interior| Durbajlo Piotr Director of Department | piotr.durbajlo@mswia.gov.
and of ICT Infrastructure pl
Administration
SLOVENIA
Consultant Medved Felicita Independent felicita_mail@yahoo.com
Researcher
Univ. Ljubljana, Kajn¢ Sabina Postdoctoral researcher| Sabina.kajnc@fdv.uni-lj.si
Faculty of Social
Sciences
organisation name first function email-address
name
SPAIN
Universidad de Izquierdo Manuel Experto en Derecho de | Manuel.izquierdo@uco.es
Cérdoba Carrasco la Seguridad Publica y
Seguridad
SWEDEN
Banverket Backlund Per Swedish Railway per.backlund@banverket.s
(Swedish Rail Security e
Administration) Lindeberg Peter Swedish Railway peter.lindeberg@banverket
Security .se
Swedish Deltér Sara Teamleader, Safety and| Sara.delter@skl.se
Association of security
Local Authorities
and Regions
Lindholmen Lange Anders Program Manager, EU | Anders@anderslange.com
Science Park AB Research Programs
Norrhem Bosse Manager, Security Bo.norrhem@lindholmen.s
Arena e
Swedish Defence | Carlsen Henrik ForeSec team henrik.carlsen@foi.se
Rl(:e(s)(Tarch Agency Eriksson E. ForeSec team e.anders.eriksson@foi.se
. Anders
Stenérus Ann- ForeSec team ann-sofie.stenerus@foi.se
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Sofie
Wikman Per Researcher, ForeSec Per.wikman.svahn@foi.se
Svahn team
Swedish Byman Jan Expert/Research Jan.byman@kbm-sema.se
Emergency
Management
Agency
UNITED KINGDOM
DEMOS Edwards Charlie Head, Security Charlie.edwards@demos.c
Programme o.uk
Exclusive Gomes Rafael Deputy Director of Rafael.gomes@exclusive-
Analysis Political Risk analysis.com
Health Protection | Woodhouse John Regional Director John.woodhouse @hpa.org
Agency .uk
International Giegerich Bastian Research Associate, giegerich@iiss.org
Institute for European Security,
Strategic Studies ForeSec team
IISS
( ) Inkster Nigel Director of inkster@iiss.org
Transnational Threats
and Political Risk
ForeSec team
Pantucci Raffaello | Research Associate pantucci@iiss.org
ForeSec team
Lockheed Martin Thurston Richard National Resilience Richard.thurston@Imco.co
UK m
SRI Consulting Evans Nick Vice President, Director | nevans@sric-bi.com

Business
Intelligence

of Explorer
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Annex 4 Methodological note

The World Café Method

The World Café is a creative process for facilitating collaborative dialogue and the sharing of knowledge
and ideas to create a living network of conversation and action. In this process a café ambience is
created, in which participants discuss a question or issue in small groups around café tables. At regular
intervals (20-30 min.) the participants move to a new table. Thus, each participant will meet new people at
each table. One table host remains and summarises the previous conversation to the new table guests.
Thus proceeding conversations are cross-fertilized with the ideas generated in former conversations with
other participants. At the end of each session (a session may consist of several rounds) the main ideas
are summarized in a plenary session to share information with all participants.”

Foresight and Delphi surveys

Foresight is (generally) not:

Forecasting
Trend extrapolation
Mainly expert driven

l.e. foresight is not about predicting the future

Are concerned about the longer-term development (often 10 years or longer)

Go beyond (but take into account) predictive approaches

Are action oriented (trying to influencing agenda-setting and decisions)

Move away from the sole focus on experts

Aims at including wider societal considerations.

Are interactive and participative (networking involving e.g. experts and decision-makers)
Adopts a “evolutionary” approach (in contrast to e.g. linear thinking)

Are typically explorative, i.e. considers alternative futures (instead of predicting the future)

Foresight is about shaping rather than predicting the future
A foresight process can involve a number of different methodological elements, e.g:

Methods for forecasting

Scenario building

Delphi studies

Strategy development
Development of decision strategies

Explanation of Delphi Survey:

Anonymous expert survey in 2 rounds

Experts give their opinions and judgements on pre-formulated hypotheses and questions on the
probability of future developments

In the 2nd round the same experts are provided with the pooled and aggregated information of all
peers

Discrepancies are brought to the fore

Experts are asked to answer the same questions again — this time under the impression of their
peers’ opinions

They may change their opinion in the 2nd round

Different dynamics from those in open group processes

Experts can learn from each other

Undue influence from face-to-face settings is avoided

Diverse backgrounds of experts is represented

Allowing diverging opinions to be perceived by peers

A large number of opinions can be handled

Results can be analysed in statistical as well as in qualitative terms
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The “decision Delphi” is a tool to co-ordinate decisions with relevance to the future, if the future does
not follow a fixed course but is influenced by a large number of small, uncoordinated decisions (the
“tyranny of small decisions”). In a decision Delphi, reality is not predicted or described, it is made. Its main
social function is to co-ordinate and structure the general lines or thought in diffuse and unexplored fields
of social relations and to transform future development in such an area from mere accident to the result of
carefully considered decisions.

The Delphi will be conducted in the 12 countries (12 will be more efficient than the 6 indicated in the
work programme) represented in the FORESEC kick-off workshop. It is envisaged for September 2008. A
pre-test might be conducted beforehand.

The Delphi comprises two rounds. The questionnaire will consist of 30-50 statements. These
statements will be hypotheses within the specific field of comprehensive security in Europe (and security
research) with regard to the situation some 15 years hence. (The statements/hypotheses will very likely be
subdivided into specific fields) For these statements/hypotheses the respondents will have to answer from
the perspective of their specific knowledge. We assume that they are all “experts” on the field of
“‘comprehensive human security”. In addition, respondents will be asked to assess some of the indicated
developments as desirable or undesirable and which policy measures — possible out of a given list — they
consider to be appropriate to enforce the envisaged development. Room for comments will also be
provided.

The panel will comprise the stakeholder groups that will also be present at the kick-off workshop:
administrators, first responders, research, industry, NGO, policy makers, etc. The respondents will be
recruited by a snow-ball system. For each country we should at least nominate 100 respondents.

The Delphi rounds will both be conducted online. Each respondent will be assigned a token. So each
respondent will be able to answer her/his “personal” questionnaire (the content of course will be the same
for all). There will be a fixed date — 3 weeks after the initial mail — until which the respondents have to fill
out and return the questionnaire (which will automatically be sent to Ville). In the second round the same
respondents are ask for their opinion again but this time they will see how their anonymous colleagues
voted and they may revise their initial answers. (The second round will probably be executed shortly after
the results of the first have been processed) Accordingly, not only the FORESEC core team will get
valuable material on future trends and drivers on security issues; but the participants themselves will get
the opportunity to learn from each other without the group dynamics you usually have in a public
discussion, e.g. at a conference, where a few people are dominating the debate.

The results will be collected and processed centrally. They will be interpreted by the FORESEC team
member (WP Delphi) and give input to the scenario workshops to be held consecutively.

Contact “forlearn” for more information on the Delphi methodology:
http://forlearn.jrc.es/guide/4_methodology/meth_delphi.htm

Example on Delphi results:
fistera.jrc.es/pages/roadshows/manchester%202005/4Delphi%20summary%20IM.pdf —

In this report you can also see the kind of questions that were asked.

Besides the objectives formulated in the FORESEC work programme attention is drawn to three main
targets for the Delphi and its outcomes:

» An assessment of the threats and trends expected by the experts for the future
» An assessment of the strategies, reactions and solutions expected that are related to those threats
and trends
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» Getting an input for threat, challenges, solutions etc. that can serve as a baseline for the
discussions during the scenario building, e.g. inputs for best cause, worst case and business-as-
usual scenarios.
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